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ACS WebService Overview

ACS WebService is a software application, accessed via the Internet that enables an
organization to manage its access control syste m (ACS) account. The ACS WebService
interface is divided into seven high level tabs. When your mouse hovers over atab,a

dropdown menu is displayed. With certain dropdown menus , athird dropdown menu can
appear. Clickthe menuitem to access the ACS WebSe rvice pages, in order to view and
maintain your account data.

The Home section provides access to Technical Support contact information and Release
Notes.

The Activity section provides access to the Activity Log, Activity Report and an In/Out
Report that shows when individual doors were accessed and by whom.

The Users/Groups section lets you view and manage the users who have access
privileges to your premises.

The Reports section let s you generate customized reports.

The Setup section lets you view and manage the initial aspects of account setup and
design including basic account information, cards, sites/doors, schedules,
notifications, and video.

The Account section lets you view and manage account - specific information, such as
company contact inform  ation, the type of access your Administrators have to ACS
WebService, and time zone preferences.

The Cards section lets you view  and manage your card inventory.

The Sites/Doors section lets you view and manage the individual sites defined for
your accoun t, as well as their associated doors and devices. This section also allows
you to configure the control panel(s) associated with each site in your account.

The Schedules section lets you view and manage schedules, which are used to define
your us e ssspivileges and to control device operations.

The Notifications section lets you view and define rules for determining who within
your organization will receive emails when certain events occur.

The Video section provides the configuration tools for de fining OVR cameras, Digital
Video Recorder s (DVR s) and Closed Circuit Television (CCTV) cameras for integration
with your ACS WebService account.

The Journal button provides quick access to a log of Administrator activities.

The Lockdown section enablesy ou to override regular access privileges in an emergency
situation.

At the top right of each page aret hree buttons:
The Console link provides access to the video console.
The Help link provides access to support documentation.

The Administrator link allows you to access your account settings, your administrator
settings, your personal login information, or logout of ACS WebService in a secure
manner.
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Browser Requirements

I f you are using either the Bi os cDWIOVFE furctiionalites, pr i nt r egi
you must use Internet Explorer 7.0 or higher as your Web browser. If you are not using
either of these features, you can use any standard Web browser to access ACS WebService.

ACS WebService uses cookies to preserve session information. If your browser disallows

cookies, the interface will not function properly.

ACS WebService uses JavaScriptE to validate form dat a,
images. If your browser has scripting disabled, the interface will not function properly.

Somefuncti onal el ements require the FlashE Player. | f FI

browser, you will be prompted to download it.

The Digital Video Recorder functionality uses ActiveX Controls. These will be downloaded by
Internet Explorer during the installati on process.

Some functional elements appear in popup windows. If you have installed software that
blocks popup windows, the interface will not function properly.
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ACS WebService Support

The Home section of ACS WebService provides access to a variety of sup port options,
including contact information for your Brivo dealer and access to online assistance.

Welcome
The Welcome page displays when you first log in to ACS WebService.

L Console M Help ophia Rockwell v
I A e i e T

Welcome, Sophia Rockwell

Account Name: Brivo EZ Storage
Account Number: 2787073052
Administrator ID: e25100

Status: Master Administrator
Time Zone: US/Eastern
Dealer: ACME Wiring

Shortcuts ...
Run an Activity Report

New User

Find a Card
Change Password
Unlock Door

Run Report Shortcuts ...
No Configured Shortcuts

Figure 1. View Welcome Page

This page displays basic information related to the account a nd to you, as an Administrator,
including:

Account Name . The name assigned to the account when it was first created.

Account Number . The financial number assigned to the account.

Administrator ID . The ID you used to log in to ACS WebService for the current session.

Status . Your Administrator status: Master, Senior, or Assistant.

Time Zone . The time zone used to track all events maintained for the account through
ACS WebService.

Shortcuts i links to some of the more common WebService features.

Run Report Sho rtcuts 1 links to reports that have been selected from the Reports tab.

Console i alink to the video console feature.

Help i alink to the ACS WebService support documentation.

Administrator Name 1 the name of the administrator. Clicking on the name provi des a
dropdown list of additional features.

Contact Us

From the Home tab, clickthe ContactUs tab and the Contact Us page displays. This page
contains the contact information for the dealer who created the account.
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I R T i K T

Contact Us

ACME Winng
4330 East West Highway Suite 250
Bethesda, MD 20814

Phone:  301-555-1212

After 301-555-1234

hours:

E-mail: customersenvice @acmewinng.com

Hours of Monday-Friday 7AM-6PM Call For Emergencies
operation:

-2011 Brivo £

| Terms ©

C All Rights Reserved

Figure 2. View Dealer Contact Information

Release Notes

From the Home tab, c lickthe Release Notes tab to access information for the most recent
ACS WebService release. The Release Notes display as PDF documents in a popup window.

| _Console M Help __J Sophia Rockwell v

I I T i i e

Release Notes

o nber legase Note:

a1 Apnl 11, 2008 Release Notes
# December 14, 2007 Release Notes
A 7 Rel N
ne 22 7 Rel
e 7 Rele. jote
# February 8, 2007 Release Notes
mber 7 Rel N
1. 0ctober 23, 2006 Release Notes

eptember 7 oeleas o

#June 30, 2005 Release Notes

A /4 Administrator's Addendum

fAMarch 10, 2005 Release Notes

Figure 3. Access Release Notes
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2. Activity
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What is Activity ?

Under the Activity tab, the Activity Log is a nearreal -time display of Access Events,

Exception Events, Device Events Control Panel/Board Events , and Camera events . For each
event, the Activity Log shows the date and time, user name or nature of the event, site
name and door or device name (or control panel ID if the event is not device - specific).
Additionally, the  Activity Log page allows administrators to unlock doors that are configured
to allow such actions, allows for user photo comparison, and displays event bas ed video
playback.

NOTE:

0 User, site, door and device names appear in the Activity Log as they
were at the time of the event.

The Activity Repot i s a customized query of the Activity Log, s
John Doe at Front Door on Februa ry 10 or fAAlIl Exception Events at Ser
mont h. o

The In/Out Report  allows you identify which users have gained credentialed access to a site
(In), and who amongst that group has subsequently used a credential to leave the site
(Out) .
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Browsing the Activity Log

The Activity Log displays Access Events, Exception Events, Device Events , Camera Events,
and Control Panel Events as they occur. See the Index of Events  for more information
Additionally, o n the right side of the screen, an administrator can use the Unlock Door

feature, view user images, and view video playback for events linked to an OVR camera.

For each event, the Activity Log shows the date and time, User name (or nature of the
event), Si te name and Door or Device name (or control panel ID if the event is not device -
specific).
To view the Activity Log:
1. Fromthe Activity tab, clickonthe Activity Log tab. The Activity Log displays.

| _Console L Help W Sophia Rockwell v

N I A e i e

Activity Log 1-20(of 150) 3  Unlock Door
Date/Time User/Event Site Door/Device Video
<<) [5/3/11 [ Select Event Filters | v v

5/3/11 1:56:05 PM EDT Alan Thom Storage - DC Main Gate - OC User Image

5/3/11 1:56:02 PM EDT  Abby Frase Storage - DC Main Gate - DC

5/3/11 1:56:00 PM EDT Paul Yates Storage - DC Main Gate - DC

5/3/11 1:55:57 PM EDT Ingnd Poll Storage - DC Main Gate - DC q
s Failed 55 by Kevin Johnson:

5/3/11 1:55:56 PM EDT Unauthorized Access Attempt Storage - DC Main Gate - DC

5/3/11 1:55:51 PM EDT Adam Hodges Storage - DC Main Gate - DC

5/3/11 1:55:49 PM EDT Dan Peters Storage - DG Main Gate - DC

5/3/11 1:55:47 PMEDT )esse Ravburn Storage - DC Main Gate - DC
S Failed Access: Unknown Credential

5/3/11 1:55:45 PMEDT (g pay: 2001¢0190 Bits:34) Storage - LL Hain Gate - OC

5/3/11 1:55:43 PM EDT Alice Quincy Storage - DC M e .-

5/3/11 1:55:41 PM EDT Everett Jones Storage - DC Main Video Playback

ccess by Lauren Seagrave:

00000000 &6 00 0 000 & 000D

5/3/11 1:55:39 PM EDT uspendad Storage - DC Main Gate - DC

5/3/11 1:55:37 PM EDT 1axwell Storage - DC Main Gate - DC

5/3/11 1:55:34 PM EDT John Smith Storage - DC Main Gate - OC -
5/3/11 1:55:32 PM EDT Curtis Mayweather Storage - DC Main Gate - DC

5/3/11 1:55:30 PM EDT Albe il Storage - DC M e .

5/3/11 1:55:27 PM EDT nel Edwar Storage - DC Main

5/3/11 1:55:25 PM EDT John Gray Storage - DC Main Gate - DC

5/3/11 9:52:54 AM EDT Video Motion at EZ Camera Storage - DC mer.

5/3/11 9:51:01 AM EDT Video Motion at EZ Camera Storage - DC EZ Camera

<

Auto-Refresh: None

Figure 4. View Activity Log

Features of this page include:

To reset the activity log page back to its original settings by clicking on the Reset button
in the upper left corner.

To filter the activity log by date by clicking the << and >> buttons on either side of the
Date/Time field. This allows sorting activity in to 24 hour blocks for easy viewing.

To filter the activity log display by clicking on the Set Event Filters  button which allows
filtering by non -exception events, exception events, and camera events.

To search for activities related to a specific site, ent er the site name for that site in the
Site field, and click on the option that appear in the dropdown field
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To search for activities related to a specific door/device , enter the door/device name for
that door/device  inthe Door/Device field, and click on the option that appear in the
dropdown field

To scroll to the next page in the activity log, click the green right arrow in the upper
right corner of the page. To scroll back to the previous page in the activity log , click
the left green arrow. The Activi ty Log shows 20 events per page

The Date/Time column indicates the date and time at which the activity took place.

The User/Event column indicates either the name of the user related to the event (for
example, the user who presented a credential at the d oor specified), or the event
itself if there is no identifiable user involved, (for example, Failed Access: Unknown
Credential). Click the user name to access the User detail page.

To view only those events related to a single user, click on the user name in the
User/Event column of the Activity Log. The User Details page will display. Click on
the View User Activity link and t he page refreshes, displaying only those events
related to the specified person. To clear this filter, click Reset atthetop oft he page.

To view a subset of the log based on site , type in the name of  a specific site in the Site
filter and select it. The page refreshes displaying only those events related to the
specific site.  Click on the dropdown menu and select Clear Filter to return to the
complete activity log.

To view a subset of the log based on door/device , type in the name of  a door/device in
the Door/Device filter and select it. The page refreshes displaying only those events
related to the specific door/device. Click on th e dropdown menu and select Clear
Filter to return to the complete activity log.

The Door/Device field identifies the door , device , or camera affected by the event. To
view det ails related to a specificdo  or, device , or camera, click the door, device , or
camera name. The associated detail page displays.

The Video column provides a link to video related to a specific device if there is either a
Digital Video Recorder or Online Video Recorder set up for the account. If there is a
user photo associated with a user access or failed access event, the user photo will
be displayed along with the video feed associated with that event.

The Unlock Door field allows a user to unlock doors set to be controlled from the
browser. Simply click on the Unlock Door field and a popup window will appear with
all of the available devices. Click on the device you wish to unlock and you are
returned to the main activity log page with the Unlock Door field filled in with the

selected device. Click on the
will update showing the action taken.

icon to unlock the select  ed door. The activity log

The User Image box allows an administrator to view a stored user image from the user
profile after clicking NEXT TO the user name in the User/Event column of the Activity
Log. Ifthereisnou serimage attached to the user name, the user image box will
remain blank.

The Video Playback box allows an administrator to view a video event from an OVR

camera by clicking on the " icon in the Video column of the Activity Log. This

feature only works fo  r OVR cameras. Video linked to DVR cameras will not appear in
the Video Playback box, but will appear in a popup window. An administrator may

view the clips before and after the current clip by clicking on the L_l and l_‘ buttons.
Clicking on the  Search Video link will take you to the Search OVR Video page. Finally,
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$

to download the current clip, click on the ~" icon and a popup window will appear
allowing you to save the clip as a file.

Paul Yates

User Entry (4/14/11 9:04:11 AM EDT) - Paul Yates

“ bl

Figure 5. User Photo Comparison

The Auto -Refresh dropdown menu at the bottom of the page allows you to choose how
frequently the Activity Log should reload itself. The optional intervals are: 30
seconds , 1 minute , 2 minutes , and 5 minutes . By default, Auto -Refresh is setto
None . To turn Auto -Refresh on, click a n option.

o

NOTE:

User, site, door and device names appear in the Activity Log as they
were at the time of the event.
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Running an Activity Report

An Activity Report is a query of the Activity Log, such as:

Al'l Access Events by fAJaln oboedcebatuafffyr dnt Do
All Access Events by fAiJane Doed in the | ast
Al Exception Events at fAServer Roomo6 in the

To run an Activity Report:

1. Fromthe Activity tab, click on the
displays.

o) R

Activity Report

What?

All Events >

Groups (highlights users in the Users list):

Toggle All: On | Off

Users:
Selected:0

=

Where?

Sites:
Selected:0
<i>Storage - LA</i> A
Storage - Atlanta
Storage - Baltimore
Storage - Boston
Storage - DC
Storage - LosAngeles
Storage - Miami
Storage - NYC v

Devices:
Selected:0

<i>Storage - LA</i>: <i>my door</i> -~
Storage - Atlanta: Main Entry - Atlanta

Storage - Baltimore: Main Gate - Baltimore
o

Storage - Boston: Main Gate - Boston

Storage - DC: Main Gate < ||
Storage - DC: Main Gate - DC [J
Storage - DC: Motion Sensor

Storage - DC: Secunty Room - DC v

When?

® Absolute:
From: [Apr ¥[14 ¥[2011 |12 ¥]:00 v|am ¥
To: | Apr »|1a v[2011 ¥!/12 v|:00 ¥|aM ¥

O Relative:

Last| 1 ¥ day(s)

Run Report

Activity Report

tab. The Activity Report page

Toggle All:Qn | Off

Toggle All: Qn | Off

Toggle All:On | Off

Figure 6.

Run Activity Report

(o]

three

ast

day
mo r
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2. Inthe What? field, select the desired event type from the dropdown menu f
you select Access and Failed Access Events , you can:

3. Select one or more specific groups by scrolling through the Groups dropdown
list.

4. Select one or more speci  fic users by scrolling through the Users list. Usingthe A

arrow you may move users from the left box to the Selected box on the right.
When a Groups selection is made, the  Users in those groups are automatically
moved to the Selected box under Users.

5. In the Where? field, scroll through the site(s) you wish to select and use the A
arrow to move them from the left box to the Selected box on the right. Repeat
the process for any device(s) you wish to select.

Hold down Ctrl while clicking to choose multipl e options.
Click Toggle All  On to select the entire list, or Off to de -select all options.

Inthe When? field, enter the time and date range for the report.

© © N o

Select Absolute to set a specific start (  From) and end ( To) date and time, or
Relative toindicate how many days in the past the report should cover.

10. Click RunReport . The results display in a popup window.
print capabilities to generate a hardcopy of the report.

Report generated at 04/30,/07 11:11 &AM EDT by Sophia Rockwell Acme Megaples
User, Site and Door names appear as they were at the time of the event.

DatefTime UserfEvent Site DoorfDevice
04/30/07 10:58 &M EDT 1. Travis Em Maple Street Branch Front Door

04f20/07 10:52 &AM EDT  Maggie Chase Maple Street Branch Front Door

04/30/07 10:58 AM EDT  Mae Cho Maple Street Branch Side Door

0430407 10:55 &M EDT  Jeff Cissell Maple Street Branch Front Door

04/30/07 10:55 AM EDT  Patricia Moore Maple Street Branch Front Door

04f20/07 10:54 &M EDT  Patricia Moore Maple Street Branch Front Door

04/30/07 10:52 &M EDT  Jeff Cissell Maple Street Branch Front Door

Figure 7. View Activity Report

NOTE:

0 User, site, door and device names appear in the Report as they were
at the time of the event.
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Index of Events

The following events appear in the Activity Log and can be transmitted via email
notifications.

Access Events

Access by User

Exce ption Events

Door Ajar *

Door Ajar Cleared
Too Many Invalid PINs
Door Forced Open *
Door Locked by Keypad
Door Unlocked by Keypad

Door Locked by Timer

Door Unlocked by Timer

Door Schedule Unlock Override Begin

Door schedule Unlock Override End

Failed A ccess (by Unknown Person): Unknown credential
Failed Access (by Unknown Person): Card never issued
Failed Access (by Known User): User was deleted
Failed Access (by Known User): Userbés credential was
Failed Access (by Known User): User is out of e ffective date range

Failed Access (by Known User): User is at unauthorized door

Failed Access (by Known User): User is out of schedule

Failed Access (by Known User): User suspended

Failed Access (by Known User): Invalid credential type (Card required)

2
3

5

6

Devi ce Events

Auxiliary Input Engaged '

Auxiliary Input Disengaged
Device Engaged

Device Disengaged

Wire cut set

Wire cut cleared

Wire short set

Wire short cleared

Camera Events

Camera Connect
Camera Disconnect

' Door Ajar threshold can vary by door. See Managing Doors.

2 Door Ajar Cleared requires control panel firmware v2.15+.

3 Too Many Invalid PINs applies to keypads or dual readers only. Threshold can vary by door.

4 Door Forced Open applies to doors with Request-to-Exit switches/sensors only. See Managing Doors.

5 Door Locked/Unlocked by Keypad applies to keypads and dual readers only. Users must have Keypad Unlock-Hold privilege. See Editing
Group Privileges.

6 All Failed Access Events require control panel firmware v2.15+.

7 Auxiliary Input Engaged/Disengaged requires control panel firmware v2.15+.
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Video Motion

Control Panel Events

Control Panel Events correspond to sites, not to doors. If a control panel serves multiple
sites, the event will appear once for each site.

AC Power Loss (Switch to Battery) 8
AC Power Restoral

Unit Opened (Tamper)

Unit Closed (Tamper Cleared)

Control Panel Communicati  on Failure
Board Battery Set

Board Battery Cleared

Board Chip Reset

Board Communication Failure Set
Board Communication Failure Cleared
Board Opened (Tamper)

Board Closed (Tamper Cleared)

Failed Access Events

A Failed Access Event is anincident of an inv  alid credential being presented. Failed Access
Events are a subset of Exception Events; the system logs Failed Access Events according to
the following rules of precedence:

Failed Access by Unknown Persons:

If the credential is unknown to the account: Failed Access: Unknown Credential
[Card/PIN value] °

If the credential is in the Card Bank but has never been issued to a user: Failed
Access: Card never issued [Card value]

Failed Access by Known Users:

If the credential  /ast belonged to a deleted user10:  Failed Access by John Doe:
User was deleted [Card/PIN value] 10

If the credential is an old PIN or a revoked card, but the user has not been deleted:
Failed Access by John Doe: Revoked credential [Card/PIN value]

If the credential belongs to a user who atte mpts access outside of his or her effective
date range: Failed Access by John Doe: Out of effective date range

If the credential belongs to a user who attempts access at an unauthorized door: Failed

Access by John Doe: Unauthorized Door

If the credential  belongs to a User who attempts access at an authorized door, but at an
unauthorized time: ~ Failed Access by John Doe: Out of Schedule

8 All Control Panel Events require control panel firmware v2.15+.
9 Unknown card values are displayed as hexadecimal numbers.
'© A card must remain in the Card Bank in order for it to be associated with its last owner.
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If the credential belongs to a User who is suspended: Failed Access by John Doe:
User Suspended.

If the credential is not  the proper type of credential: Failed Access: [User Name]
Invalid credential type (Card required)



Page 25

Running an In/Out Report

In/Out Reports enable you to identify which users have gained credentialed access to a site

(In), and who amongst that group has su bsequently used a credential to leave the site

(Out). For the purpose of this report, a user cannot be Out on any given day unless he or

she was first  /n. In other words, if a user has not accessed a site on the day the report is

generated, he or she will not be |isted as Out; rather, that useros

the report at all.

To run an In/Out Report:

1. Fromthe Activity tab, click the In/Out Report tab. The In/Out Report page
displays.

[ Conzoie X ticio I Sophia Rocwell v

[iome = ety <] Geers <] Repors <] setor ~] oumar | Coccaonn |
In/Out Report
Check All
¥ Storage - DC
[ Run Report
Figure 8. Run In/Out Report
2. Click the site for which you want to run the report.

3. Click RunReport . The report displays in a popup window.
print capabilities to generate a hardcopy of the report.
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Report generated at 04/20,/07 11:12 AM EDT by Sophia Rockwell

In/Qut Report

Maple Street Branch

Acme Megaplex

Inside

Entered User Door

4/30 11:00 &AM EDT Justin Gooden Front Door
4/30 11:00 AM EDT Anna Torres Front Doar
4/30 11:00 AM EDT Jeff Cissell Front Door
4/30 11:00 AM EDT 1. Travis Em Front Door
4/30 11:00 AM EDT Mae Cho Front Door
4/30 11:01 AM EDT lames Cooper Front Doar
4/30 11:01 AM EDT Erica Logan Front Door
4/30 11:01 AM EDT Melanie &dams Front Door
4/30 11:01 AM EDT Janice Romano Front Door
4/30 11:01 AM EDT Erin Kane Front Door
4/30 11:01 AM EDT Patricia Moore Front Door
4/30 11:01 AM EDT Corina YWilson Front Door
Ciutside

Exited User Door

4/30 11:00 AM EDT Andy Cook Side Door
4/30 11:00 AM EDT Davis Kyle Side Door
4/30 11:00 AM EDT Sam YWilson Side Door
4/30 11:00 AM EDT Maggie Chase Side Door
4/30 11:00 AM EDT Margerie Bauer Side Door
4,30 11:01 AM EDT Barry Goldstein Side Door
4,30 11:01 AM EDT Melanie Smith Side Door

Figure 9.

View In/Out Report

NOTE:

0 Events are purged 12 hours after they occur, not at a specific time
each day.
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3. Users and Groups
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What are Users and Groups?

A user is any person who requires access to one or more doors or floors at a given site or
set of sites. A user has unique credentials, such as a card or PIN, that enable entry and exit
at the specified doors. Users are listed in alphabetical order in the User Directory.

A user can belong to one or more groups, depending on the version of the hardware and/or
firmware.

A group is a set of users with the same access privileges to one or more sites within an

account . A group has a descriptive name, such as AWashi ng¢
alphabetical order in the Group Directory.

Access privileges are defined at the group level. A user inherits privileges from the groups

to which he or she belongs.

Auser 6s privileges can be set to start and/ or expire on

Administrators vs. Users

Throughout ACS WebService, the term user refers to an individual who has access privileges
to a building or some part of a building. It does not refer to end -users of the interface;
users do not have direct access to the ACS WebService interface. Instead, Administrators

add and manage user -related information.

The term Administrator , on the other hand, refers to an individual who has access
permissions to the in  terface. Administrators manage the interface itself.

For an Administrator to have access privileges to a building, he or she must also be defi ned
as a user in the interface.

Filtering

The filtering system allows administrators to sort results using a vari ety of criteria. For
users, filtering allows for sorting by the following:

First Name i all first names containing the provided criteria
Last Name - all last names containing the provided criteria

Status 1 the status of all users using the selected status (active, pending/expired,
suspended, deleted or orphaned)

Group i all users belonging to the selected group
Custom Field 1 all users that have matching information for the selected custom field
For groups, filtering allows for sorting by the following:

Group Name i all groups containing matching information for what was entered in the filter
field

Permission to Site i all groups with permission to the selected site

Permission to Device i all groups with permission to the selected device
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Browsing the Group  Directory

The Group Directory displays a list of groups in your account. The directory displays up to
20 groups at a time, listed alphabetically.

To view the list of groups for your account:

1. From the Users tab, click the Group Directory tab. The Group D irectory displays.

|_Console M Help M _Temp Manager _v

| Home | Adivty - | Users - Reports ~ | Setwp ~ [ Joumal |
Group Directory
New Group
Filter: Add filter v EJ Reset
Jump: C 1-2 (of 2)
M Customers - Baltimore 10 7/8/09
88 customers - DC 26 V] V] 7/8/09
Ké ﬁs roup has P Pront All Groups
Figure 10. View Group Directory

Your Administrator privileges determine which groups display on this page.
The Master Administrator and Senior Administrators can see all groups in the account.

or which they have been given View
on page 92 for more

Assistant Administrators can see only the groups f
privileges. (See  Editing Ass istant Administrator Permissions

information.)

Features of this page include:

To Filter the group di

rectory page by selecting from the dropdown menu. For example,

to locate all groups which contain the letter

P, select Group Name from the filter,

type APO into t

To Jump to any point in the alpha
page. For example, to locate the

h e tGe.xThe rdsilte willddisphay leklove. | i ¢ k

bet, click a letter in the alphabet bar at the top of the
group fiManagers, 0 cl i ¢c k M. hetterdwithnoer

corresponding last names are grayed out.
For all viewable groups, you will see:

Left (back) and right (forwar d) scroll arrows if the list is more than one page long.

An icon next to each group indicating whether or not the group has access privileges. (A
grey icon indicates the group has not yet been assigned privileges.)

The Group Name , serving as a link to the Group detail page

The number of Users in the group

A summary of your Administrator permissions for each group ( View, Edit, Append )

The date on which the group was Created
An option at the bottom of the page, Print All Groups , allows you to print a rep ort of all
current groups along with a list of the schedules used by each. (See the Error! Reference
source not found.  chapter starting on page Error! Bookmark not defined. for more

info rmation.)
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Viewing Group Details

The Group detail page displays information for a specific group.

To view the details for a specific group:
1. From the Users tab, click the Group Directory tab. The Group Directory displays.

2. Click the group you wish to vi ew. The associated Group detail page displays.

I A T i A e

Staff - DC (18 Users)

Edit Group Privileges | Edit Group Name | See Users in this Group | Delete Group | View History | Group Directory

Immune to Antipassback: No
Antipassback Reset Time:

R Site Device Name Device Type B Schedule
Storage - DC Main Gate - DC Door Storage - DC - Business Hours
Storage - DC Security Room - DC Door Storage - DC - Business Hours

Figure 11. View Group Details

This page lists all doors and devices to which the group has access, as well as if the group is
immune to Antipassback and the Antipassback Reset Time. Links on this page allow you to:

Edit the groupébés access privil eges EdiingGraup e EdIi
Information on page 33.)

Edit the groupb6és name via a popup dialog box

See a list of users who belong t o the group

Delete the group, if your Administrator permissions allow that action

View the history of the group in the Administrative Journal

To view a list of users in a group:
1. From the Users tab, click the Group Directory tab. The Group Directory disp lays.

2. Click the group for which you wish to view a list of users. The Group detail page
displays.
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3. Click See Usersin this Group . The list of users currently associated with the
selected group displays.

4, Click a userds name to acceasilpage.he associated User

I I T I T

User Directory | Staff - DC

ew User

Filter: Add filter v

Jump: B E GH KLMNO STuvw 1-18 (of 18)
Namé Department Office # Work Phone Print Badge

& Bonner, Constance )

8 Eckersley, John

£ Gravdon. Lawrence ®

8 Hughley. Joann

& Keegan, Walter

& Landry, Peter

8 Laurette, William

8 Luchenko, Colleen

& Manager, EZ Storage

8 Newsom, Callie

& Obatly, Harold B

8 Onsign. Lewis

& sanderson, Ellie

8 Smith, Hugo 192

8 Tumbolt, Kenneth

8 ufnev, Peter

& vamey, will

Q williams, Jenny

Key: 8 Active & Suspended £ Unaffiiated & Deleted print All Users

QOQOQQQQQQUDQOQOQQ%

Figure 12. View Users in a Group
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Creating a Group

A group is a set of users with the same access privileges.

For example, your account might have one site, fAMapl e
If we assume that all employees require the same le vel of access to both doors, then a

single group, AMaple Street Staff, o would be sufficien
Or, your account might have one site, AElI m Street Dine

that waiters require access to fAFronttiRBeomMdoand fMbadle
managers require access to all three doors, then it would make sense to create two groups,

one called AEIm Street Waiterso and one called AEI m St
Or, your account might have two sites, Aithihavetivo St or e o a
doors each. At each store, staff members require acces:

require access to AFront Dooro and fiStock Room. 0 I n th
create four groups: AMi ami Staff, of fiMi amqmd Ma@mlagredas , 0 0
Managers. 0
To create a group:

1. From the Users tab, c lickthe New Group tab. The New Group page displays.

L_Console M __Help __J Sophia Rockwell v

I A e i i e

New Group

Group Name: Seattle Managers

Add Group

Figure 13. Create a Group

2. Inthe Group Name field, enter a brief, descriptive name for the group, such as
AChicago Staff. o

3. Click Add Group. The group is created and you are transferred to the Edit
Privileges page. See  Editing Group Information on page 33 for instructions on
setting access privileges for this group.

NOTE:

0 The maximum number of groups to which a user may belong is
sixteen (16).
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Editing Group Information

Only the Master Administrator and Senior Administrator:
privileges.

To edit a group name:
1. From the Users tab, c lick th e Group Directory tab. The Group Directory displays.

2. Click the group you want to rename. The group detail page displays.

3. Click Edit Group Name . A dialog box displays.

Script Prompt:

Edit Group Mame: |

Cancel

Eethesda Staf

Figure 14. Edit a Group Name

4. Inthe Edit Group Name field, enter a new name for the group and

5. Click OK. You are returned to the detail page with the new name displayed.

To edit group privileges:
1. From the Users tab, c lickthe Group Directory tab. The Group Directory displays.
2. Click the group you wish to edit. The associated Group detail page displ ays.
3. Click Edit Group Privileges . The Edit Privileges page displays.
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[=Console X el . Sophia Rockwell v
I D e e e e

Customers - DC / Edit Privileges

[ Keypad Unlock-Hold Privileges

[J Immune to Antipassback

Antipassback Reset Time: N s N
Site: | Current Privileges v,
— . A Device 1
m Site Bl Device Name Y':p:e iR Schedule See Schedules
Storage - DC Main Gate - DC Door Storage - DC - Business Hours ¥
Storage - DC Secunty Room - DC Door Storage - OC - Business Hours v
[ cancal ][ save [ Save and Continue ]

Figure 15. Edit Group Privileges

4. Clickthe Keypad Unlock -Hold Privileges checkbox to allow any member of this
group to override a door unlock schedule by presenting his or her credentials
and en tering 99# . To reactivate the door unlock schedule, the group member
enters 00# .

5. If you wish for this group to be immune to the Antipassback Reset Time, click
the box nextto  Immune to Antipassback

6. Setthe Antipassback Reset Time. For more information, see Configuring
Antipassback .
7. To specify which site privileges you want, select them from the Site dropdown

menu. The default is Current Privileges.

8. To specify when the group will have access to each device, s croll through the
Schedule dropdown list and click the desired access schedule.

9. Click See Schedules to view a report of all the currently defined schedules for
the account.

10. Click Save. The groupds pri vi Toessgve changes leutcontireat e d .
work ing with the same group privileges, click Save and Continue
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Creating a Group Enabled Schedule

ACS WebServiceds new Group Enabl ed
Person -In or Supervisor -on-Site functionality at your facility.

Schedul e f-eature al

With First -Person -1n, you stipulate that the schedule controlling a specific door or elevator
cannot be activated until a member of the enabling group accesses it. For example, you

may have scheduled the front door of your building to be unlocked at 9:00AM,

butonly ifa

security guard is present . If no member of the Front Door Guard group arrives until 9:15,
the door remains locked until that time and can only be accessed with a valid credential.

Supervisor -on-Site performs essentially the same function, but applies

to a situation where

you want to ensure that no other employees enter a designated building or area until a
supervisor has arrived. Not only does the door remain locked until that time, but card

readers and keypads also remain inactive

Implementing either of these features requires careful thought to ensure that you do not
inadvertently bar your employees when you do not intend to, nor leave doors unlocked
when they should not be. To ensure the security of your facility you must perform the

following steps in the order indicated:

1. Create a group that includes only those people you want to activate a specific
scheadule at a specific door or device . Give the group an identifying name, such

as NAOpeners. o0 These users wil

group as well, a group that defines their overall access privileges;

| al mosothercertainly
their

membership in the group Openers means only that they can activate the
schedule for a specific door or elevator. See Creating a Group on page 32 for

procedural information.

2. Associate a scheadule with the enabling group . When you make this association
you are NOT indicating that members of the group will only have access
privileges during t tperiod; ismednetdatwhendhe firéti me
member of the enabling group accesses the designated door or elevator the

schedule will then become active. See Creating a Schedule
guidelines on associating a schedule with an enabling group.

on page 190 for

WARNING: Enabling Group Grace Periods

f becomes active if a group member arrives  at or after

When you assign an enabling group to a schedule, you are prompted
to specify a Grace Period . Without a grace period, the schedule only

start time, not before . For example, if the schedule starts at 9:00
and a member of the enabling group arrives at 8:55, the schedule

the schedule

will not become active at 9:00. With a grace period of ten minutes, a
memb er of the enabling group could arrive any time after 8.50 and
the schedule would still become active at its 9:00 start time.

I



Page 36

Assign the enabling group access privileges at the desired door or device. By

giving the enabling group access privileges at a sp ecific door or device according

to a specific schedule you tell the system AThi s
for any wuser until it is first activated by a mert
group fiDay Shifto has access t ot hehes crFhreochd!l eD ofbNMo ma ¢
Frio-5, 6 but the fADay Hourso schedule is associated
AfOpeners, O an employee arriving at work at 9:05

the Front Door unless an Opener has already accessed it. See the instructions
for Editing Group Information above for instructions on managing group
privileges.
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Deleting a Group

A group can be deleted at any time. When you delete a group, any user in that group who
does not also belong to anoth er group becomes unaffiliated and loses all access privileges.

To delete a group:

1.

2
3.
4

From the Users tab, c lick the Group Directory tab. The Group Directory displays.
Click the group you wish to delete. The Group detail page displays.
Click Delete Group at the bottom of the page.

Click OK in both confirmation prompts. The group is deleted. For information
about deleting a single user, please see Managing Users on page 46.
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Browsing the User Directory

The User Directory is a list of users for an account. It displays 20 users per page, in
alphabetical order by last name.

To view the list of users for your account:

1. From the Users tab, click onthe User Directory tab. The User Directory displays.

T I A i e e

User Directory
New User
Filter: Add filter v [Go) [Reset
Jump:ABCDEFGHIJKLMNOPQRSTUVWXYZ 1-20 (of 106)

Name Department f Ph Pr Delete
8 abington, Vincent 5]
8 Ascott, Charles 176 i
£ pallardino, Karl 1071 g
8 Barker, James 146 o |
& Bedford, Tyson 764 o
£ Benjamin, Scott 101 i
£ Bonner, Constance o
£ Brandenton, Simone 254 ¢
£ Buchanan, Howard 5}
8 Buck, william 450 :
& Callaway, Simon 205 a
8 Carson, David 701 :
& Carter, Winston 5]
£ chamberain, Holly | §
£ chang, Bemard 369 5}
8 churchill, Michael 167 o
£ Collins, Albert g
8 Coogan, Alexander o
8 I remiah o
8 Dannenbeck, Lioyd 731 s

ey: § Active § Suspended § Unaffiliated & Deleted Print All Users
Figure 16. View User Directory
Your Administrator permissions determine which users display on this page.
The Master Administrator and all Senior Administrators can see all users in the account.
Assistant Administrators can see only users who belong to groups for which they have
View privileges. See  Edliting Ass istant Administrator Permissions on page 92 for more

information.

Features of this page include:

To Filter the user directo ry page by selecting from the dropdown menu. For example, to
locate all users whose last name contains the letter S, select Last Name from the
filter, type fAiS0 i nt o Go.hTher resalts will displayg bebw.and c | i

c k
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To Jump to any pointinthe a Iphabet, click a letter in the alphabet bar at the top of the

page. For example, to |l ocate the uSdetersiWitomo Smi t h, o
corresponding last names are grayed out.

To scroll forward in the alphabet, click the right arrow in the t op right corner. To scroll
backward in the alphabet, click the left arrow. To the left of the arrows, the system
indicates which set of user records you are currently viewing, i.e., 1 -20 (of 25).

The icon next to each wuser namatstatusdActiveadolered t hat user 6 s
icon), Suspended (yellow icon), Del eted (X6ed out icon), or Unaffi/l
Unaffiliated users are users who do not belong to any group and therefore have no
access privileges.

0 NOTE:
All Administrators can view unaffiliated users.

To view information about a user, click the usero6s ne

The first three custom fields from the User detail page display on the User Directory. In
the example above,  Department, Parking Spot, and License Plate are all custom
fields. For information about renaming the field labels, please see Managing Custom
Fields on page 48.

Toprintabadgefor a wuser, click the Print Badge icon associ a
to access the Print Badge page. See Managing Badges on page 48 for more info.

To delete an individual user, click t he trashcan icon next to that user 6

click OK in the confirmation window.

To locate a deleted user, use the filter dropdown to select Status, choose Deleted, and
click Go. The page will refresh. Deleted users are represented by an icon with ared
X. You can view, but not edit, the details of a deleted user.

NOTE:

0 Only the Master Administrator and Senior Administrators can view
deleted users.

Click Print All Users to generate a report of the users in the account. The report does not
include deleted users.
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Viewing User Details

The User detail page displa  ys information for a specific user.

To view the details for a specific user:
1. From the Users tab, click onthe User Directory tab. The User Directory displays.

2. Click the user you wish to view. The associated User detail page displays.

m -m_ ophia Rockwell v
I A T i e T

Winston Carter
Edit User | Syspend User | View User Activity | View History | User Directory

First Name; Wwinston Department:
Last Name: Carter Office =:
Group(s): City Inspectors Work Phone:
PIN: : = Home Phone:
Card =: | 394 Cell Phone:
Work email:

Parking Space:
License Plate:

Fingerprint: Date Hired:
Effective from: 6/3/10 Clearance Level:
Effective to:
Created: 6/3/10
Updated 6/3/10
User Image:
view all custom field values
Figure 17. View User Detail s

3. This page lists all information currently maintained for an individual user,
including up to ten custom defined fields ( Department through Office# inthe
figure above).

4. If there are more than ten custom fields defined for this account, click View all
custom field values . The complete list of custom fields displays in a popup
window.

Custom Fields

Field Name Field Type Value
Department Text Human Resources
Office = Text 167

Work Phone Text 301-555-1212
Home Phone Text

Cell Phone Text 301-527-5577
Work email Text m.churchill@ezstor.com
Parking Space Text A6

License Plate Text LMH-8447

Date Hired Date 03/15/0011
Clearance Level Text Full

Field Office Access Text

Figure 18. View All Custom Field Values
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Creating a User

The Master Administrator and all Senior Administrators can create users and assign them to
any group. When Assistant Adminis trators create users, however, they can only assign them
to groups for which they have Edit permission.

NOTE:

Before creating a user, you must create one or more groups. Please
0 see Creating a Group for more information. Before assigning cards,
the cards must be added to the Card Bank. Please see Adding Cards
for more information.

To create a user:

1. From the Users tab, c lickthe New User tab. The New User page displays.

[ Console X  Help | ophia Rockwell v

I I R e e e

New User
First Name: Department:
Last Name: Office #:
_ Work Phone:
PIN: Qi Buis Suia Zoaa B
Home Phone:
SHns et 2 Cell Phone:

Added Cards:
Work email:

Parking Space:
License Plate:
Date Hired:

Effective from: 4/14/11 to
ted Clearance Level:

4/14/11
tom Fieid

User Image:
[ Upload Photo [ Take Photo |
Group(s)™:
Add Group
[ Adduser || Add User/Edit Custom Fields )
Append-Only. User 15t 3iso be in 3 Viewable Group
Figure 19. Create a User

2. Ent er t h deirsutName @rsd Last Name .

3. If your doors have keypads, enter a PIN. A PIN can be four - to eight -digits long.
Click 4 ... to have the system generate a ran dom four -digit PIN, click 5... fora
five -digit PIN, etc.
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4. If your doors have card readers and you would like to:

Assign ONE card to a user : enter a card number in the blank field next to Card
#, orclick Select... toview a popup list of all currently u nassigned cards.

6. Assign MULTIPLE cards to a user : enter a card number in the blank field next to
Card # andclick Add, adding up to 16 cards for that user. You may also click
Select ... to view a popup list of all currently unassigned cards.

NOTE:

It is possible to manually enter a card number in the Card # field.
0 However, if the card is not listed in the Card Bank, or iIf there are
multiple cards with the number you entered, you must choose

S e | e adtsgecify which card has the corresponding facility ¢ ode you
would like to add.
Filter: Add filter v @ Reset |

. [Card & 1-20(of23) B
- Card Format Facilty
398 Standard 26 Bit 70
399 Standard 26 Bit 70
400 Standard 26 Bit 70
401 Standard 26 Bit 70
402 Standard 26 Bit 70

= 403 Standard 26 Bit 70
404 Standard 26 Bit 70
405 Standard 26 Bit 70
406 Standard 26 Bit 70
407 Standard 26 Bit 70
408 Standard 26 Bit 70
409 Standard 26 Bit 70
410 Standard 26 Bit 70
411 Standard 26 Bit 70
412 Standard 26 Bit 70
413 Standard 26 Bit 70
414 Standard 26 Bit 70
415 Standard 26 Bit 70
416 Standard 26 Bit 70
417 Standard 26 Bit 70

Close Window

Figure 20. Select Card

NOTE:

0 If any of the doors or elevators to which this user will have access
uses two -factor credentials, you must enter both a PIN and a Card #.
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7. The Effectvefrom dat e defaults to todaydés date. Change t
access privileges shouldt ake effect on a later date. The to field is empty by
default. Enter a date if the userdés access privil

determined date; otherwise leave the field blank.

8. If you want to associate an image with this user, click Upload Photo to upl oad an
already existing image . The selectimage popup window displays.

Select image file ‘
| | (Bowse
Figure 21. Upload a Photo
9. If you wish to take a new photo with a webcam, click on Take Photo . The
Upload Image popup window displays. When you are ready, click on the Take

Photo button.

NOTE:

The ACS WebService webcam interface uses Adobe Flash. This
0 program must be loaded in order for the webcam to function
Additionally, the first time the webcam /s used, right click on the
image area (which will be black) and select Settings. Cli ck the Allow
button and the Remember checkbox and Close.
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Please click and drag the mouse on the image over the area you want to select for this photo, then chick
Save.

[ Retake Photo ][Save ][ Cancel ]

10.

11.

12.

13.

Figure 22. Insert User Image

Follow the instructions to click and drag the mouse on the image over the area
you want to select for this photo. This allows the user to crop the photo to the
desired size.

When finished, click Save. You are returned to the New User page with the user
image displayed.

Following the Badge Image field is a set of 10 custom fields that can be used for
account -specific purposes. These fields are optional and can be renamed to meet

the needs of your organization. To rename a custom field, click the Rename
Custom Fields . (See Managing Custom Fields on page 48 for more information.)

To assign a user to a group, cl ick the Add Group button. A popup window of all
available groups will appear. Click on the group(s) you want the user to join.

Those groups will disappear from the list and appear in the Group(s) box on the

New User page. When finished, click on the Close Window link at the bottom of

the popup window and you are returned to the New User page. The group(s)

you added will be shown in the Group(s) box. To remove a user from a group,

click onthe group inthe Group(s) box and click Remove . Users can be assign ed
to up to 16 groups at a time. The user inherits access privileges from the groups

to which he or she belongs. (For users who belong to multiple groups, their

access privileges are cumulative.)
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14. If there are more th

an ten custom fields defined for the ac count, click Add

User/Edit Custom Fields
needed and then click

15. If there are ten or fewer custom fields, simply click

to access the Edit Custom Fields page. Edit the fields as
Save . The User detail page displays.

Edit Custom Field

Department
Office =
Work Phone

Home Phone

Tech Support
146
301-555-1212

Cell Phone 301-554-5577
Work email nes.smith@brivo.com
Parking Space A8
License Plate LHX-1436
Date Hired 10/05/2009
Clearance Level Full
Field Office Access
[ cancel | [ save |
Figure 23. Edit Custom Field Values

created and the User detail page displays. Give the PIN and/or card to the user
to whom they are assigned.

Add User . The new user is

A

WARNING: Group Membership

Multiple group membership requires all control panels in the account
to be 4000 series or higher and firmwa

re version 2.0.0 or higher.
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Managing Users

The Master Administrator and Senior Administrators can edit and delete all users. Assistant
Administrators can only edit and delete users who belong to groups for which they have Edit
permission.

To edit a user

1. From the Users tab, click onthe User Directory tab. The User Directory displays
2. Click the user you wish to edit. The User detail page displays.

3. Click Edit User . The Edit User page displays.

L _Console M Help

ophia Rockwell v

I A T i e T

James Barker / Edit User

First Name: James Department:
Last Name: Barker Office =: 146
_ Work Phone:
PIN: 4B 8 L B
Home Phone:
Card #: > Select ... Add Cell Phone:
Added Cards: {357 Work email;
Parking Space:
License Plate:
Date Hired: 10/05/2009
Fingerprint: ED‘LQL"‘ ol G g g G
Requires t 4 NG Win It Clearance Level:
Effective from: [11/5/09 to Rename Custom Field

Edit all custom field values

today is 4/14/11

User Image:
[ Upload Photo | Take Photo |
| Customers - DC
Group(s)™:
Add Group
[ cancel ][ _save |
i) Qg]_p;o Jser
Figure 24. Edit a User
4. All fields on this page can be edited followi ng the steps for  Creating a User ,
described above.
5. Click Rename Custom Fields to change the names of the existing custom fields,

or click Edit all custom field values

to change the values for custom fields that

are not displayed on this page.
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6. Onthe Edit User page, you can also record fingerprint information for the user.
Click the Fingerprint Enroll | i nk t o access the BioscrypteE
See the Biometrics section for more information.

N

7. On the Edit User page, you can also remove a user image by clicking onthe %
icon located in the upper right hand corner of the user image.

8. Click Save. The user is updated.

To suspend/reinstate a user:

1. From the Users tab, click onthe User Directory tab. The User Directory displays.

2. Click the user you wish to edit. The User detail page displays.

3. Below the User Name is a link that will state either Suspend User or Reinstate
User.

4. Click on the link to either suspend or reinstate the user.

5. Click OK in the popup window.

6. A message appears noting that the user was suspended or user was reinstated.

NOTE:
o,

suspended wuserdés credentials wil/l

To delete a user:

1.
2.

From the Users tab, click onthe User Directory tab. The User Directory displays.

If your Administrator permissions permit this act ion, the Delete function is active

on this page. Locate the user you wish to delete, and click the trashcan icon
next to that name.

Click OK in the confirmation prompt. The user is deleted.

WARNING: Deleting Users

When you delete a user, the user is removed from all groups to

user has a card, the card will become unassigned and can be
assigned to another user at a later date.

Once a user is deleted, the user cannot be undeleted. To add the
user back, he or she must be re -created as a new user.

which he or she belongs. Accordingly
C are revoked. If the user has a PIN, it will no longer be viable. If the

enr ol
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Managing Badges

Once you have one or more badge templates defined for your account, you can use those
template s with any user for whom you have an image stored. This allows you to generate a
badge for the user.

To printa badge:
1. From the Users tab, click onthe User Directory tab. The User Directory displays.

Print Badge

@
B
D]
B
2]
@
?
B
B]
B
A
B
B
B
B
B

Figure 25. Viewing Users With Stored Images

2. Thereisa Print Badge icon associated with each user for whom an image is
stored in the system. Click this icon for the user for whom you want to print a
badge. The badging window displays.
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brivo  BRIVO EZ STORAGE

Figure 26. Printing a Badge

3. Select a layout from the Badge Template Name  dropdown list. A preview o fthe
badge displays.

4. Click Print. If you have a card printer configured to work with your system, the
badge prints , andy ou are returned to the User Directory.
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Managing Custom Fields

Only the Master Administrator and Senior Administrators can manage ¢ ustom fields. Custom
fields store optional information about a user, such as parking space assignment or cell

phone number. You can create up to fifty custom fields, and each can hold up to 40 alpha -
numeric characters. The first ten custom fields display o n the User details, New User and

Edit User pages. The first three appear as columns in the User Directory.

To view the list of custom fields for your account:
1. From the Setup tab, choose the Account tab then c lickthe Custom Fields tab.
The Custom Fields directory displays.

[ Console X el X Sophia Rockwell v
I I A e e e

Custom Fields
New custom field definition
AY Department Text i
AY Office # Text 5]
AY WorkPhone Text o
AY Home Phone Text o
AY Cell Phone Text 5 ]
AY  Work email Text 51
AY Parking Space Text 5]
AY License Plate Text . 4§
AY Date Hired Date 04/14/2011 C § 2
AY Clearance Level Text 4 5]
A Field Office Access Text o
Figure 27. View Custom Fields Directory

Only the Master Administrator and all Senior Administrators can view, create, edit or delete

custom fields.

Features of this page include:

Click the Up arrow associated with any custom field to move it up in Order . Click the

Down arrow to move it down.

NOTE:

0 The Order is significant because only the first ten custom fields on
this list will display on the User details, New User and Edit User
pages, and only the first three will display on the User Directory.

The Field Name indicates the type of data stored in the field.
The Field Type indicates if the field is used to store text, numbers or dates.
Click Edit to change the field name or order.

Click Delete toremove a specific custom field from the account.
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To create a new custom field:

1. From the Setup tab, choose the Account tab, thenc lickthe Custom Fields tab.
The Custom Fields directory displays.

2. Click Add a custom field definition . The Add Custom Field Definition page
displays.

[ Console X ticio X Sophia Rockwell v

I A T i e T

Define Custom Field

Field Name Hire Date
Field Type Date v
Date Format MM/dd/yyyy

Display Order Position 12

[ cancel ][ Save |

Figure 28. Add a Custom Field Definition

3. Enter a brief, descriptive Field Name .

4. From the dropdown list, click a Field Type .

5. Ifthe Field Type is Date,entera Date Format ,suchas MM-dd-yyyyy . Only
dates entered in the specified format will be valid on data entry pages such as
New User or Edit User.

NOTE:

You must use MM, with capitalization, to signify months in the Date
Format field. Lower case MM will be read as minutes by the

0 application.
Also, DD /s used to indicate the day of the year and can therefore

have a value of 1 -366, while dd is used to indicate day of the m onth
and can only have a value of 1 -31.

6. Inthe Display Order Position field enter the number indicating where this
custom field should appear in the list of fields. For example, if you enter 1, this
field will appear first. By default, the new field is a ssigned the highest number
possible, but you can easily change it. So, if there are 11 fields already, when
you create a new one it will be assigned the Display Order Position  of 12, but
you can change that to any number from 1 to 12.

NOTE:

0 The Display Order Position is significant because  Custom Fields 1, 2
and 3 are the only ones to display on the User Directory and only 1
through 10 display on the User detail, New User and Edit User pages.
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7. Click Save. You are returned to the Custom Fields directory with the new field
listed in the order you specified.

To edit a custom field:

1. From the Setup tab, choose the Account tab then c lickthe Custom Fields tab.
The Custom Fields directory displays.

2. Click the Edit checkbox associated with the field you want t o edit. The Edit
Custom Field page displays.

[ Console X tieio X Sophia Rockwell v

T e T A A e

Define Custom Field

Field Name Work Phone

Date Format

Display Order Position 3

[ Cancel | [ Save |

Figure 29. Edit a Custom Field Definition

3. You can change the Field Name and Display Order Position  of the field, and if the
field has been defined as a date, you can also change the Date Format .
However, you cannot cha nge the Field Type once a custom field is created.
Instead, you must delete the existing field and create a new one of the type

desired.

4. Click Save. You are returned to the Custom Fields directory with the updated
information displayed. The changes are aut omatically effective throughout the
account.

NOTE:

Because changes to custom fields are reflected throughout the
0 account, you should think carefully before making any such changes.

For example, if there is a custom field named Department and you
change itto Office Number , all department data enter previous to the
change will now be recorded as office numbers.

To delete a custom field:

1. From the Setup tab, choose the Account tab, thenc lickthe Custom Fields tab.
The Custom Fields directory displays.

2. Clickthe Delete icon associate with the field you want to delete. A warning
prompt displays.

3. Click OK. The field and any content stored in it are permanently removed from
the account.
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WARNING: Deleting Custom Fields

When you delete a custom field yo u delete all data stored in that
field. For example, if you delete the custom field Cell Phone , all cell

phone numbers for all users are also permanently removed from the
account.
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4. Reports
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What are Reports?

ACS WebService provides reporting capabilities o n a variety of levels.

Under the Reports tab, My Reports is aquery and configuration tool for predefined

commonly run reports, allowing these reports to be generated and parameterized depending
upon administrator permissions. This section is subdivided in  to Report Jobs , Report

Schedules , and Report Configurations

ACS WebService supports customized User Reports . This functionality enables you to query
your database for information related to a specific user.

ACS WebService also supports customized Activity Reports . This functionality is a
customized query of system activity for information related to devices, sites, groups, and/or
users.

Finally, all created reports now can be marked as private at the time of creation. Private
reports are only viewable by the master administrator as well as the super/senior
administrator who created it
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Public versus Private Reports

At the time of creation, administrators have the ability to mark a user or activity report as
private. A private report can only be seen by the Master Administrator of the account as
well as the Super/Senior Administrator who created it.

o

NOTE:

Private Reports cannot have the owner changed once created nor can
a private report ever be made public again

NOTE:

Private Reports CANNOT be assigned to Assistant Administrators

NOTE:

If an administrator who created a report is delete d, the report
remains private and the owner is automatically changed to the Master
Administrator
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My Reports

My Reports is a query tool for predefined commonly run reports, allowing these reports to
be generated and parameterized depending upon administ  rator permissions.

My Reports will generate two types of canned reports: immediate and scheduled.

Canned reports have fixed data so they do not require user input, beyond output format(s)
and potential recipient(s).

These reports allow the Master Administr ator to run these reports for immediate
consumption without requiring any additional set up. My Reports also allows the Master
Administrator to quickly assign permissions to other users in the account so that they are

able to use the same report configura tion.

List of Reports

Definition of the available reports in My Reports

(D) denotes that this is one of the default reports created at account creation.

Account Activity Report (D) 7 An alphabetized list of all sites with summarized information
(for the last 24 hours) that includes Access Events, Failed Access Events, Exception Events,
Door Locked/Unlocked Events, Device Events (for ACS3000 and ACS4000), Programmable
Device Events, Wiring Events, and Control Panel and Board Events.

Account Summary Repo rt 1 All sites sorted alphabetically (by site name) with Site Name,
Address (City Name and State), Quantity of Doors, Quantity of Devices, Quantity of Users,
and name of Unlock Schedule(s).

Active Users Report (D) T All active users sorted alphabetically (by last name) (for the
previous 90 days) with Last Name, First Name, Cards, PIN Credentials, and Last Credential
Use Date.

All Doors Report 7 All doors sorted alphabetically (by site) with Door Name, Control Panel
ID, Device Type, and Created Date.

All Users Report i All users sorted alphabetically (by last name) (for the previous 90 days)
with Last Name, First Name, Cards, PIN credentials, Status, Expiration Date, and Last
Credential Use Date.

Control Panel Report (D) 1 All control panels sorted alphab etically (by control panel name)
with Control Panel Name, Last Contact (Date/Time), Control Panel ID, Model Type, and
current Firmware Version.

Daily Summary Report (D) 1 A list sorted alphabetically by site which the following
summary information (for th e last 24 hours): Unique users on site, successful access
events, failed access events, forced door events, door ajar events, too many invalid PINs,
schedule override events, pulse door events, lockdown events, communication loss events,
power loss events,  control panel opened events, wire cut events, and wire short events.

Door/Device Rights Report i All doors and devices grouped by site showing all users (listed
alphabetically by name) with rights to those doors and devices
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Elevator Report 7 All elevat ors sorted alphabetically with the names of the floors being
controlled and the output.

First/Last Access Report 7 A list of all users sorted alphabetically with First Access, showing
credential used, device accessed, and time used, and Last Access, showi ng credential used,
device accessed, and time used (since midnight

Group Directory Report (D) T All groups sorted alphabetically (by group name) with Group
Name, Number of Users in Group, and the Created Date.

Holiday R eport 7 A list of all holidays in the account sorted by date that includes Site,
Holiday Description, and From and To Dates.

Inactive Users Report (D) T All inactive users sorted alphabetically (by last name) with Last
Name, First Name, Cards, PIN Credent ials, and Status.

Schedule Relationship Report (D) T A list sorted alphabetically by site with Groups and
Devices to which the selected schedule is applied.

Unused Credential Report 7 A list of all users sorted alphabetically who have never used
their cr edentials within the past thirty (30) days showing First Name, Last Name, and
Credential (card value or PIN).

Creating a New Report Configuration

1. Fromthe Reports tab, clickon My Reports , then clickon Report Configurations.
The Report Configurations  pag e displays.

Click on Create New Report . The Report Configuration page displays.
Selecta report fromthe My Reports box.

Click on the Create this Report link in the Report Definition box.
Enter aname inthe  Report Name field.

If desired, change the parame ters of the report as needed

Click Submit .

N o o M w0 N

t

he
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Figure 30. New Report Configuration Page One

Figure 31. New Report Configuration Pa  ge Two

Generating Output from a Report

Once a report has been configured, two options exist. A report can be run immediately or it
can be schedule d to run on a determined schedule.























































































































































































































































































































































































































































































































































































































































































