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considered the exclusive prop erty of Brivo Systems, LLC. All information in this document or 

within the hardware and software product themselves is protected by the copyright and/or 

other intellectual property laws of the United States.  

Activation of Services Agreement  

Any use of this  product is subject to the activation of the Brivo Systems Services 

Agreement. Please request a copy from Brivo Systems, LLC and review this agreement 

carefully.  

© 20 11  Brivo Systems, LLC. All rights reserved.  

Brivo ®  is a registered trademark of Brivo Syst ems, LLC.  Brivo Systems, LLC, 4330 East 

West Highway, Suite 250, Bethesda, MD 20814.  
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1.   Home  
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ACS WebService Overview  

ACS WebService is a software application, accessed via the Internet that enables an 

organization to manage its access control syste m (ACS) account. The ACS WebService 

interface is divided into seven high level tabs. When your mouse hovers over  a tab , a 

dropdown menu  is displayed. With certain dropdown menus , a third dropdown menu  can 

appear. Click the menu item  to access the ACS WebSe rvice pages, in order to view and 

maintain your account data.  

The Home  section provides access to Technical Support contact information and Release 

Notes.  

The Activity  section provides access to the Activity Log, Activity Report and an In/Out 

Report that  shows when individual doors were accessed and by whom.  

The Users/Groups  section lets you view and manage the users who have access 

privileges to your premises.  

The Reports  section let s you generate customized reports.  

The Setup  section lets you view and  manage the initial aspects of account setup and 

design including basic account information, cards, sites/doors, schedules, 

notifications, and video.  

 The Account  section lets you view and manage account -specific information, such as 

company contact inform ation, the type of access your Administrators have to ACS 

WebService, and time zone preferences.  

 The Cards  section lets you view and manage your card inventory.  

 The Sites/Doors  section lets you view and manage the individual sites defined for 

your accoun t, as well as their associated doors and devices. This section also allows 

you to configure the control panel(s) associated with each site in your account.  

 The Schedules  section lets you view and manage schedules, which are used to define 

your usersô access privileges and to control device operations.  

 The Notifications  section lets you view and define rules for determining who within 

your organization will receive emails when certain events occur.  

 The Video  section provides the configuration tools for de fining OVR cameras, Digital 

Video Recorder s (DVR s) and Closed Circuit Television (CCTV) cameras for integration 

with your ACS WebService account.  

The Journal  button provides quick access to a log of Administrator activities.  

The Lockdown  section enables y ou to override regular access privileges in an emergency 

situation.  

At the top right of each page are t hree  buttons:  

The Console link provides access to the video console.  

The Help  link  provides access to support documentation.  

The Administrator  link  allows you to access your account settings, your administrator 

settings, your personal login information, or logout of  ACS WebService in a secure 

manner.  
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Browser Requirements  

If you are using either the BioscryptÊ fingerprint registration or DVR/OVR  funct ionalities, 

you must use Internet Explorer 7.0 or higher as your Web browser. If you are not using 

either of these features, you can use any standard Web browser to access ACS WebService.  

ACS WebService uses cookies  to preserve session information. If your  browser disallows 

cookies, the interface will not function properly.  

ACS WebService uses JavaScriptÊ to validate form data, control navigation and display 

images. If your browser has scripting  disabled, the interface will not function properly.  

Some fun ctional elements require the FlashÊ Player. If FlashÊ is not detected in your 

browser, you will be prompted to download it.  

The Digital Video Recorder functionality uses ActiveX Controls. These will be downloaded by 

Internet Explorer during the installati on process.  

Some functional elements appear in popup windows. If you have installed software that 

blocks popup windows, the interface will not function properly.  
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ACS WebService Support  

The Home section of ACS WebService provides access to a variety of sup port options, 

including contact information for your Brivo dealer and access to online assistance.  

Welcome  

The Welcome  page displays when you first log in to ACS WebService.  

 

Figure 1.      View Welcome Page  

This page displays basic information related to the account a nd to you, as an Administrator, 

including:  

Account Name . The name assigned to the account when it was first created.  

Account Number . The financial number assigned to the account.  

Administrator ID . The ID you used to log in to ACS WebService for the current  session.  

Status . Your Administrator status: Master, Senior, or Assistant.  

Time Zone . The time zone used to track all events maintained for the account through 

ACS WebService.  

Shortcuts ï links to some of the more common WebService features.  

Run Report Sho rtcuts ï links to reports that have been selected from the Reports tab.  

Console ï a link to the video console  feature.  

Help ï a link to the ACS WebService support documentation.  

Administrator Name ï the name of the administrator. Clicking on the name provi des a 

dropdown list of additional features.  

 

Contact Us  

From the Home tab, click the Contact Us  tab and  the Contact Us page displays. This  page  

contains the  contact information for the dealer who created  the account.  
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Figure 2.      View Dealer Contact Information  

Relea se Notes  

From the Home tab, c lick the Release Notes  tab to access information for the most recent 

ACS WebService release. The Release Notes display as PDF documents in a popup window.  

 

Figure 3.      Access Release Notes  
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2.   Activity  
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What is Activity ?  

Under the Activity  tab, the Activity Log  is a near real - time display of Access Events, 

Exception Events, Device Events Control Panel/Board Events , and Camera events . For each 

event, the Activity Log shows the date and time, user name or nature of the event, site 

name and door or device name (or control panel ID if the event is not device -specific).  

Additionally, the Activity Log page allows administrators to unlock doors that are configured 

to allow such actions, allows for user photo comparison, and displays event bas ed video 

playback.   

 
NOTE:  

User, site, door and device names appear in the Activity Log as they 
were at the time of the event.  

 

The Activity Report  is a customized query of the Activity Log, such as ñAll Access Events by 

John Doe at Front Door on Februa ry 1ò or ñAll Exception Events at Server Room in the last 

month.ò 

The In/Out Report  allows you identify which users have gained credentialed access to a site 

(In), and who amongst that group has subsequently used a credential to leave the site 

(Out) . 
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Bro wsing the Activity Log  

The Activity Log displays Access Events, Exception Events, Device Events , Camera Events, 

and Control Panel Events as they occur. See the Index of Events  for more information . 

Additionally, o n the right side of the screen, an administrator can use the Unlock Door 

feature, view user images, and view video playback for events linked to an OVR camera.  

For each event, the Activity Log shows the date and time, User name (or nature of the 

event), Si te name and Door or Device name (or control panel ID if the event is not device -

specific).  

To view the Activity Log:  

1.  From the Activity  tab, click on the Activity Log tab . The Activity Log displays.  

 

Figure 4.      View Activity Log  

Features of this page include:  

To reset the activity log page back to its original settings by clicking on the Reset button 

in the upper left corner.  

To filter the activity log by date by clicking the << and >> buttons on either side of the 

Date/Time  field.  This allows sorting activity in to 24 hour blocks for easy viewing.  

To filter the activity log display by clicking on the Set Event Filters button which allows 

filtering by non -exception events, exception events, and camera events.  

To search for activities related to a specific  site , ent er the site name for that site  in the 

Sit e field, and click on the option that appear in the dropdown field . 
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To search for activities related to a specific  door/device , enter the door/device name for 

that door/device  in the Door/Device  field, and click on the option that appear in the 

dropdown field . 

To scroll to the next page  in the activity log, click the green right arrow in the upper 

right corner of the page. To scroll back to the previous page  in the activity log , click 

the left green arrow.  The Activi ty Log shows 20 events per page . 

The Date/Time  column  indicates the date and time at which the activity took place.  

The User/Event  column  indicates either the name of the user related to the event (for 

example, the user who presented a credential at the d oor specified), or the event 

itself if there is no identifiable user involved, (for example, Failed Access: Unknown 

Credential). Click the user name to access the User detail page.  

To view only those events related to a single user, click on the user name in the 

User/Event column of the Activity Log.  The User Details page will display.  Click on 

the View User Activity link and t he page refreshes, displaying only those events 

related to the specified person. To clear this filter, click Reset  at the top of t he page.  

To view a subset of the log  based on site , type in the name of  a specific site  in the Site 

filter and select it. The page refreshes displaying only those events related to the 

specific site. Click on the dropdown menu and select Clear Filter  to re turn to the 

complete activity log.  

To view a subset of the log  based on door/device , type in the name of  a door/device in 

the Door/Device filter and select it. The page refreshes displaying only those events 

related to the specific door/device. Click on th e dropdown menu and select Clear 

Filter  to return to the complete activity log .   

The Door/Device  field identifies the door , device , or camera  affected by the event. To 

view det ails related to a specific do or ,  device , or camera, click the door,  device , or 

camera  name. The associated detail page displays.  

The Video  column provides a link to video related to a specific device if there is either a 

Digital Video Recorder or Online Video Recorder set up for the account. If there is a 

user photo associated with a  user access or failed access event, the user photo will 

be displayed along with the video feed associated with that event.  

The Unlock Door  field allows a user to unlock doors set to be controlled from the 

browser. Simply click on the Unlock Door field and  a popup window will appear with 

all of the available devices. Click on the device you wish to unlock and you are 

returned to the main activity log page with the Unlock Door field filled in with the 

selected device.  Click on the icon to unlock the select ed door. The activity log 

will update showing the action taken.  

The User Image box allows an administrator to view a stored user image from the user 

profile after clicking NEXT TO the user name in the User/Event column of the Activity 

Log. If there is no u ser image attached to the user name, the user image box will 

remain blank.  

The Video Playback box allows an administrator to view a video event from an OVR 

camera by clicking on the icon in the Video column of the Activity Log.  This 

feature only works fo r OVR cameras. Video linked to DVR cameras will not appear in 

the Video Playback box, but will appear in a popup window.  An administrator may 

view the clips before and after the current clip by clicking on the  and  buttons. 

Clicking on the Search Video link will take you to the Search OVR Video page. Finally, 
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to download the current clip, click on the  icon and a popup window will appear 

allowing you to save the clip as a file.  

 

Figure 5.      User Photo Comparison  

The Auto -Refresh  dropdown  menu at the bottom of the page allows you to choose how 

frequently the Activity Log should reload itself. The optional intervals are: 30 

seconds , 1 minute , 2 minutes , and 5 minutes . By default, Auto -Refresh is set to 

None . To turn Auto -Refresh on, click a n option.  

 
NOTE:  

User, site, door and device names appear in the Activity Log as they 
were at the time of the event.  
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Running an Activity Report  

An Activity Report  is a query of the Activity Log, such as:  

All Access Events by ñJohn Doeò at ñFront Doorò on February 1  

All Access Events by ñJane Doeò in the last three days  

All Exception Events at ñServer Roomò in the last month  

To run an Activity Report:  

1.  From the Activity  tab, click on the  Activity Report  tab. The Activity Report page 

displays.  

 

Figure 6.      Run Activity Report  
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2.  In the What?  field, select the desired event type  from the dropdown menu . If 

you select Access and Failed Access Events , you can:  

3.  Select one or more specific groups by scrolling through the Groups  dropdown 

list.   

4.  Select one or more speci fic users by scrolling through the Users  list.  Using the Ą 

arrow you may move users from the left box to the Selected box on the right.  

When a Groups  selection is made, the Users  in those groups are automatically 

moved to the Selected box under Users .   

5.  In  the Where?  field, scroll through the site(s) you wish to select and use the Ą 

arrow to move them from the left box to the Selected box on the right.  Repeat 

the process for any device(s) you wish to select.  

6.  Hold down Ctrl while clicking to choose multipl e options.  

7.  Click Toggle All On to select the entire list, or Off  to de -select all options.  

8.  In the When?  field, enter the time and date range for the report.  

9.  Select Absolute  to set a specific start ( From) and end ( To)  date and time, or 

Relative  to indicate how many days in the past the report should cover.  

10.  Click Run Report . The results display in a popup window. Use your browserôs 

print capabilities to generate a hardcopy of the report.  

 

Figure 7.      View Activity Report  

 

 
NOTE:  

User, site, door and device names appear in the Report as they were 
at the time of the event.  
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Index of Events  

The following events appear in the Activity Log and can be transmitted via email 

notifications.  

Access Events  

Access by User  

Exception Events  

Door Ajar 1 

Door Ajar Cleared 2 

Too Many Invalid PINs 3 

Door Forced Open 4 

Door Locked by Keypad 5 

Door Unlocked by Keypad  

Door Locked by Timer  

Door Unlocked by Timer  

Door Schedule Unlock Override Begin  

Door schedule Unlock Override End  

Failed A ccess (by Unknown Person): Unknown credential 6 

Failed Access (by Unknown Person): Card never issued  

Failed Access (by Known User): User was deleted  

Failed Access (by Known User): Userôs credential was revoked 

Failed Access (by Known User): User is out of e ffective date range  

Failed Access (by Known User): User is at unauthorized door  

Failed Access (by Known User): User is out of schedule  

Failed Access (by Known User): User suspended  

Failed Access (by Known User): Invalid credential type (Card required)  

Devi ce Events  

Auxiliary Input Engaged 7 

Auxiliary Input Disengaged  

Device Engaged  

Device Disengaged  

Wire cut set  

Wire cut cleared  

Wire short set  

Wire short cleared  

Camera Events  

Camera Connect  

Camera Disconnect  
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Video Motion  

Control Panel Events  

Control Panel Events correspond to sites, not to doors. If a control panel serves multiple 

sites, the event will appear once for each site.  

AC Power Loss (Switch to Battery) 8 

AC Power Restoral  

Unit Opened (Tamper)  

Unit Closed (Tamper Cleared)  

Control Panel Communicati on Failure  

Board Battery Set  

Board Battery Cleared  

Board Chip Reset  

Board Communication Failure Set  

Board Communication Failure Cleared  

Board Opened (Tamper)  

Board Closed (Tamper Cleared)  

Failed Access Events  

A Failed Access Event  is an incident of an inv alid credential being presented. Failed Access 

Events are a subset of Exception Events; the system logs Failed Access Events according to 

the following rules of precedence:  

Failed Access by Unknown Persons:  

If the credential is unknown to the account: Failed Access: Unknown Credential 
[Card/PIN value] 9 

If the credential is in the Card Bank but has never been issued to a user: Failed 
Access: Card never issued [Card value]   

Failed Access by Known Users:  

If the credential last belonged  to a deleted user10: Failed Access by John Doe: 

User was deleted [Card/PIN value] 10  

If the credential is an old  PIN or a revoked  card, but the user has not been deleted: 

Failed Access by John Doe: Revoked credential [Card/PIN value]  

If the credential belongs to a user who atte mpts access outside of his or her effective 

date range: Failed Access by John Doe: Out of effective date range   

If the credential belongs to a user who attempts access at an unauthorized door: Failed 
Access by John Doe: Unauthorized Door   

If the credential  belongs to a User who attempts access at an authorized door, but at an 

unauthorized time: Failed Access by John Doe: Out of Schedule   
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If the credential belongs to a User who is suspended: Failed Access by John Doe: 

User Suspended.  

If the credential is not  the proper type of credential: Failed Access: [User Name] 

Invalid credential type (Card required)  
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Running an In/Out Report  

In/Out Reports enable you to identify which users have gained credentialed access to a site 

(In), and who amongst that group has su bsequently used a credential to leave the site 

(Out). For the purpose of this report, a user cannot be Out  on any given day unless he or 

she was first In.  In other words, if a user has not accessed a site on the day the report is 

generated, he or she will not be listed as Out; rather, that userôs name will not appear on 

the report at all.  

To run an In/Out Report:  

1.  From the  Activity  tab, click  the In/Out Report  tab. The In/Out Report page 

displays.  

 

Figure 8.      Run In/Out Report  

2.  Click the site for which you want to run  the report.  

3.  Click Run Report . The report displays in a popup window. Use your browserôs 

print capabilities to generate a hardcopy of the report.  
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Figure 9.      View In/Out Report  

 
NOTE:  

Events are purged 12 hours after they occur, not at a specific time 
each day.  
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3.  Users and Groups  
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What are Users and Groups?  

A user  is any person who requires access to one or more doors or floors at a given site or 

set of sites. A user has unique credentials, such as a card or PIN, that enable entry and exit 

at the specified doors. Users are listed in alphabetical order in the User Directory.  

A user can belong to one or more groups, depending on the version of the hardware and/or 

firmware.  

A group  is a set of users with the same access privileges to one or more sites within an 

account. A group has a descriptive name, such as ñWashington Staff.ò Groups are listed in 

alphabetical order in the Group Directory.  

Access privileges are defined at the group level. A user inherits privileges from the groups 

to which he or she belongs.  

A use rôs privileges can be set to start and/or expire on specified dates.  

Administrators vs. Users  

Throughout ACS WebService, the term user  refers to an individual who has access privileges 

to a building or some part of a building. It does not refer to end -users of the interface; 

users do not have direct access to the ACS WebService interface. Instead, Administrators 

add and manage user - related information.  

The term Administrator , on the other hand, refers to an individual who has access 

permissions to the in terface. Administrators manage the interface itself.  

For an Administrator to have access privileges to a building, he or she must also be defi ned 

as a user in the interface.  

Filtering  

The filtering system allows administrators to sort results using a vari ety of criteria.  For 

users, filtering allows for sorting by the following:  

First Name  ï all first names containing the provided criteria  

Last Name  -  all last names containing the provided criteria  

Status  ï the status of all users using the selected status  (active, pending/expired, 

suspended, deleted or orphaned)  

Group  ï all users belonging to the selected group  

Custom Field  ï all users that have matching information for the selected custom field  

For groups, filtering allows for sorting by the following:  

Group Name  ï all groups containing matching information for what was entered in the filter 

field  

Permission to Site  ï all groups with permission to the selected site  

Permission to Device  ï all groups with permission to the selected device  
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Browsing the Group Directory  

The Group Directory displays a list of groups in your account. The directory displays up to 

20 groups at a time, listed alphabetically.  

To view the list of groups for your account:  

1.  From  the Users  tab, click the Group Directory  tab. The Group D irectory displays.  

 

Figure 10.      View Group Directory  

Your Administrator privileges determine which groups display on this page.  

The Master Administrator and Senior Administrators can see all groups in the account.  

Assistant Administrators can see only the groups f or which they have been given View 

privileges. (See Editing Ass istant Administrator Permissions  on page 92  for more 

information.)  

Features of this page include:  

To Filter  the group di rectory page by selecting from the dropdown menu. For example, 

to locate all groups which contain the letter P, select Group Name from the filter, 

type ñPò into the text field and click Go.  The results will display below.  

To Jump  to any point in the alpha bet, click a letter in the alphabet bar at the top of the 

page. For example, to locate the group  ñManagers ,ò click the letter M. Letters with no 

corresponding last names are grayed out.  

For all viewable groups, you will see:  

Left (back) and right (forwar d) scroll arrows if the list is more than one page long.  

An icon next to each group indicating whether or not the group has access privileges. (A 

grey icon indicates the group has not yet been assigned privileges.)  

The Group Name , serving as a link to the Group detail page  

The number of Users  in the group  

A summary of your Administrator permissions for each group ( View , Edit , Append )  

The date on which the group was Created   

 

An option at the bottom of the page, Print All Groups , allows you to print a rep ort of all 

current groups along with a list of the schedules used by each. (See the Error! Reference 
source not found.  chapter starting on page Error! Bookmark not defined.  for more 

info rmation.)  
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Viewing Group Details  

The Group detail page displays information for a specific group.  

To view the details for a specific group:  

1.  From  the Users  tab, click the Group Directory  tab. The Group Directory displays.    

2.  Click the group you wish to vi ew. The associated Group detail page displays.  

 

Figure 11.      View Group Details  

This page lists all doors and devices to which the group has access, as well as if the group is 

immune to Antipassback and the Antipassback Reset Time. Links on  this page allow you to:  

Edit the groupôs access privileges via the Edit Privileges page (See Editing Group 
Information  on page 33 .)  

Edit the groupôs name via a popup dialog box 

See a list of users who belong t o the group  

Delete the group, if your Administrator permissions allow that action  

View the history of the group in the Administrative Journal   

 

To view a list of users in a group:  

1.  From  the Users  tab, click the Group Directory  tab. The Group Directory disp lays.  

2.  Click the group for which you wish to view a list of users. The Group detail page 

displays.  
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3.  Click See Users in this Group . The list of users currently associated with the 

selected group displays.  

4.  Click a userôs name to access the associated User detail page.  

 

Figure 12.      View Users in a Group  
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Creating a Group  

A group is a set of users with the same access privileges.  

For example, your account might have one site, ñMaple Street Office,ò which has two doors. 

If we assume that all employees require the same le vel of access to both doors, then a 

single group, ñMaple Street Staff,ò would be sufficient.  

Or, your account might have one site, ñElm Street Diner,ò which has three doors. If we say 

that waiters require access to ñFront Doorò and ñBack Doorò but not ñOffice Door,ò while 

managers require access to all three doors, then it would make sense to create two groups, 

one called ñElm Street Waitersò and one called ñElm Street Managers.ò  

Or, your account might have two sites, ñMiami Storeò and ñOrlando Store,ò which have two 

doors each. At each store, staff members require access to ñFront Door,ò while managers 

require access to ñFront Doorò and ñStock Room.ò In this case, you probably would want to 

create four groups: ñMiami Staff,ò ñMiami Managers,ò ñOrlando Staffò and ñOrlando 

Managers.ò  

To create a group:  

1.  From  the Users  tab, c lick the New Group  tab. The New Group page displays.  

 

Figure 13.      Create a Group  

2.  In the Group Name  field, enter a brief, descriptive name for the group, such as 

ñChicago Staff.ò  

3.  Click Add Group. The group is created and you are transferred to the Edit 

Privileges page. See Editing Group Information  on page 33  for instructions on 

setting access privileges for this group.  

  

 
NOTE:  

The maximum number of groups to which a user may belong is 
sixteen (16).  
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Editing Group Information  

Only the Master Administrator and Senior Administrators can edit a groupôs name or 

privileges.  

To edit a group name:  

1.  From the Users  tab, c lick th e Group Directory  tab. The Group Directory displays.  

2.  Click the group you want to rename. The group detail page displays.  

3.  Click Edit Group Name . A dialog box displays.  

 

Figure 14.      Edit a Group Name  

4.  In the Edit Group Name  field, enter a new name for the group and  

5.  Click OK. You are returned to the detail page with the new name displayed.  

 

To edit group privileges:  

1.  From the Users  tab, c lick the Group Directory  tab. The Group Directory displays.   

2.  Click the group you wish to edit. The associated Group detail page displ ays.  

3.  Click Edit Group Privileges . The Edit Privileges page displays.  
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Figure 15.      Edit Group Privileges  

4.  Click the Keypad Unlock -Hold Privileges  checkbox to allow any member of this 

group to override a door unlock schedule by presenting his or her credentials 

and en tering 99# . To reactivate the door unlock schedule, the group member 

enters 00# .  

5.  If you wish for this group to be immune to the Antipassback Reset Time, click 

the box next to Immune to Antipassback .  

6.  Set the Antipassback Reset Time. For more information, see Configuring 
Antipassback . 

7.  To specify which site privileges you want, select them from the Site  dropdown 

menu. The default is Current Privileges.  

8.  To specify when the group will have access to each device, s croll through the 

Schedule  dropdown list and click the desired access schedule.  

9.  Click See Schedules  to view a report of all the currently defined schedules for 

the account.  

10.  Click Save. The groupôs privileges are updated. To save changes but continue 

work ing with the same group privileges, click Save and Continue .  
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Creating a Group Enabled Schedule  

ACS WebServiceôs new Group Enabled Schedule feature allows you to implement a First-

Person - In or Supervisor -on -Site functionality at your facility.  

With First -Person - In, you stipulate that the schedule controlling a specific door or elevator 

cannot be activated until a member of the enabling group accesses it. For example, you 

may have scheduled the front door of your building to be unlocked at 9:00AM, but only if a 
security guard is present . If no member of the Front Door Guard group arrives until 9:15, 

the door remains locked until that time and can only be accessed with a valid credential.  

Supervisor -on -Site performs essentially the same function, but applies to a situation where 

you want to ensure that no other employees enter a designated building or area until a 

supervisor has arrived. Not only does the door remain locked until that time, but card 

readers and keypads also remain inactive . 

Implementing either  of these features requires careful thought to ensure that you do not 

inadvertently bar your employees when you do not intend to, nor leave doors unlocked 

when they should not be. To ensure the security of your facility you must perform the 

following steps  in the order indicated:  

1.  Create a group that includes only those people you want to activate a specific 
schedule at a specific door or device .  Give the group an identifying name, such 

as ñOpeners.ò These users will almost certainly belong to at least one other 

group as well, a group that defines their overall access privileges; their 

membership in the group Openers means only that they can activate the 

schedule for a specific door or elevator. See Creating a Group  on page 32  for 

procedural information.  

2.  Associate a schedule with the enabling group . When you make this association 

you are NOT indicating that members of the group will only have access 

privileges during that scheduleôs time period; it means that when the first 

member of the enabling group accesses the designated door or elevator the 

schedule will then become active. See Creating a Schedule  on page 190  for  

guidelines on associating a schedule with an enabling group.  

 

 

WARNING: Enabling Group Grace Periods  

When you assign an enabling group to a schedule, you are prompted 
to specify a Grace Period . Without a grace period, the schedule only 
becomes active if  a group member arrives at or after  the schedule 
start time, not before . For example, if the schedule starts at 9:00 
and a member of the enabling group arrives at 8:55, the schedule 
will not  become active at 9:00. With a grace period of ten minutes, a 
memb er of the enabling group could arrive any time after 8:50 and 
the schedule would still become active at its 9:00 start time.  
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3.  Assign the enabling group access privileges at the desired door or device.  By 

giving the enabling group access privileges at a sp ecific door or device according 

to a specific schedule you tell the system ñThis schedule does not allow access 

for any user until it is first activated by a member of the enabling group,ò If the 

group ñDay Shiftò has access to the Front Door according to the schedule ñMon-

Fri 9 -5,ò but the ñDay Hoursò schedule is associated with the enabling group 

ñOpeners,ò  an employee arriving at work at 9:05 will not be allowed entry at 

the Front Door unless an Opener has already accessed it. See the instructions 

for Editing Group Information  above for instructions on managing group 

privileges.  
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Deleting a Group  

A group can be deleted at any time. When you delete a group, any user in that group who 
does not also belong to anoth er group  becomes unaffiliated and loses all access privileges.  

To delete a group:  

1.  From the Users  tab, c lick the Group Directory  tab. The Group Directory displays.  

2.  Click the group you wish to delete. The Group detail page displays.  

3.  Click Delete  Group  at  the bottom of the page.  

4.  Click OK in both confirmation prompts. The group is deleted. For information 

about deleting a single user, please see Managing Users  on page 46 .  
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Browsing the  User Directory  

The User Directory is a list of users for an account. It displays 20 users per page, in 

alphabetical order by last name.  

To view the list of users for your account:  

1.  From  the Users  tab, click on the User Directory tab. The User Directory displays.  

 

Figure 16.      View User Directory  

Your Administrator permissions determine which users display on this page.  

The Master Administrator and all Senior Administrators can see all users in the account.  

Assistant Administrators can see only users who belong to groups for which they have 

View privileges. See Editing Ass istant Administrator Permissions  on page 92  for more 

information.  

 

Features of this page include:  

To Filter  the user directo ry page by selecting from the dropdown menu. For example, to 

locate all users whose last name contains the letter S, select Last Name from the 

filter, type ñSò into the text field and click Go.  The results will display below.  
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To Jump  to any point in the a lphabet, click a letter in the alphabet bar at the top of the 

page. For example, to locate the user ñTom Smith,ò click the letter S. Letters with no 

corresponding last names are grayed out.  

To scroll forward in the alphabet, click the right arrow in the t op right corner. To scroll 

backward in the alphabet, click the left arrow. To the left of the arrows, the system 

indicates which set of user records you are currently viewing, i.e., 1 -20 (of 25).  

The icon next to each user name indicates that userôs current status: Active (colored 

icon), Suspended (yellow icon), Deleted (Xôed out icon), or Unaffiliated (grey icon). 

Unaffiliated users are users who do not belong to any group and therefore have no 

access privileges.  

 
NOTE:  

All Administrators can view unaffiliated users.  

 

To view information about a user, click the userôs name. The User detail page displays.  

The first three custom fields from the User detail page display on the User Directory. In 

the example above,  Department, Parking Spot, and License Plate are all custom 

fields. For information about renaming the field labels, please see Managing Custom 
Fields  on page 48 .  

To print a badge for  a user, click the Print Badge icon associated with that userôs name 

to access the Print Badge page. See Managing Badges  on page 48  for more info.  

To delete an individual user, click t he trashcan icon next to that userôs name, and then 

click OK in the confirmation window.  

To locate a deleted user, use the filter dropdown to select Status, choose Deleted, and 

click Go. The page will refresh. Deleted users are represented by an icon with  a red 

X. You can view, but not edit, the details of a deleted user.  

 
NOTE:  

Only the Master Administrator and Senior Administrators can view 
deleted users.  

 

Click Print All Users  to generate a report of the users in the account. The report does not 

include deleted users.  
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Viewing User Details  

The User detail page displa ys information for a specific user.  

To view the details for a specific user:  

1.  From  the Users  tab, click on the User Directory tab. The User Directory displays.  

2.  Click the user you wish to view. The associated User detail page displays.  

 

Figure 17.      View User Detail s 

3.  This page lists all information currently maintained for an individual user, 

including up to ten custom defined fields ( Department  through Office #  in the 

figure above).  

4.  If there are more than ten custom fields defined for this account, click View all 

custom field values .  The complete list of custom fields displays in a popup 

window.  

 

Figure 18.      View All Custom Field Values  
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Creating a User  

The Master Administrator and all Senior Administrators can create users and assign them to 

any group. When Assistant Adminis trators create users, however, they can only assign them 

to groups for which they have Edit permission.  

 

NOTE:  

Before creating a user, you must create one or more groups. Please 
see Creating a Group for more information. Before assigning cards, 
the cards must be added to the Card Bank. Please see Adding Cards 
for more information.  

 

To create a user:  

1.  From  the Users  tab, c lick the New User  tab. The New User page displays.  

 

Figure 19.      Create a User  

2.  Enter the userôs First Name  and Last Name .  

3.  If your doors have keypads, enter a PIN. A PIN can be four -  to eight -digits long. 

Click 4 ...  to have the system generate a ran dom four -digit PIN, click  5 ...  for a 

five -digit PIN, etc.  
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4.  If your doors have card readers and you would like to:  

5.  Assign ONE card to a user : enter a card number in the blank field next to Card 

#,  or click Select ...  to view a popup list of all currently u nassigned cards.  

6.  Assign MULTIPLE cards to a user : enter a card number in the blank field next to 

Card #  and click Add , adding up to 16 cards for that user. You may also click 

Select ...  to view a popup list of all currently unassigned cards.  

 

 

NOTE:  

It is possible to manually enter a card number in the Card #  field. 
However, if the card is not listed in the Card Bank, or if there are 
multiple cards with the number you entered, you must choose 
Selecté to specify which card has the corresponding facility c ode you 
would like to add.  

 

 

Figure 20.      Select Card  

 
NOTE:  

If any of the doors or elevators to which this user will have access 
uses two - factor credentials, you must enter both a PIN and a Card #.  
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7.  The Effective from date defaults to todayôs date. Change the date if the userôs 

access privileges should t ake effect on a later date. The to  field is empty by 

default. Enter a date if the userôs access privileges should expire on a pre-

determined date; otherwise leave the field blank.  

8.  If you want to associate an image with this user, click Upload Photo to upl oad an 

already existing image . The select image  popup window displays.  

 

 

Figure 21.      Upload a Photo  

9.  If you wish to take a new photo with a webcam, click on Take Photo .  The 

Upload Image popup window displays.   When you are ready, click on the Take 

Photo button.  

 

NOTE:  

The ACS WebService webcam interface uses Adobe Flash.  This 
program must be loaded in order for the webcam to function .  
Additionally, the first time the webcam is used, right click on the 
image area (which will be black) and select Settings.  Cli ck the Allow 
button and the Remember checkbox and Close.  
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Figure 22.      Insert User Image  

10.  Follow the instructions to click and drag the mouse on the image over the area 

you want to select for this photo.  This allows the user to crop the photo to the 

desired size.  

11.  When finished, click Save . You are returned to the New User page with the user 

image displayed.  

12.  Following the Badge Image  field is a set of 10 custom fields that can be used for 

account -specific purposes. These fields are optional and can be renamed to meet  

the needs of your organization. To rename a custom field, click the Rename 

Custom Fields . (See Managing Custom Fields  on page 48  for more information.)  

13.  To assign a user to a group, cl ick the Add Group  button. A popup window of all 

available groups will appear.  Click on the group(s) you want the user to join. 

Those groups will disappear from the list and appear in the Group(s) box on the 

New User page. When finished, click on the Close  Window link at the bottom of 

the popup window and you are returned to the New User page.  The group(s) 

you added will be shown in the Group(s) box. To remove a user from a group, 

click on the  group in the Group(s) box  and click Remove . Users can be assign ed 

to up to 16 groups at a time. The user inherits access privileges from the groups 

to which he or she belongs. (For users who belong to multiple groups, their 

access privileges are cumulative.)  
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14.  If there are more th an ten custom fields defined for the ac count, click Add 

User/Edit Custom Fields  to access the Edit Custom Fields page.  Edit the fields as 

needed and then click Save . The User detail page displays.   

 

Figure 23.      Edit Custom Field Values  

15.  If there are ten or fewer custom fields, simply click Add User . The new user is 

created and the User detail page displays. Give the PIN and/or card to the user 

to whom they are assigned.  

 

 

WARNING: Group Membership  

Multiple group membership requires all control panels in the account 
to be 4000 series or higher and firmwa re version 2.0.0 or higher.  
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Managing Users  

The Master Administrator and Senior Administrators can edit and delete all users. Assistant 

Administrators can only edit and delete users who belong to groups for which they have Edit 

permission.  

To edit a user :  

1.  From  the Users  tab, click on the User Directory tab. The User Directory displays . 

2.  Click the user you wish to edit. The User detail page displays.  

3.  Click Edit User . The Edit User page displays.  

 

Figure 24.      Edit a User  

4.  All fields on this page can be edited followi ng the steps for Creating a User , 

described above.  

5.  Click Rename Custom Fields  to change the names of the existing custom fields, 

or click Edit all custom field values  to change the values for custom fields that 

are not displayed on this page.  
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6.  On the Edit  User page, you can also record fingerprint information for the user. 

Click the Fingerprint Enroll  link to access the BioscryptÊ enrollment program. 

See the Biometrics  section for more information.  

7.  On the Edit User page, you can also remove a user image by  clicking on the  

icon located in the upper right hand corner of the user image.  

8.  Click Save . The user is updated.  

To suspend/reinstate a user:  

1.  From  the Users  tab, click on the User Directory tab. The User Directory displays.    

2.  Click the user you wish to edit. The User detail page displays.  

3.  Below the User Name is a link that will state either Suspend User  or Reinstate 

User .  

4.  Click on the link to either suspend or reinstate the user.  

5.  Click OK in the popup window.  

6.  A message appears noting that the user was suspended or user was reinstated.  

 
NOTE:  

A suspended userôs credentials will not work at any device. 

To delete a user:  

1.  From  the Users  tab, click on the User Directory tab. The User Directory displays.    

2.  If your Administrator permissions permit this act ion, the Delete function is active 

on this page. Locate the user you wish to delete, and click the trashcan icon 

next to that name.  

3.  Click OK in the confirmation prompt. The user is deleted.  

  

 

WARNING: Deleting Users  

When you delete a user, the user is  removed from all groups to 
which he or she belongs. Accordingly, the userôs access privileges 
are revoked. If the user has a PIN, it will no longer be viable. If the 
user has a card, the card will become unassigned and can be 
assigned to another user at a  later date.  

Once a user is deleted, the user cannot be undeleted. To add the 
user back, he or she must be re -created as a new user.  
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Managing Badges  

Once you have one or more badge templates defined for your account, you can use  th ose 

template s with any user for whom you have an image stored. This  allows you to generate a 

badge for the user.  

To print a  badge:  

1.  From  the Users  tab, click on the User Directory tab. The User Directory displays.   

 

Figure 25.      Viewing User s With Stored Images  

2.  There is a Print Badge  icon  associated with each user for whom an image is 

stored in the system. Click this icon for the user for whom you want to print  a 

badge. The badging window displays.  
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Figure 26.      Printing a Badge  

3.  Select a layout from the Badge Template Name  dropdown list. A preview o f the 

badge displays.  

4.  Click Print . If you have a card printer configured to work with your system, the 

badge prints , and y ou are returned to the User Directory.  
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Managing Custom Fields  

Only the Master Administrator and Senior Administrators can manage c ustom fields. Custom 

fields store optional information about a user, such as parking space assignment or cell 

phone number. You can create up to fifty custom fields, and each can hold up to 40 alpha -

numeric characters. The first ten custom fields display o n the User details, New User and 

Edit User pages. The first three appear as columns in the User Directory.  

To view the list of custom fields for your account:  

1.  From the  Setup tab, choose the Account tab then c lick the Custom Fields  tab. 

The Custom Fields directory displays.  

 

Figure 27.      View Custom Fields Directory  

Only the Master Administrator and all Senior Administrators can view, create, edit or delete 

custom fields.   

 

Features of this page include:  

Click the Up arrow associated with any custom field to move it up in Order . Click the 

Down arrow to move it down.  

 

NOTE:  

The Order is significant because only the first ten custom fields on 
this list will display on the User details, New User and Edit User 
pages, and only the first three will display on the User Directory.  

 

The Field Name  indicates the type of data  stored in the field.  

The Field Type  indicates if the field is used to store text, numbers or dates.  

Click Edit  to change the field name or order.  

Click Delete  to remove a specific custom field from the account.   
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To create a new custom field:  

1.  From th e Setup tab, choose the Account tab, then c lick the Custom Fields  tab. 

The Custom Fields directory displays.  

2.  Click Add a custom field definition . The Add Custom Field Definition page 

displays.  

 

Figure 28.      Add a Custom Field Definition  

3.  Enter a brief, descriptive Field Name . 

4.  From the dropdown list, click a Field Type .  

5.  If the Field Type  is Date , enter a Date Format , such as MM-dd-yyyyy . Only 

dates entered in the specified format will be valid on data entry pages such as 

New User or Edit User.  

 

NOTE:  

You must use MM, with capitalization, to signify months in the Date 

Format  field. Lower case mm  will be read as minutes by the 
application.  

Also, DD  is used to indicate the day of the year and can therefore 

have a value of 1 -366, while dd  is used to indicate day of the m onth 
and can only have a value of 1 -31.  

 

6.  In the Display Order Position  field enter the number indicating where this 

custom field should appear in the list of fields. For example, if you enter 1 , this 

field will appear first. By default, the new field is a ssigned the highest number 

possible, but you can easily change it. So, if there are 11 fields already, when 

you create a new one it will be assigned the Display Order Position  of 12 , but 

you can change that to any number from 1 to 12.  

 

NOTE:  

The Display  Order Position  is significant because  Custom Fields 1, 2 
and 3 are the only ones to display on the User Directory and only 1 
through 10 display on the User detail, New User and Edit User pages.  
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7.  Click Save . You are returned to the Custom Fields directory  with the new field 

listed in the order you specified.  

To edit a custom field:  

1.  From the  Setup tab, choose the Account tab then c lick the Custom Fields  tab. 

The Custom Fields directory displays.  

2.  Click the Edit  checkbox associated with the field you want t o edit. The Edit 

Custom Field  page displays.  

 

Figure 29.      Edit  a Custom Field Definition  

3.  You can change the Field Name  and Display Order Position  of the field, and if the 

field has been defined as a date, you can also change the Date Format . 

However, you cannot cha nge the Field Type  once a custom field is created. 

Instead, you must delete the existing field and create a new one of the type 

desired.  

4.  Click Save . You are returned to the Custom Fields directory with the updated 

information displayed. The changes are aut omatically effective throughout the 

account.  

 

NOTE:  

Because changes to custom fields are reflected throughout the 
account, you should think carefully before making any such changes. 
For example, if there is a custom field named Department  and you 
change  it to Office Number , all department data enter previous to the 
change will now be recorded as office numbers.  

 

 

To delete a custom field:  

1.  From the  Setup tab, choose the Account tab, then c lick the Custom Fields  tab. 

The Custom Fields directory displays.  

2.  Click the Delete  icon associate with the field you want to delete. A warning 

prompt displays.  

3.  Click OK. The field and any content stored in it are permanently removed from 

the account.  
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WARNING: Deleting Custom Fields  

When you delete a custom field yo u delete all data stored in that 
field. For example, if you delete the custom field Cell Phone , all cell 
phone numbers for all users are also permanently removed from the 
account.  
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4.  Reports
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What are Reports?  

ACS WebService provides reporting capabilities o n a variety of levels.  

Under the Reports  tab, My Reports  is a query and configuration tool for predefined 

commonly run reports, allowing these reports to be generated and parameterized depending 

upon administrator permissions.  This section is subdivided in to Report Jobs , Report 

Schedules , and Report Configurations . 

ACS WebService supports customized User Reports . This functionality enables you to query 

your database for information related to a specific user.  

ACS WebService also supports customized Activity  Reports . This functionality is a 

customized query of system activity for information related to devices, sites, groups, and/or 

users.  

Finally, all created reports now can be marked as private at the time of creation.  Private 

reports are only viewable by the master administrator as well as the super/senior 

administrator who created it  



 Page 57   

 

Public versus Private Reports  

At the time of creation, administrators have the ability to mark a user or activity report as 

private. A private report can only be seen by the Master Administrator of the account as 

well as the Super/Senior Administrator who created it.  

 

 
NOTE:  

Private Reports cannot have the owner changed once created nor can 
a private report ever be made public again . 

 

 
NOTE:  

Private Reports CANNOT be assigned to Assistant Administrators . 

 

 

NOTE:  

If an administrator who created a report is delete d, the report 
remains private and the owner is automatically changed to the Master 
Administrator .  
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My Reports  

My Reports  is a query tool for predefined commonly run reports, allowing these reports to 

be generated and parameterized depending upon administ rator permissions.  

My Reports  will generate two types of canned reports: immediate and scheduled.  

Canned reports have fixed data so they do not require user input, beyond output format(s) 

and potential recipient(s).  

These reports allow the Master Administr ator to run these reports for immediate 

consumption without requiring any additional set up.  My Reports  also allows the Master 

Administrator to quickly assign permissions to other users in the account so that they are 

able to use the same report configura tion.  

List of Reports  

Definition of the available reports in My Reports :  

 

(D) denotes that this is one of the default reports created at account creation.  

 

Account Activity Report  (D)  ï An alphabetized list of all sites with summarized information 

(for the  last 24 hours) that includes Access Events, Failed Access Events, Exception Events, 

Door Locked/Unlocked Events, Device Events (for ACS3000 and ACS4000), Programmable 

Device Events, Wiring Events, and Control Panel and Board Events.  

 

Account Summary Repo rt  ï All sites sorted alphabetically (by site name) with Site Name, 

Address (City Name and State), Quantity of Doors, Quantity of Devices, Quantity of Users, 

and name of Unlock Schedule(s).  

 

Active Users Report  (D)  ï All active users sorted alphabetically (by last name) (for the 

previous 90 days) with Last Name, First Name, Cards, PIN Credentials, and Last Credential 

Use Date.  

 

All Doors Report  ï All doors sorted alphabetically (by site) with Door Name, Control Panel 

ID, Device Type, and Created Date.  

 

All Users Report  ï All users sorted alphabetically (by last name) (for the previous 90 days) 

with Last Name, First Name, Cards, PIN credentials, Status, Expiration Date, and Last 

Credential Use Date.  

 

Control Panel Report  (D)  ï All control panels sorted alphab etically (by control panel name) 

with Control Panel Name, Last Contact (Date/Time), Control Panel ID, Model Type, and 

current Firmware Version.  

 

Daily Summary Report  (D)  ï A list sorted alphabetically by site which the following 

summary information (for th e last 24 hours): Unique users on site, successful access 

events, failed access events, forced door events, door ajar events, too many invalid PINs, 

schedule override events, pulse door events, lockdown events, communication loss events, 

power loss events,  control panel opened events, wire cut events, and wire short events.  

 

Door/Device Rights Report  ï All doors and devices grouped by site showing all users (listed 

alphabetically by name) with rights to those doors and devices . 
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Elevator Report  ï All elevat ors sorted alphabetically with the names of the floors being 

controlled and the output.  

 

First/Last Access Report  ï A list of all users sorted alphabetically with First Access, showing 

credential used, device accessed, and time used, and Last Access, showi ng credential used, 

device accessed, and time used (since midnight in the report runnerôs time zone). 

 

Group Directory Report  (D)  ï All groups sorted alphabetically (by group name) with Group 

Name, Number of Users in Group, and the Created Date.  

 

Holiday R eport  ï A list of all holidays in the account sorted by date that includes Site, 

Holiday Description, and From and To Dates.  

 

Inactive Users Report  (D)  ï All inactive users sorted alphabetically (by last name) with Last 

Name, First Name, Cards, PIN Credent ials, and Status.  

 

Schedule Relationship Report  (D)  ï A list sorted alphabetically by site with Groups and 

Devices to which the selected schedule is applied.  

 

Unused Credential Report  ï A list of all users sorted alphabetically who have never used 

their cr edentials within the past thirty (30) days showing First Name, Last Name, and 

Credential (card value or PIN).  

Creating a New Report Configuration  

1.  From the Reports  tab, click on My Reports , then click on Report Configurations.   

The Report Configurations  pag e displays.  

2.  Click on Create New Report . The Report Configuration page displays.  

3.  Select a  report from the My Reports box.  

4.  Click on the Create this Report  link in the Report Definition box.  

5.  Enter a name in the Report Name  field.  

6.  If desired, change the parame ters of the report as needed . 

7.  Click Submit . 
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Figure 30.      New Report  Configuration  Page One  

 

Figure 31.      New Report Configuration Pa ge Two  

Generating Output from a Report  

Once a report has been configured, two options exist.  A report can be run immediately or it 

can be schedule d to run on a determined schedule.  


























































































































































































































































































































































































































































