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Legal Disclaimers  

Canada -Underwriters Laboratories (C -UL) Compliancy  

For C -UL Listed applications, the unit shall be installed in accordance with Part 1 of the 

Canadian Electrical Code.  

Documentation Disclaimer and Restrictions  

Information in this document is subject to change without notice and does not represent a 

commitment on the part of Brivo Systems LLC. For the most up - to -date information, visit 
www.brivo.com UU 

This document and the dat a herein shall not be duplicated, used or disclosed to others for 

procurement or manufacturing, except as authorized with the written permission of Brivo 

Systems LLC. The information contained within this document or within the product itself is 

considered  the exclusive property of Brivo Systems LLC. All information in this document or 

within the hardware and software product themselves is protected by the copyright and/or 

other intellectual property laws of the United States.  

Product Support  

All support fo r this product is provided by the third -party dealer. Please contact the dealer 

who installed the product with questions and support requests.  

 

© 20 11 Brivo Systems LLC. All rights reserved.  

Brivo® is a registered trademark of Brivo Systems LLC. Brivo Syst ems LLC, 4330 East West 

Highway, Suite 250, Bethesda, MD 20814.  

http://www.brivo.com/
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System Overview: AparatoÊ and the ACS5000-A 

AparatoÊ is a standalone access control system. With the use of the AparatoÊ appliance, it 

can  also span multiple facilities, with the master server residing at one of those facilities, as 

determined by the end user.  All AparatoÊ appliances are fully brows er -managed, and 

accessible via the Internet with appropriate network configuration.  

AparatoÊôs software application interface is accessible via a web browser, and is divided 

into six  sections. When you scroll over  a section link, a corresponding dropdown  m enu 

displays, providing access to data maintained in that section.  

 The Home  section provides links to common tasks based on the level of access of the 

Account Administrator.  

 The Status  section lets the System Account Administrator access the Dashboard 

whic h provides a three - fold administrative functionality for monitoring and controlling 

the output behavior of programmable system d evices, and Maps/Floorplans which 

allows the administration of maps/floorplans  

 The History  section provides access to Activity, which includes System Activity log, 

Activity Reporting, and Activity Export ; Reporting, which includes Reports, Scheduled 

Reports, and Muster Reports; and t he Administrative Journal. The System Activity 

log tracks access - related events, such as doors being  opened and closed, and 

devices being switched on and off. Activity Reporting allows Account Administrators 

to gather information based on certain events, for specific devices, or for certain 

groups and users. Activity Export allows for the creation of a t ab separated file for 

events during a given timeframe. The Administrative Journal tracks actions 

performed by Account Administrators of AparatoÊ, such as the creation or deletion 

of an access schedule.  

 The Users  section allows Administrators to manage the  set of users to be given 

access to the facility. Groups are managed from this  section . Card inventory  is also 

managed from this section.  

 The Configuration  section provides Administrators to ability to set up various areas of 

the account. The Account secti on shows the Account Details as well as permits the 

creation of the System Account as well as any additional Tenant Accounts. This 

section also allows you to define rules for automatically emailing select individuals 

when specific security events occur, to  establish alarm text for alarm events, and to 

define custom fields for maintaining additional information on users who have access 

to a facility. New Administrators as well as additional Administrator Roles are 

managed from this section. Threat level mana gement, if active, is controlled from 

this section. The Cards section manages card formats and badging. The Devices 

section lets System Account Administrators manage doors, devices, control panels, 

and DVRs associated with the building, as well as antipass back administration. The 

Scheduling  section provides Administrators the ability to manage specific periods of 

time during which a device might be accessed or operated. The Dashboard section 

allows the creation of maps/floorplans and for the display and cre ation of filters.  

 The System  section is used to configur e and monitor system operations, including 

licensing, database backups, firmware upgrades, and data imports.  

At the top of each page you will also find:  

 A Help  link that transfers you to Brivoôs help documentation . 

 A Log Out  button at the end of the section menu bar that allows you to exit 

AparatoÊ in a secure manner.  
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 A Threat Level  icon that allows the user to change the threat level of the account , 

provided the individual logged in has the privilege  to use this function.  

 

 

NOTE:  

Individuals with access to AparatoÊ are referred to as Administrators. 
Administrators have varying levels of control as described in the 
Administrator Roles section.  

Individuals with access to a facility who cannot log in to  AparatoÊ are 
referred to as Users.  

 

 

 



Page 15  of 299  

 

  
© 2011  Brivo Systems LLC. All rights reserved.  10/17/2011  

ACS OnSite AparatoÊ 

AparatoÊ is an access control appliance  and software interface that is compatible with 

ACS5000 -A control panels, as well as other compatible control panels.  

 

 

Figure 1.  ACS OnSite AparatoÊ 
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ACS5000 -S contr ol panel s in Client Mode  

An ACS5000 -S panel is in Client Mode when it has been connected to an AparatoÊ 

appliance and therefore becomes integrated into the AparatoÊ system.  

 

Figure 2.  ACS5000 -S Client Mode  

 

WARNING: ACS5000 -S firmware changes  

 Once an ACS5000 -S p anel has been 
connected to an AparatoÊ appliance, its 
firmware has replaced and it can no longer 
function as an independent panel.  

 

 

NOTE:  

The majority of this document assumes you have a single 
System Account. For a description of how AparatoÊ 
operate s differently when Tenant Accounts are defined, see  
the  Tenant Accounts  Section . 

 In situations where only one business occupies a building, 
security is managed via a single System Account. If, 
however, there are m ultiple businesses leasing portions of a 
building, the System Account can be used to manage 
building -wide security, while individual Tenant Accounts are 
created for each business, enabling them to manage their 
own internal security.  
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Browser Requirements   

You can use any standard Web browser to access the interface.  Note that video playback 

functionality may vary by DVR type . Please see specific DVR driver documentation for more 

information.  

The interface uses cookies  to preserve session information. If your browser disallows 

cookies, the interface will not function properly.  

The interface uses JavaScriptÊ to validate form data, control navigation and display images. 

If your browser has scripting  disabled, the interface will not function properly.  

Some functional elements appear in pop -up windows. If you have installed software that 

blocks pop -up windows, the interface will not function properly.  
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Main Features of the ACS OnSite AparatoÊ 

 Application runs locally on the AparatoÊ access control appliance  

 Up to 500 ,000 users  

 Up to 1,000  readers/doors  

 Customizable administrator roles  

 Supports the ability to add control panels and Edge devices  

 Supports Digital Video Playback with supported DVRs  

 Supports an integrated badging application  

 Supports interactive ma ps and floorplans  

 Supports varied threat levels for increased security  

 Supports global antipassback  

 Supports mustering  

 Supports reporting  

 Supports guard tours  
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2.  Network Environment  

This section describes the basic operation of the AparatoÊ series in an IP network 

environment.  

First, the network requirements are identified. Next, the steps for accessing AparatoÊ are 

outlined.  
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Networking Requirements  

The following network requirements are applicable to a system in which an AparatoÊ 

appliance is managing one or more ACS5000 -A control panels on a single LAN (i.e., a single 

IP subnet or address space), as shown in the figure below.  

 

Figure 3.  AparatoÊ on a single LAN  

Requirements  Comment  

Ethernet 10/100 Base T LAN  CAT5 Cabling with RJ45 Connectors  

Ethernet Hub/Switch set to Auto -

Negotiate  

Most hubs and switches default to 

auto -negotiate, which is the preferred 

setting.  

 IP Addressing ï AparatoÊ 

A static IP address is required for the 

AparatoÊ appliance. Consult your 

local network administrator for a 

suitable static IP address for the 

appliance.  

IP Addressing ï ACS5000 -A 

The ACS5000 -A panels being 

controlled by the AparatoÊ appliance 

may be configured with either DHCP 

or a static IP address.  Please see the 

local  network administrator for a 

preferred configuration for these 

settings.  

Proxy (not required)  

The existence of a proxy on the LAN 

is not relevant to the AparatoÊ 

because it is a Web server; however, 

outside access to the appliance may 
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require the end user  to be aware of 

proxy settings for proper behavior of 

his/her browser. Consult your local 

network administrator for further 

information about proxy settings.  

 

AparatoÊ with multiple ACS5000 -A panels on multiple LANs  

The following network requirements are applicable to a system in which an AparatoÊ 

appliance is managing one or more ACS5000 -A control panels on multiple LANs (i.e., 

typically multiple sites, each with their own connection to the Internet or a corporate WAN) 

as shown in the figure below.  

 

 

Figure 4.  AparatoÊ with Multiple Panels on Multiple LANs  

The following requirements for a multi - site AparatoÊ network are in addition to the 

requirements for a single LAN.  

 

Requirements  Comment  

Site - to -site (LAN - to -LAN) connectivity  

The sites where the AparatoÊ and 

ACS5000 -A equipment is located 

must all be able to connect to a 

common networking environment 

such as the Internet or a corporate 

WAN 

IP routing  
There must be an IP route 

established between the sites where 

the OnSite equipment is located.  
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This must be per formed by the 

network administrator for those sites.  

Typical approaches include VPNs, 

public IP addresses, port forwarding, 

etc.  Contact the network 

administrator to determine the proper 

configuration.  
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Adding an ACS5000 -A to the AparatoÊ 

The AparatoÊ appliance can support up to as many control panels as necessary for their full 

reader capacity.   The panels can be a mix of ACS5000 -A control panels with up to fourteen 

expansion boards each and Edge devices.    

 

In either case, the panels or Edge device mus t be individually configured with the IP 

address of the AparatoÊ appliance it will get data from.    

 

In order to configure a panel or device, you will need the following:  

 A network connection to the panel or device  

 The IP address of the AparatoÊ appliance   

Refer to the documentation for the ACS OnSite or Edge Device with Brivo Plug - In for 

instructions on network access to those devices.  

 

The IP address of the AparatoÊ appliance is available from the System Administrator.  

 

To configure the panel or device t o connect to an ACS OnSite panel or Edge device, do the 

following:  

 

1.  Open H HHUhttp:// ip -address /cgi -bin/server.cgi UHHH in a browser, where ip -address  is the 

address of the panel or device you are configur ing.  

2.  In the Server IP Address box, enter the IP address of the AparatoÊ appliance 

from where the panel or device will retrieve data.  

 

Figure 5.  ACS5000 -S Client Mode  

3.  Click Save .  

The panel or device will connect to the server and retrieve whatever firmware/settin gs are 

necessary.  

 

 

 

WARNING:  

Do not interrupt the process once started.   

If you make a mistake, let the process 

finish before attempting to correct.   

Interrupting the installation of new 

firmware can damage the panel or device 

functionality.  

http://ip-address/cgi-bin/server.cgi
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Adding an A CS5000 -S panel using manual handshake mode  

Usually, Panel Discovery is the primary method by which the AparatoÊ detects and adds 

new panels.  However, there are times when complex networking setups (firewalls, WANs) 

do not allow for this.  A secondary manu al handshake process with instructions listed below 

allows for a panel to be added to the AparatoÊ in situations where Panel Discovery is not 

used. A laptop will be required for this process.  

1.  Plug the laptop into the ADMIN port on the main board of the ACS 5000 -S panel.

2.  Power the laptop on.

3.  The panel must use firmware version 1.1.1 or later.  To upgrade:

a)  Open browser to ñonsite.brivo.comò

b)  Enter admin  into the username field and click Login .

c)  Click the link that says ñClick here if you have an ACS Onsite backup file you 

wish to restore.ò

d)  Click the Upgrade Firmware  option from the navigation menu on the left.

e)  Click the Export Data  button, and click ñCancelò on the ñSave Asò dialog box 

that pops up.

f)  Click the Browse button and select the brivo -onsite -1.1.1.bin fi le downloaded 

from www.brivo.com

g)  Click Upgrade . The upgrade process will take a few minutes.

4.  Open your browser to http://onsite.brivo.com/cgi -bin/server.cgi

5.  Ent er the IP Address  of the appliance into the field on the page.

6.  Click  Save .

7.  The system will take a few minutes to handshake with the AparatoÊ appliance.

The ACS5000 -S has now been configured to operate with the AparatoÊ appliance.

 

http://www.brivo.com/
http://onsite.brivo.com/cgi-bin/server.cgi
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Accessing AparatoÊ 

This s ection describes how to connect to the AparatoÊ appliance.  

In order to access AparatoÊ you will need to:  

 Connect a laptop to the AparatoÊ appliance  

 Set a static IP address  

Alternately, you can use the AparatoÊ Console Interface to configure a static IP add ress.  

To do this you will need to:  

 Connect a monitor and keyboard to the AparatoÊ appliance  

 Set a static IP address  

Connecting to AparatoÊ appliance from Laptop:  

The AparatoÊ will boot with a static IP address of: 169.254.242.207.  

You will need to:  

1.  Conne ct your laptop to Ethernet Port 1 (clearly labeled) on the back of the 

appliance.  

 

 

Figure 6.  Back of AparatoÊ appliance  

2.  Your laptop should default to an appropriate address on this same network (i.e., 

169.254.xxx.xxx); if it does not, please use the manual network ing settings 

tools on your laptop to configure it to an address on the 169.254.xxx.xxx 

network).  

3.  Log on to your laptop and open a browser to http://169.254.xxx.xxx to access 

AparatoÊ. 

4.  See the  Configuring the Network  section for information on how to assign a 

static IP address for the LAN.  
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Direct console:  

The AparatoÊ appliance supports a USB keyboard and monitor to present a basic network 

configuration console -based interface. It is generally necessary to configure  a static IP 

address for the AparatoÊ appliance.  The Network Settings dialog prompts for static 

address parameters.  

 

 

NOTE:  

 If DHCP is required, please use the initial static IP address for the 
appliance to log into the main application and select DHCP 
addressing.  

 

1.  Connect a VGA monitor and keyboard to appropriate ports on the AparatoÊ 

appliance  

2.  Log in with username ñadminò and no password (for first login) or use the 

initially configured admin password.  

3.  To set a static IP address for the LAN, select Network Settings  from the main 

menu.  

4.  Enter the appropriate IP address information.  

 

Figure 7.  AparatoÊ direct console static IP setup  

5.  Press Enter  to save settings.  
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3.  Home  

The Home  page is the initial page  displayed after logging into the interface . The Home page 

provid es a list of Common Tasks and Reports available to the Administrator. The contents of 

the se list s can change dependent upon the permissions of the Administrator as defined by 

their Administrator Role. For example, if an administrator could not add new card s, the Add 

New Cards link would not appear in the Common Tasks list. For more information on the 

setup and defining of Administrators and Administrator Roles, see the Accounts chapter.  

 

 
 

Figure 8.  Home Page for AparatoÊ 
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4.  Status  

The Status Page provides a two - fold administrative functionality for monitoring and 

controlling the output behavior of programmable system devices, as well as the monitoring 

of live device maps and floorplans.  

On the Dashboard itself, t he left side of the Dashboard page displays the Activit y list. It is a 

dynamic system Activity Log that automatically refreshes in three seconds or less  with the 

most recent events in reverse chronological order (i.e., most recent event at the top; 

earliest event at the bottom) and associates these events with  a time -stamp and the name 

of the device involved. The right side of the Dashboard page displays the Device Status, 

Hardware Status, and Schedule Status list s. The Device Status tab  lists system devices in 

alphabetical order, along with their lock/unlock s tatus.  The Hardware Status lists the 

connection status of control panels associated with the account.  The Schedule Status tab 

lists schedules that are configured as group activated. For Administrators configured to use 

it, the Device Status and Schedule St atus list s also provides corresponding command button 

mechanisms to control the output behavior s of specific devices or schedules.  

 On the Edit Device page, system devices must  be configured for an output behavior 

of Pulse, Latch or Unlatch and  have the Control from browser  option checked to be 

controllable from the Device Status list on the Dashboard page. System devices 

configured for an output behavior of Follow are not  controllable from the Dashboard 

page.  

 There is a Status  feature on the Dashboard that allows the user to see the physical 

position of the door as open or closed, live video (if cameras and DVRs are 

configured), as well as customized, color -coded messages for programmable devices. 

Programmable devices are described in the section on Live Status  in the chapter on 

Devices . 

 There is a Change Threat Level icon that enables certain Administrators to change 

the current threat level. For more information, see the chapter on Thre at Levels .  

 Users can control which device status is displayed on the Device Status section of the 

Dashboard by creating Display Filters. For more information, see the section on 

Using Activity Filters .  

 

 

 



Page 29  of 299  

 

  
© 2011  Brivo Systems LLC. All rights reserved.  10/17/2011  

Browsin g the Dashboard  

The Dashboard page provides a dynamic system activity log that automatically refreshes 

periodically with the most recent events (such as when a door is accessed or a device is 

activated), along with the corresponding time -stamp and device n ame. Administrators with 

appropriate permissions can view all  system activity entries displayed on the Dashboard 

page.  

To view the Dashboard page:  

From any other page in the system, click the Status  link from the dropdown menu and 

select Dashboard to acces s the Dashboard page.  

 

Figure 9.  View Dashboard and Live Status  

Details displayed include:  

 Activity  

o Time . The time at which the event occurred.  

o Event . The type of system activity event. There are three types of events that 

may be listed.  

i.  Standard device - related ev ents  are shown in black. This includes such 

occurrences as a door unlocking according to schedule or a timer -

driven device turning itself on.  

ii.  For user access  events, such as an authorized user entering a valid 

PIN, the userôs name is listed in blue. Clicking on a user name takes 

you to the corresponding User Detail page.  

iii.  Alarms and alert events , such as Door Forced Open or Failed Access 

Attempt messages are displayed in red.  

o Device . The device at which the event occurred. Clicking the device name 

takes yo u to the corresponding Device Details page.  

 Alarm Console  

o Bulk Alarm Acknowledge Checkbox.  Located to the far left of the screen next 

to the Time header, this checkbox allows the administrator to select all 

current alarm events.  
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o Alarm Acknowledge Checkbox.  Located to the left of each alarm event, this 

checkbox allows the administrator to select a n event (s) .  

o Time.  The time when the event occurred.  

o Event.  The alarm or alert system activity event, such as Door Forced Open or 

Failed Access Attempts.  

o Details.  The device where the alarm event occurred and if multiple alarms 

have occurred in the same location, the number of events will follow the 

location in parentheses.  

o Acknowledge . Shows the number of selected alarm  event s and links to the 

Alarm Details popup win dow. At least one alarm must be selected for the 

Acknowledge  link to work.  

o Additional Information (+).  This button calls up the Alarm Details popup 

window for a specific alarm event, discussed further in the Alarm Text section 

below.  

 Swipe & Show  

o User.  The user name as well as the date and time of the swipe event.  

o Device.  A link to select which device to monitor in the upper right corner of 

the Swipe & Show display area.  

o Photo.  A display of the photo on record pulled from the user profile. If no 

photo is a vailable, the Default User Icon is presented.  

o Image Gallery.  Shows the last eight valid credential reads displaying the user 

name, time and date stamp, and photo on record from the user profile. If no 

photo is available, the Default User Icon is presented.  

 

NOTE:  

With systems that have large amounts of data, the Aparato will begin 
to immediately populate the device status, hardware status, and 
schedule status pages but may take some time to completely finish 
loading all devices, hardware, and schedules.  

 Device Status  

o Name . The name of the logical device configured for use at your installation. 

Clicking the device name takes you to the corresponding Device Details page.  

In the case of Guard Tours, clicking on the arrow icon will expand or close the 

details  of the Guard Tour.  

o Status . The current output behavior status of the logical device configured for 

use at your installation. (The status of devices configured for an output 

behavior of Follow will not  be displayed.)  

o If appropriate, buttons to control the state of the device will appear as well.  

o If applicable, previously created Display Filters will be accessible via a 

dropdown list.  

 Hardware Status  

o Name.  The name of the control panel, or an indication that the panel has not 

been configured.  
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o Panel ID. The u nique identifier that separates this panel from all others in the 

system.  Might be blank if a control panel has been configured, but has not 

yet been given a physical Panel ID to be associated with.  

o Status.  The connection status of the panel and its IP ad dress if connected.  

o Note:  Additional information may appear in the event that a panel requires 

upgrade or other circumstances.  

 Schedule Status  

o Name. The name of the schedule.  Clicking the schedule name takes you to 

the corresponding Schedule Details page.  

o Status. The current status of the schedule, showing either not activated or 

activated until the date and time the schedule ends.  

o Buttons to control the state of the schedule.  

Administrators with appropriate permissions can:  

 Select a filter from the dropdo wn list in order to control which device status is 

displayed on Device Status section of the Dashboard.  

 View the most recent activity events in the Activity list on the Dashboard page.  

 Click a user name in the Activity list on the Dashboard page to access the 

corresponding User Details page.  

 Click a device name in the Device Status list on the Dashboard page to access the 

associated Device Details page.  

 View and acknowledge alarm events on the Alarm Console page of the Dashboard.  

 View the Swipe & Show galle ry and see the last valid access event (with photo, time, 

and date) as well as click on a gallery photo image to call up that previous valid 

access event (with photo, time, and date) .  
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Managing the Dashboard  

Practically speaking, the Dashboard page is int ended to give Administrators more immediate 

control over their installation environment. The Pulse feature provides a standard remote 

ñbuzz-throughò access on doors for authorized users who may have forgotten their 

credential, entered a PIN incorrectly sev eral times, or attempted entry out -of -schedule. The 

Latch/Unlatch toggle feature allows Administrators to intentionally latch or unlatch a 

programmable device that is configured for that output behavior. The Lock Early/Unlock 

Early/Follow Schedule feature allows Administrators to manually override a door locking 

schedule to allow/disallow access under certain special circumstances.  

Using the Dashboardôs Pulse Feature 

The Dashboardôs Pulse feature provides a standard remote ñbuzz-throughò access on doors 

for  authorized users . 

1.  To pulse a device, click the Pulse  button associated with it on the Dashboard's 

Device Status list. The system displays the Device output pulsed dialog box.  

2.  Click OK to acknowledge the dialog. Within a few seconds, an event entry similar  

to the example shown below displays at the top of the Dashboard's Activity list.  

 

Figure 10.  Dashboard Activity List ï Pulse Event Entry  

Using the Dashboardôs Latch/Unlatch Feature 

The Dashboardôs Latch/Unlatch toggle feature allows Administrators to intentionally latch or 

unlatch a programmable device that is configured for that output behavior.  

1.  To latch a device, click the Latch  button associated with it on the Dashboard's 

Device Status list. The system displays the Device output latched dialog box.  

2.  Click OK to ac knowledge the dialog. Within a few seconds, an event entry similar 

to the example shown below is displayed at the top of the Dashboard's Activity 

list.  

 

Figure 11.  Dashboard Activity List ï Latch Event Entry  

3.  To unlatch the device, click the Unlatch  button associated  with it on the 

Dashboard's Device Status list. The system displays the Device output unlatched 

dialog box.  

4.  Click OK to acknowledge the dialog. Within a few seconds an event entry similar 

to the example shown below display at the top of the Dashboard's Act ivity list.  
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Figure 12.  Dashboard Activity List ï Unlatch Event Entry  

Using the Dashboardôs Lock Early/Unlock Early/Follow Schedule Feature 

The Dashboardôs Lock Early/Unlock Early/Follow Schedule feature allows administrators to 

manually override a door timer schedu le to allow/disallow access under certain special 

circumstances.  When desired, the Administrator can then return the door device to its 

normal lock/unlock schedule.  

 

NOTE:  

Doors or devices that are overridden will only remain overridden until 
the next sc heduled event in the schedule, either to engage (lock) or to 
disengage (unlock).  The device or door still follows its schedule on the 
next appropriate schedule block.  

 

1.  To lock a door before  its normal scheduled time, click the Lock Early  button 

associate d with it on the Dashboard's Device Status list. The system displays the 

Door locked ahead of schedule dialog box.  

2.  Click OK to acknowledge the dialog. Within a few seconds an event entry similar 

to the example shown below display at the top of the Dashboar d's Activity list.  

 

Figure 13.  Dashboard Activity List ï Door Locked Event Entry  

3.  To unlock a door before  its normal scheduled time, click the Unlock Early  button 

associated with it on the Dashboard's Device Status list. The system displays the 

Door unlocked ahead of  schedule dialog box.  

4.  Click OK to acknowledge the dialog. Within a few seconds an event entry similar 

to the example shown below display at the top of the Dashboard's Activity list.  

5.  The ñActivate Devicesò field does not default to appear checked. You must check 

this box to allow this Administrator to activate devices from the Dashboard.  

 

Figure 14.  Dashboard Activity List ï Door Unlocked Event Entry  

6.  To return a door to its normal lock/unlock schedule, click the Follow Schedule  

button associated with it on the Dashboa rd's Device Status list. The system 

displays the Door returned to following configured unlock schedule dialog box.  
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7.  Click OK to acknowledge the dialog. Within a few seconds, an event entry similar 

to the example shown below display at the top of the Dashboa rd's Activity list.  

 

Figure 15.  Dashboard Activity List: Door Returned to Unlock Schedule  

To select a filter for devices displayed on the Dashboard  

1.  From the Status link at the top of any page , click on the Dashboard link .  

2.  Select a filter from the dropdown list next  to Filter .  

 

Figure 16.  Dashboard Display Filter  

3.  The corresponding device status for the selected filter will display. For more 

information on how to create a filter, refer to the section on Using Display 
Filters .  

Using th e Dashboardôs Alarm Console Feature 

The Dashboardôs Alarm Console feature allows administrators to view and acknowledge 

alarm events either individually or in bulk. When desired, the administrator can enter 

messages about alarm events on the alarm details page, acknowledging the alarm, updating 

it for future review, or clearing them from the alarm console  depending upon the type of 

alarm event.  

To enable  the Alarm Console  

1.  From the Configuration  dropdown menu, choose the Accounts tab  and c lick on 

the Account s link . The list of Accounts will appear.

2.  Select the account where you want to activate Alarm Console. The Edit Account 

Details page appears.

3.  Click Edit  at the bottom of the Account Details page.

4.  Check the Enable  checkbox under Alarm Console Settings.
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5.  If y ou only want alarms generated during a specific schedule to appear on the 

alarm console  and require acknowledgement , you may select a schedule from 

the dropdown menu next to Alarm Active Schedule .

6.  If you wish to assign a priority system to alarm events, yo u may input an Alarm 

Priority Minimum  and Alarm Priority Maximum  as a numeric range.

7.  You may ignore Threat Levels  or select under what Threat level conditions the 

device will report alarm events.

8.  Click Save .

To enable Alarm for Control Panels  

1.  From the Conf iguration  dropdown menu, c hoose the Accounts tab and click on 

the Accounts link. The list of Accounts will appear.

2.  Select the account where you want to activate Alarm Console. The Edit Account 

Details page appears.

3.  Click Edit  at the bottom of the Account D etails page.

4.  If you want specific instruction text to appear when an alarm event for a control 

panel occurs, select from the Instruction Text  dropdown menu. See the Alarm 

Text  section of the manual on how to create instruction text.

5.  You may assign an Alarm  Priority  to alarm events for control panels.

6.  Click Save .

Figure 17.  Alarm Console Settings  

Alarm Text  

Alarm Text allows administra tors with appropriate permissions to create instructions for 

alarm events and precanned acknowledgements for use when reviewing and ac knowledging 

alarm events.  
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To create new Alarm Text  

1.  From the Configuration dropdown menu, choose the Accounts tab and click on 

the Alarm Text  link. The Alarm Text list will appear.  

2.  Click on the Create New Alarm Text  button.

3.  Select the Type  of alarm text you  would like to generate from the dropdown 

menu.

4.  Type in a Summary  to describe the alarm text.

5.  Enter the Text  of the alarm text into the provided field.

6.  Click Save .

Figure 18.  Creating an Alarm Text Message  

To acknowledge, update , or clear  an Alarm Event(s)  

1.  From the  Dashboard, click on the Alarm Console  tab. The Alarm Console section 

of the Dashboard displays all the listed alarm events.

2.  Select a single alarm event by checking the checkbox on the left next to the 

single alarm event , or you may  select all events by ch ecking the checkbox next 

to Time  at the top of the Alarm Console tab.

3.  Click the + button or the Bulk  link above it to take you to the Alarm Details 

popup window.

4.  If desired, select a precanned acknowledgement from the Canned Message  

dropdown menu or simply  enter information into the Message  text field below.

5.  To update an alarm event, click the Update Alarm  button.  This returns you to 

the Alarm Console dashboard, and an Alarm Update d message appears in the 

activity log along with any message entered into th e Message  text field.

6.  To acknowledge an alarm event, click the Acknowledge Alarm  button.  You are 

returned to the Alarm Console dashboard, and an Alarm Acknowledged  message 

appears in the activity log along with any message entered into the Message  

text fi eld.

7.  To clear an alarm event, click the Clear Alarm  button.  You are returned to the 

Alarm Console dashboard, and an Alarm Cleared  message appears in red in the 

activity log, along with any message entered into the Message  field.
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NOTE: Clearing Alarms  

Clearing an alarm removes  an alarm event that is still not in its normal 
state off of the alarm console. For example, normally a door ajar alarm 
stays on the console until it is both  acknowledged and the door is 
closed again. If you want to remove the alarm event before actually 
closing the door, you can acknowledge the alarm event, then bring up 
the Alarm Details popup window again and press the Clear Alarm  
button, which will forcibly remove the alarm event from the alarm 
console.  

Figure 19.  Alarm Update/Acknowledg ement  

 

Figure 20.  Alarm Clear  

Enabling Alarm Events for Doors, Valid Credential Devices, and Elevators  

An administrator with appropriate permissions can enable alarm events for doors, valid 

credential devices, and elevators by  defining the privileges on the Edit Dev ice  page . This 

allows failed access events to appear as alarms, as well as allowing the combination of 

multiple alarm events of the same type into a single reported alarm event.  
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To enable alarm events for doors, valid credent ial devices, and elevators  

1.  From  the  Configuration  dropdown menu, choose the Devices tab and then click 

on Devices . If you are enabling an existing device to use Alarm Console, simply 

click on the device you wish to enable and click Edit at the bottom of the Device 

Details page, then ski p to step 5.

2.  Click on the Create New Device  button.

3.  Select the Type  of device from the dropdown menu, choosing Door, Valid 

Credential Device, or Elevator.

4.  Select a Subtype  if you wish to make this a device profile.

5.  In the Alarm Console Settings  section of the page, check the Include failed 

access as alarm  checkbox if you wish to include failed access events as alarm 

events.

6.  Check the Combine Alarms  checkbox if you wish to combine multiple alarm 

events of the same type into a single reported alarm event.

7.  Ent er Instruction text if desired.

8.  Enter an Alarm Priority  if desired.

9.  Select an Alarm Active Schedule  from the dropdown menu if desired. If a 

schedule is selected here, the alarm events will appear during the selected 

schedule as well as during any selected schedule under the Alarm Console 

Settings  for the entire account.

10.  You may ignore Threat Levels  or select under what Threat level conditions the 

device will report alarm events . 

11.  Click Save . 

 

Figure 21.  Alarm Console Settings for Doors, Valid Credential Devices, and E levators  

Enabling Alarm Events for Event Triggers, Input Switches, and Schedule Controlled Devices  

An administrator with appropriate permissions can enable alarm events for event triggers, 

input switches, schedule controlled devices, and muster points by d efining the privileges on 

the Edit Device page. This allows standard events to appear as alarms, as well as allowing 

the combination of multiple alarm events of the same type into a single reported alarm 

event.  
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To enable alarm events for event triggers, in put switches, and schedule contro lled devices  

1.  From  the  Configuration dropdown menu, choose the Devices  tab then click on 

the Devices  link . If you are enabling an existing device to use Alarm Console, 

simply click on the device you wish to enable and click Edit at the bottom of the 

Device Details page, then skip to step 5.

2.  Click on the Create New Device  button.

3.  Select the Type  of device from the dropdown menu, choosing event trigger, 

input switch, schedule controlled device, or muster point.

4.  Select a Subtype  if you want to make this a device profile.

5.  In the Alarm Console Settings  section of the page, check the Standard events as 

alarm  checkbox if you wish to include standard events as alarm events.

6.  Check the Combine Alarms  checkbox if you wish to combine mult iple alarm 

events of the same type into a single reported alarm event.

7.  Enter Instruction  text if desired.

8.  Enter an Alarm Priority  if desired.

9.  Select an Alarm Active Schedule  from the dropdown menu if desired. If a 

schedule is selected here, the alarm event s will appear during the selected 

schedule as well as during any selected schedule under the Alarm Console 

Settings  for the entire account.

10.  You may ignore Threat Levels  or select under what Threat level conditions the 

device will report alarm events .

11.  Click  Save.

Figure 22.  Settings for Event Triggers, Input Switches, Etc.  

Using the Dashboardôs Swipe & Show feature 

The Dashboardôs Swipe & Show feature allows administrators to view valid credential events 

at a selected device, seeing the current and the seven previous  events. When desired, the 

administrator can select any of the photos in the gallery and call up the photo, time, and 

date of that particular valid credential event . 
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To use Swipe & Show  

1.  From the Status  dropdown menu, select Dashboard.

2.  Click on the Swipe & Show tab of the Dashboard.

3.  Click on the Select Device link in the upper right hand corner of the Swipe & 

Show section. The Select Device popup window appears.

4.  Choose a device from the available list by clicking on it. You are returned to the 

Swipe & Show p age.

5.  The last valid credential device read  display s the user name, as well as the time 

and date stamp of the read, along with the photo image attached to the user 

profile.

6.  The last eight valid credential device reads along with their respective photo 

image s display along the bottom of the page. Selecting any of the images from 

the gallery at the bottom recalls the user photo and the time and date of last 

access .

7.  As new valid credential reads occur, the oldest image is removed and the newest 

image is placed at the beginning of the line.

Figure 23.  Swipe & Show display  
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Using Display Filters  

AparatoÊ allows users to control the devices for which status displayed on the Device 

Status section of Dashboard by creating Display Filters.  

To view filters  

1.  Scroll over the Conf iguration  link. The sub -navigation menu displays.  

2.  From the Dashboard link,  click Display Filters . The Display Filters  page displays.  

 

Figure 24.  Filters  

3.  To view the details for a particular filter, click on the filterôs name. The Filter 

Details page displays.  

 

Figure 25.  Filter Details  

To create a filter  

1.  Scroll over the Configuration  link. The sub -navigation menu displays.  

2.  From the Dashboard link,  click Display Filters . The Display Filters page displays.  

3.  Click ñCreate New Filterò at the top of the page. The ñEdit Filterò page will 

display.  
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Figure 26.  Create New Filter  

4.  In the field next to ñName,ò enter a name for the filter. 

5.  Click to select which device(s) will appear in the filter. A popup list will 

appear. Select each new device to add to the filter which will then appear in the  

Selected Devices box.   

6.  Click Save . You are returned to the Filter Details page.  

 

To edit a filter  

1.  Scroll over the Configuration  link. The sub -navigation menu displays.  

2.  From the Dashboard link,  click Display Filters . The Display Filters page displays.  

3.  Click the filter you wish to edit. The Filter Details page displays.  

4.  Click ñEdit Filterò at the bottom of the page. The ñEdit Filterò page will display. 

5.  When you have finished making changes to the filter, click Save . You are 

returned to the Filter Details p age.  

To delete a filter  

1.  Scroll over the Configuration  link. The sub -navigation menu displays.  

2.  From the Dashboard link,  click Display Filters . The Display Filters page displays.  

3.  Click the filter you wish to delete. The Filter Details page displays.  

4.  Click ñDeleteò at the bottom of the page. Click OK in the confirmation prompt. 

You are returned to the Filters page.
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Live Map/Floorplan  

Once a map/floorplan has been created, icons added, and regions established, then an 

administrator with appropriate permissions  can utilize the Live Map  feature under the 

Dashboard  link.  

To use the Live Map feature:  

1.  Scroll over the Status  link.  The sub -navigation menu displays.

2.  From the sub -navigation menu, click the Maps/Floorplans  link.  A popup window 

with a list of map names appears.  Select the map you wish to use.

3.  The Live Map page will appear with the icons and regions in their current states 

(either normal or alarm).

 

NOTE:  

An icon representing a programmable device or door will appear as its 
normal color (default is gree n) if in a normal state (such as unlocked or 
locked).  The icon will switch to its alarm color (default red) if in an 
alarm state such as door ajar or wire cut.  

4.  To interact with a device, scroll over the icon representing that device.  The 

name and curre nt status of the device will appear in a popup window.

5.  If the device can be controlled via the browser, if you click on the icon, a button 

will appear (for example, Pulse  for a door).

6.  Zoom  ï to zoom in, out, or reset the default size of the live map, there  are three 

buttons in the upper right hand corner of the screen ( + ), ( - ), and ( fit ).

7.  Choose Map  ï to choose a new map for live view, click on the Choose Map  

button and a popup window with available maps will appear.  Select the map 

you wish to view live an d you are returned to the Live Map page.

 

Figure 27.  View Live Map  
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5.  Accounts  



Page 45  of 299  

 

  
© 2011  Brivo Systems LLC. All rights reserved.  10/17/2011  

What is an Account?  

An account  is essentially a ñspan of control.ò With the AparatoÊ family of applications, there 

is usually only one account: the System Account. This is the account tha t manages the 

overall facility at which the system is installed. The control of all doors, exterior and interior, 

as well as all devices, is managed by this one account.  

If sections of the facility are leased out, then there may also be one or more Tenant 

Accounts in addition to the System Account. In cases such as this, the System Account is 

used to manage the overall facility, such as access to lobby doors or a cafeteria. Tenant 

Accounts, on the other hand, are used to manage the access of user groups ass ociated with 

the tenant organization.  

 

 

NOTE:  

Administra tion permissions to sub -accounts are controlled by the role -
based administration settings.  Roles can be granted permissions to 
sub -accounts, so system account administrators can be given as 
restri cted as needed set of capabilities in sub -accounts.  
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Defining the Initial System Account Administrator  

An Administrator with full permissions  must be defined for the System Account before any 

other data is entered. When you first log in to the System Acc ount, you are automatically 

taken to the Welcome page and prompted to create a System Account Administrator.  

To log in for the first time:  

1.  In your web browser, enter the address for the AparatoÊ.   

2.  The Log In page displays.  

 

Figure 28.  Log In  

3.  In the Username  field, enter admin .  

4.  Leave the Password  field blank.  

5.  Click Login . The Welcome page displays.  
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Figure 29.  System Account Administrator  Creation Page  

To define the initial System Account Administrator  

1.  In the First Name, Middle Name and Last Name  fields enter the first, middl e, and 

last names of the Administrator for the System Account.  The first name and last 

name are required fields.  

2.  If you want a photograph linked to this administrator, you may click on either 

the Take Photo  button to use a webcam or the Upload Image  to up load an 

already existing image.  

3.  The Username  defaults to admin . For security reasons, you may want to 

change the Username of the System Account Administrator, but you are not 

required to do so.  

4.  Select a Preferred Language  from the dropdown list.  

5.  Select a Preferred Date Format  from the dropdown list.  

6.  In the Password  field, enter a password for the Administrator. Re -enter the 

exact same password in the Confirm Password  field. Both of these fields are 

required.  

7.  Select an Email  for the System Account Administr ator.  
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NOTE:  

The password that is set on this first page is used to control access to 
the console configuration for AparatoÊ.  After setting up your initial 
Administrator, you will need to use that password with the username 
óadminô to log into the console.  The password may then be changed 
from the console if necessary.  

Do not lose this password, or you will not be able to log into the 
console interface in the future without it.  

 

 

 

NOTE:  

The Username and Password fields are required for all Administra tors. 
The username and password combination determine the 
Administratorôs access to the AparatoÊ application, and must be 
entered the next time the Administrator logs in.  

 

8.  Click Save and continue to Account Setup . The Edit Account Details page 

displays.  

 

To set up the System Account:  

 

Figure 30.  Set up System Account  

1.  After defining a System Account Administrator, you are prompted to name the 

System Account and identify a main contact for it. Other than Name , all of the 

fields on this page are optional.  
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2.  Enter the Nam e for the System Account. If the facility is occupied by a single 

business, you probably want to use the name of that business. If the facility has 

more than one tenant, you may want to use the building name, the building 

address, or the landlordôs name. 

3.  Enter the Main Contact  for the System Account. This is the person primarily 

responsible for the operation of AparatoÊ at this facility. For Tenant Accounts, 

the main contact is the person who deals with the System Account management 

company.  

4.  Enter the compl ete Address  for the main contact. The format of this address will 

vary depending on the location of the facility. For example, in the United States 

the address should include a street number and name on line, possibly a suite or 

office number on the second  line, and the city, state and zip code on the last 

line.  

5.  Enter the complete Phone  number for the main contact. The format of the phone 

number will vary depending on the location of the facility. For example, in the 

United States the phone number should in clude a 3 -digit area code, a 7 -digit 

number, and possibly an extension.  

6.  Enter an Email  address for the main contact.  

7.  Enable Threat Level  functionality. Check the ñEnable Threat Levels ò to be able to 

use Threat Level functionality . 

8.  Click Save and Finish Set up . The System Activity page displays. You are now 

ready to begin configuring the system. See the section on System Management . 
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Viewing Account Details  

Administrators with appropriate permissions can view basic acc ount information on the 

Account Details page. This overview displays contact information for the account as well as 

a list of Administrators and devices defined for the account.  

To view details for a specific account:  

1.  Scroll over the Configuration  link at the top of any page. The sub -navigation 

menu displays.  

2.  From the Account link,  click Account Details . The Account Details page displays.  

 

Figure 31.  View Account Details  

Details displayed include:  

 Main Contact.  The name of the person primarily responsible for the ope ration of the 

system at this facility  

 Address.  The complete mailing address for the main contact for the account.  

 Phone.  The phone number(s) for the main contact.  

 Email. The email address for the main contact.  

 Enable Threat Levels . Whether or not the acco unt has Threat Level  functionality 

enabled.  

 Alarm Console Settings.  Whether or not this account has Alarm Console functionality 

enabled, and if enabled, when alarms are active, any alarm priorities that have been 

set, and if alarms are linked to specific t hreat levels.  
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 Alarm for Control Panels.  Whether or not there are any alarm texts for control panel 

alarm events and what the alarm priority is for those events.  

 Password Complexity Rules.  Whether or not the password rules for the account will 

follow:  

o A m in imum password length ( the default is 8 characters) .  

o Requir ing  at least one non -alphanumeric character.  

o Requir ing  at least one upper -case and one lower -case letter.  

o Requir ing  at least one numeric character.  

 Statistics. Shows the number of Users, Groups, Sch edules, Account Administrators, 

and Devices for the selected account.  

 

 
NOTE:  

Administrator status is assigned to a user on the Administrators  page. 
See Creating an Administrator for more information.  

 

 
NOTE:  

Doors and devices are defined in the Devic es section. See the section 
on Managing Devices  for more information.  

 

Administrators with appropriate permissions can:  

 Click Back to List  to return to the Accounts list.  

 Click Create New Account  to access a blank  Edit Account Details page in order to 

create a new Tenant Account.  

 Click Edit  to access the Edit Account Details page associated with this account.  
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Creating Tenant Accounts  

By default, the account you create when you first log in is automatically define d as the 

System Account. All subsequent accounts are automatically defined as Tenant Accounts.  

Only Administrators with appropriate permissions  can create new Tenant Accounts.  

To create a Tenant Account:  

1.  Scroll over the Configuration  link at the top of an y page. The sub -navigation 

menu displays.  

2.  From the Account link , click Account Details . The Account Details page displays.  

3.  Click Create New Account . The Edit Account Details page displays with blank 

fields.  

 

Figure 32.  Create Tenant Account  

4.  In the Name  field enter a  descriptive name for the account, such as the name of 

the business. This is the only required field on this page  

5.  In the Main Contact  field enter the name of the person primarily responsible for 

managing the interface for this account.  
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6.  In the Address  field  enter the complete address for the person identified as the 

main contact. The format of this address will vary depending on the country in 

which the account is located. For example, in the United States the address 

should include the street number and nam e, office number, city, state, and zip 

code.  

7.  In the Phone  field enter the complete phone number for the person identified as 

the main contact. As with the address, the format of the phone number will 

depend on the country. In the United States, this field would contain a three -

digit area code, a seven -digit number, and possibly an extension.  

8.  In the Email  field enter the email address for the main contact.  

9.  Enable Threat Level  functionality for the account. Check the ñEnable Threat 

Levelsò to be able to use threat levels on the tenant account .  

10.  Enable Alarm Console Settings functionality for the account. Check the ñEnableò 

checkbox to set scheduling, priority, and threat level functionality.  

11.  In the Password Complexity Rules section, enter the required minimum 

password length, and whether or not the password will require non -

alphanumeric, upper -case and lower - case, and/or numeric characters.  

12.  Click Save . At the top of the page, the active account displays. To change the 

active account, click on the Active Account  link and select the new Active 

Account from the list.   

 

 

Figure 33.  View Active  Account  

 
NOTE:  

You now have a multi -account setup. See Tenant Accounts  for 
guidelines on managing these accounts.  
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13.  If you choose not to assig n an Administrator to the new account, you can:  

 Click Create New Account  to create another Tenant Account without first 

assigning an Administrator to this one. You can always assign an 

Administrator at a later time.  

 Click Back to List  to return to the Acc ounts list without first assigning an 

Administrator to this account. You can always assign an Administrator at a 

later time.  

 Click Edit  to access the Edit Account Details page to make changes to this 

account before first assigning an Administrator.  

 Click Delete  to remove the account from the system.  

 

 

NOTE:  

If there are no Administrators with permissions to a Tenant Account, 
the tenant will not be able to log in to the account, and the account will 
remain under the complete control of the System Account until an 
Administrator is assigned.  
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Managing Account Contact Information  

Once an account is created, all contact information can be edited by any Account 

Administrator with appropriate permissions.  

To edit account contact information:  

1.  Scroll over the Configuration  link at the top of any page. The sub -navigation 

menu displays.  

2.  From the Account link,  click Account Details . The Account Details page displays.  

3.  Click Edit . The Edit Account Details page displays.  

 

Figure 34.  Edit Account Details  

4.  You can change the account  Name , but you cannot delete it. This is the only 

required field on this page.  

5.  Update the remaining fields according to the procedures for creating tenant 

accounts.  

6.  Enable Threat Levels  functionality for the account. If you choose to allow the 

account to b e able to use Threat Levels , click the ñEnable Threat Levels ò box. 

7.  Enable Alarm Console Settings  for the account. If you choose to allow the 

account to use Alarm Console Settings, click the ñEnableò box. 

8.  Edit Password Complexity Rules  for the account as ne eded.   

9.  Click Save . You are returned to the Account Details page with the updated 

information displayed.  
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6.  Administrators and Administrator 
Roles  

Administrators are  people  with access to AparatoÊ, the web -based interface.  These 

permissions are defined by the administrator roles feature, which details very specifically 

what sections of the interface an administrator has access to as well as what processes an 

administrator is allowed to use.  

The creation of the first administrator, or System Administrator, is de tailed in the previous 

chapter.  



Page 57  of 299  

 

  
© 2011  Brivo Systems LLC. All rights reserved.  10/17/2011  

To view current administrators:  

1.  Scroll over the Configuration  link.  The sub -navigation menu displays.

2.  From the  Account  link , select Administrators.  The Administrators List page 

displays.

 

Figure 35.  View Current Administrators  

To c reate a new administrator:  

1.  Scroll over the Configuration  link.  The sub -navigation menu displays.

2.  From the Account link , select Administrators.  The Administrators List page 

displays.

3.  Click on the Create New Administrator  button.

 

Figure 36.  Create New Administrator  

4.  Click on the User link. The Select User popup window will appear. Select the 

user to link to this administrator or click the None (Leave selection blank) 

button.  If you click the None (Leave selection blank)  button, you are not able to 

save the administr ator.
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5.  Select a Username  for this administrator.

6.  Select a Preferred Language  from the dropdown list.

7.  Select a Preferred Date Format  from the dropdown list.

8.  Select a Password  for the new administrator and enter it again in the Confirm 

Password  field.  The req uired Password Complexity Rules  are listed above the 

Password field.

9.  Select one or more Available Roles  and click on the left arrow to move the 

administrator roles from the right box to the left.

10.  Click Save . You are returned to the Administrator Details pa ge.

 

Figure 37.  View Administrator Details  

To edit an administrator:

1.  Scroll over the Configuration  link.  The sub -navigation menu displays.

2.  From the Account  link, select Administrators . The Administrators List page 

displays.

3.  Click on the administrator you wish to ed it. The Administrator Details page 

displays.

4.  Click Edit . The Edit Administrator page displays.

5.  Update the necessary  fields  and click Save .  You are returned to the 

Administrator Details page.

 

To delete an administrator:  

1.  Scroll over the Configuration  link.   The sub -navigation menu displays.

2.  From the Account link, select Administrators.  The Administrators List page 

displays.

3.  Click on the administrator you wish to delete. The Administrator Details page 

displays.

4.  Click Delete  and click OK in the confirmation p opup window. You are returned to 

the Administrators List page.

 

WARNING: Deleting Administrators  

Deleting an administrator cannot be undone. Do not delete an 
administrator without being fully aware of the consequences.  
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WARNING: No Administrators Left !  

ñWarning:  There are no administrators on this account with full access. 
Please create an administrator login with full access to this account 
before performing any other user operations.ò 

If you get this message while deleting a user or administrator, yo u 
have attempted to disable the last administrator with full access to this 
system. Please make sure another administrator has full access before 
disabling this one.  

 



Page 60  of 299  

 

  
© 2011  Brivo Systems LLC. All rights reserved.  10/17/2011  

Administrator Roles  

Administrator roles are an assigned set of permissions that allow an  administrator access to 

the various sections of the AparatoÊ.  For example, the AparatoÊ provides a few preloaded 

administrator roles, one of which is called Receptionist.  An administrator who has been 

given the role of receptionist has the capability to  view and modify device status and to 

view activity.  If additional permissions are desired, a new administrator role can be created 

or an existing administrator role can be edited to add new permissions.  

Administrators can be assigned a number of differen t roles, all granting different 

permissions.  If any action is granted by a role, an administrator with that role is allowed 

that action regardless of other roles the administrator may have.  

Each account in the system has a reserved role, called System Adm inistrator  or Account 

Administrator  (for the system and sub -accounts respectively).  These roles cannot be 

modified or deleted, and have certain permissions that cannot be granted to other roles.  

For example, the ability to create and edit new administrat or roles is restricted to the 

reserved role only.  As a special case, the System Administrator  role must always be 

assigned to at least one administrator.  Th is protects against accidental complete system 

lock -out.  

To view administrator roles:  

1.  Scroll over the Configuration  link.  The sub -navigation menu displays.

2.  From the Account link,  select Administrator Roles.  The Administrator Roles List 

page displays.

 

Figure 38.  View Administrator Roles  
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Definitions of Permissions  

Below is a list of definitions for each of the various permissions allowed when setting up or 

editing an administrator role.  

 

Administrator Controls  

View  ï allows an administrator to view content for a particular permission.  

Modify  ï allows an administrator the ability to modify data in relation to a p articular 

permission.  

Create  ï allows an administrator the ability to create new data in relation to a particular 

permission.  

Delete  ï allows an administrator to delete data in relation to a particular permission.  

Allow  ï allows an administrator the right to perform an action in regards to a particular 

permission.  

Targets  ï refers to the entities within an account that this permission will be affecting.  

 

Permissions:  

Make System Backup  ï allows an administrator with this permission to perform a system 

backu p of the AparatoÊ. 

System Settings  ï allows an administrator to view and/or modify the system settings of the 

AparatoÊ, including things like system date/time, upgrading the firmware, and license keys. 

Network Settings  ï allows an administrator to view and /or modify the network settings of 

the  AparatoÊ, including things like network configuration or panel discovery. 

Database  ï allows an administrator to view and/or modify the database of the AparatoÊ.  

This includes such activities as bulk user imports, and  backing up and restoring the full 

application database.  

Accounts -  allows an administrator to view and/or modify information related to one or more 

accounts of the AparatoÊ. 

Administrators ï allows an administrator to view, modify, create, and/or delete 

administrators on the AparatoÊ. 

Administrator Roles  ï allows an administrator to view administrator roles.  

Users  ï allows an administrator to view, modify, create, and or delete users in the 

AparatoÊ database. 

Manage User Group Memberships  ï allows an admin istrator to view and/or modify the group 

members of users in the AparatoÊ database for one or more accounts. 

Custom Field Definitions  ï allows an administrator to view, modify, create, and/or delete 

custom fields of the AparatoÊ for one or more accounts. 

Custom Field Data  ï allows an administrator to view and/or modify the data in custom fields 

in the AparatoÊ database for one or more accounts. 

Cards  ï allows an administrator to view, create, and/or delete cards in the AparatoÊ. 

Card Formats  ï allows an adm inistrator to view, modify, create, and/or delete card formats 

in the AparatoÊ. 
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Badge Templates  ï allows an administrator to view, modify, create, and/or delete badge 

templates in the AparatoÊ. 

Print Badge  ï allows an administrator to print badges in from a given set of badge 

templates on the AparatoÊ. 

Control Panels  ï allows an administrator to view, modify, create, and/or delete control 

panels associated with the AparatoÊ. 

Devices  ï allows an administrator to view, modify, create, and/or delete devices in  the 

AparatoÊ. 

Device Status  ï allows an administrator to view and/or modify the status of devices 

associated with the AparatoÊ for a given set of devices. 

DVR Drivers  ï allows an administrator to view, create, and/or delete DVR drivers for the 

AparatoÊ. 

Filters  ï allows an administrator to view, modify, create, and/or delete filters in the 

AparatoÊ. 

Groups  ï allows an administrator to view, modify, create, and/or delete groups in the 

AparatoÊ. 

Holidays  ï allows an administrator to view, modify, create, and /or delete groups in the 

AparatoÊ. 

Maps  ï allows an administrator to view, modify, create, and/or delete maps in the 

AparatoÊ. 

Email Notifications  ï allows an administrator to view, modify, create, and/or delete email 

notifications in the AparatoÊ. 

Schedul es ï allows an administrator to view, modify, create, and/or delete schedules in the 

AparatoÊ. 

Threat Levels  ï allows an administrator to view, modify, create, and/or delete threat levels 

in the AparatoÊ. 

Antipassback Zones  ï allows an administrator to vie w, modify, create, and/or delete 

antipassback zones in the AparatoÊ. 

Activity  ï allows an administrator to view activity in the AparatoÊ. 

Administrative Journal  ï allows an administrator to view the Administrative Journal in the 

AparatoÊ. 

Change Threat Lev el  ï allows an administrator to change the threat level in the AparatoÊ 

for one or more accounts.  

Schedules Status  ï allows an administrator to view and/or modify the status of schedules in 

the AparatoÊ for one or more accounts. 

Reset Antipassback Zones  ï allows an administrator to reset antipassback zones in the 

AparatoÊ for one or more accounts. 

View Live Video  ï allows an administrator to view live video in the AparatoÊ for one or 

more accounts.  

View Archive Video ï allows an administrator to view archiv e video in the AparatoÊ for one 

or more accounts.  
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Alarm Console Settings  ï allows an administrator to view, modify, create, and delete the 

alarm console settings in the AparatoÊ for one or more accounts. 

Alarm Console  ï allows an administrator to acknowled ge the alarm console for one or more 

accounts.  

Alarm Bulk Acknowledge  ï allows an administrator the right to bulk acknowledge alarm 

events on the alarm console.  

Reports ï allows an administrator the right to view, modify, c reate, and delete reports.  

Schedu led Reports ï allows an administrator the right to view, modify, create, and delete 

scheduled reports.  

To create an administrator role:  

1.  Scroll over the Configuration  link at the top of any page. The sub -navigation 

menu displays.

2.  From the Account link,  clic k Administrator Roles  from the dropdown list. The 

Administrator Roles  list displays .

3.  Click Create New Administrator Role .  The Edit Administrator Role page displays.
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Figure 39.  Create New Administrator Role  

4.  Enter a Role Name  for the new Administrator Role.

5.  Select which Accounts  in which you wish this Administrator Role to be used.  If 

you wish it to be used in all accounts, simply check the All Accounts  checkbox.

6.  If you wish this administrator role to be limited by a specific schedule, click on 

the Limiting Schedul e link and select the appropriate schedule from the popup 

window.

7.  You may have the administrator role ignore the Threat Level , or select under 

what threat level condition the administrator role will function.

8.  Select which Permissions  this administrator rol e will have.  See Definitions of 

Permissions above for details on each permission.

9.  When finished, click Save .  You are returned to the Administrator Role List page.
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To edit an administrator role:  

1.  Scroll over the Configuration  link at the top of any page. The sub -navigation 

menu displays.

2.  From the Account link, click Administrator Roles  from the dropdown list. The 

Administrator Roles  list displays .

3.  Click on the administrator role you wish to edit.  The Administrator Role Details 

page displays.

4.  Click Edit .  The Edit Administrator Role page displays.

5.  When you have finished making changes to the administrator role, click Save .  

You are returned to the Administrator Role Details page.

To delete an administrator role:  

1.  Scroll over the Configuration  link at the top  of any page. The sub -navigation 

menu displays.

2.  From the Account link , click Administrator Roles  from the dropdown list. The 

Administrator Roles  list displays .

3.  Click on the administrator role you wish to delete.  The Administrator Role 

Details page display s.

4.  Click Delete .  A popup box appears warning you this action is permanent.  Click 

OK.   You are returned to the Administrator Roles list page.

 

NOTE:  

Any administrators using a deleted role will simply lose any permissions 
that role allowed them to use, unless duplicated by another role that 
they also have assigned.  If the deleted administrator role was the only 
role assigned to them, their adm in login will still work, but they will 
have no ability to use the system other than to change their password.   

To copy an administrator role:  

For ease of use, administrator roles can be duplicated using a copy feature.  This allows, for 

example, a certa in set of permissions to be used multiple times for different accounts 

without having to recreate the role manually every single time.  

1.  Scroll over the Configuration  link at the top of any page. The sub -navigation 

menu displays.

2.  From the Account link, click  Administrator Roles  from the dropdown list. The 

Administrator Roles  list displays .

3.  Click on the administrator role you wish to copy.  The Administrator Role Details 

page displays.

4.  Click Copy This Role .  The Edit Administrator Role page displays with all o f the 

details of the copied role.

5.  Enter a new Role Name for the new role.

6.  Make any addition changes as needed.  When finished, click Save .  You are 

returned to the Administrator Role Details page.
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7.  Schedules and Holidays  
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What are Schedules?  

A schedule  is an editable, reusable time template that can be used to control such things as 

when a door is accessible or when a device is activated. A userôs access privileges are the 

result of a three -way relationship that is created between:  (1) a group of users, (2 ) a 

secured device, and (3) a schedule.  

A group of users is permitted access to a device, such as a door, according to a predefined 

schedule. This access is granted on the Edit Group page. (Refer to the section on Creating a 
Group .) This page lets you define access to single door or device differently for individual 

groups of users. For example, the group ñStaffò may have access to the ñFront Doorò 

according to the schedule ñWork Day,ò which allows them to access the door, using a valid 

credential, between the hours of 7:00AM and 6:00PM. At the same door, the group 

ñCleaning Crewò may have access according to the ñNight Shiftò schedule, permitting them 

access only during the hours of 8:00PM and midnight.  

Schedules al so allow one - time activate or inactive blocks to be defined. For example, if a 

training session will be taking place at 7:00 PM to 10:00 PM on the 1 st  of the month, the 

ñWork Dayò schedule can add a one-time change to the schedule allowing the ñStaffò group 

to have access to the facility until 10:00 PM on that day. Additionally, monthly recurring 

schedule blocks can be defined as well.  For example, if the training session were to become 

a monthly occurrence,  

A door can also be assigned an Unlock Schedule,  which specifies a period of time during 

which no credential is required to access the door; all users have free access during the 

Door Unlock Schedule period. Likewise, a device may be assigned an Active Schedule, a 

period during which the device is in op eration. Before any of these devices are created, you 

must first define the schedule according to which they will operate. (For more information 

on devices, see the section on Managing Devices .)  
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What are Holidays?  

An observed holiday is a specific time period  during which schedules refer to their Holiday  

override columns instead of to the day of week. If a scheduleôs Holiday  column is blank, the 

schedule will not be active during that time period.  
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Browsing the Sche dules List  

The Schedules list displays a list of all schedules currently defined for the account.  

Administrators with appropriate permissions can view the schedules associated with their 

own accounts.  

To view the list of schedules:  

1.  Scroll over the Config uration  link at the top of any page. The sub -navigation 

menu displays.  

2.  From the Scheduling link , click Schedules . The Schedules list  page displays.  

 

Figure 40.  View Schedules List  

Details displayed include:  

This page lists all the schedules currently defined for the  account. Two schedules are 

defined automatically when the System Account is first created: ñAlwaysò and ñMonday ï 

Friday 9 -5ò.  

Administrators with appropriate permissions can:  

 Click a schedule to access the corresponding Schedule Details page.  

 Click Crea te New Schedule  to access a blank Edit Schedule page in order to define a 

new schedule.  
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Viewing Schedule Details  

Administrators with appropriate permissions can view basic schedule information on the 

Schedule Details page. This overview indicates the time s during which the selected schedule 

is active.  

To view details for a specific schedule:  

1.  Scroll over the Configuration  link at the top of any page. The sub -navigation 

menu displays.  

2.  From the Scheduling link , click Schedules . The Schedules list  page display s.  

3.  Click the schedule you want to view. The corresponding Schedule Details page 

displays.  

 

Figure 41.  View Schedule Details  

Details displayed include:  

For each day of the week, Sunday through Saturday, this page indicates the ñonò periods for 

the selected schedule. In other words, when this schedule is assigned to a door, these are 

the periods during which the door is automatically unlocked. When it is assigned to a group, 

these are the periods during which users may access the device(s)  for which they have 

privilege s. Schedules may be affected by Threat Levels and the Threat Level indicator shows 

if a schedule is affected or if the schedule ignores Threat Levels (as above).  

Administrators with appropriate permissions can:  

 Click the name of the Activating Group  to acc ess the associated Group Details page.  

 Click Back to List  to return to the Schedules list.  

 Click Create New Schedule  to access a blank Edit Schedule page in order to create a 

new schedule.  

 Click Edit  to access the Edit Schedule page associated with this s chedule.  

 Click Delete  to remove the schedule from the system.  

 



Page 71  of 299  

 

  
© 2011  Brivo Systems LLC. All rights reserved.  10/17/2011  

Creating a Schedule  

Administrators with appropriate permissions can create new schedules.  

To create a schedule:  

1.  Scroll over the Scheduling  link at the top of any page. The sub -navigation menu  

displays.  

2.  From the sub -navigation menu, click Schedules . The Schedules list page 

displays.  

3.  Click Create New Schedule . The Edit Schedule page displays with blank fields.  

 

Figure 42.  Create New Schedule  

4.  Enter a brief, descriptive Name  for the schedule, such as ñNight Shiftò or 

ñCleaning Crew.ò  

5.  If this is a Group Enabled Schedule, select the Enabling Group  from the drop -

down list and enter an associated Grace Period . Please refer to the section on 

Creating a Group Enabled Sched ule      before assigning an activating grou p to any 

schedule.   
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WARNING: Group Enabled Schedules  

Group Enabled Schedules support the AparatoÊ First -Person - In 
and Supervisor -on -Site functionality. If you assign an enabling 
activating group to a schedule without first understanding how 
this feature works you may inadvertently create a security risk. 
Refer to the section on Creating a Group Enabled Schedule  
before assigning an activating group to any schedule.  

 

6.  For each day of the week, use the schedule graph to define a block of time 

during which the schedule is active. Active blocks determine when a group of 

users has access to a door or device or when a device is operational.  

Å To define  an active block, click on a  gray column for any day (i.e., 

Mon ). Click at the desired start point (e.g.., 8:00 AM) and drag the 

cursor down to the desired end point (e.g., 5:59 PM), and then 

release. Two things happen. First, this block of time is added to the 

Block  drop -down list a s a menu option (e.g., as Mon 8:00 am ï 5:59 

pm ). Second, whenever the block is highlighted in the schedule 

graph, the start and end times display in the Start  and End  fields.  

Å To edit a block of time once it is defined, click the block name on the 

Block  drop -down list or click the highlighted block on the schedule 

graph, and then use the Start  and End  fields to change the time 

range .  

Å To delete  an access block, click inside the block to highlight it then 

click Delete Block . The block is cleared from the sc hedule graph, the 

associated menu option is removed from the Block  drop -down list, 

and the Start  and End  fields become inactive.  

Å To repeat  an access period for the work week, fill in the Monday 

column, and then click Copy Mon -> Mon -Fri .  

Å To clear  all acti ve blocks, click Clear .  

Å To revert to the most recently saved settings, click Revert .  

7.  A schedule refers to its Holiday  column during defined holiday periods. In the 

Holiday  column, enter the time period during which the door or device can be 

accessed or a  device can be activated during the holiday periods for this 

schedule. For example, you might have a schedule called ñCleaning Crewò that is 

active 6:00 pm through 2:00 am Monday through Friday. But on holidays, you 

want to limit access to 6:00 pm through 10:00 pm.  

 

 
NOTE:  

If the Holiday  column is left blank, no access will be permitted during 
holidays.  
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8.  Threat Level  determines if a schedule is affected by Threat Levels, and if so, at 

what point. The default selection is to have a schedule ignore Threat Levels, but 

a schedule can be activated at a certain Threat Level and may include when 

Threat Levels are less or more severe than the selected Threat Level. For 

example, a schedule may be active at a Medium Threat Level and all less severe 

Threat Levels or  perhaps a schedule may only activate when a High Threat Level 

or more severe Threat Levels are initiated.  

9.  Schedule Exceptions allow an administrator to create a One-Time Exception  or 

Repeated Exceptions.  

 For One-Time Exceptions , select whether or not the exception will be 

to be active during a normally closed portion of the schedule or to be 

inactive during a normally open portion of the schedule. Then select 

the time and date from the calendar in the From: and To:  fields. Once 

complete, click on the  icon to add the One-Time Exception to the 

Exception List . 

 For Repeated Exceptions,  select whether or not the exception will be to 

be active during a normally closed portion of the schedule or to be 

inactive during a normally open portion of the schedule.  Rep eated 

exceptions are  based on a weekly rotation, so select the 1 st  through 

the 5 th  , then the day of the week, and finally the time of day in the 

From: and To:  fields. Once complete, click on the  icon to add the 

Repeated Exception to the Exception List . 

10.  Click Save . The Schedule Details page displays. This schedule can now be used 

to define access permissions and to control devices.  
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Managing Schedules  

Administrators with appropriate permissions can edit and delete all schedules associated 

with an account . 

To edit an existing schedule:  

1.  Scroll over the Configuration  link at the top of any page. The sub -navigation 

menu displays.  

2.  From the Scheduling link,  click Schedules . The Schedules  page displays.  

3.  Click the schedule you want to edit. The corresponding Sch edule Detail page 

displays.  

4.  Click Edit . The Edit Schedule page displays.  

 

Figure 43.  Edit Schedule  

5.  Edit the schedule according to the preceding guidelines for Creating a Schedule .  

6.  Click Save . You are returned to the Schedule detail page.  
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To delete a schedule:  

1.  Scroll over the Configuration  link at the top of any page. The sub -navigation 

menu displays.  

2.  From the Scheduling link , click Schedules . The Schedules list  page displays.  

3.  Click the name of the schedule you wish to delete. The corresponding Schedule 

Detail pag e displays  

4.  Click Delete . A confirmation prompt displays.  

5.  Click OK in the confirmation prompt. The Schedules page displays with the 

deleted schedule removed from the list.  
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Browsing the Holidays List  

The Holidays list displays a list of all holidays current ly defined for the account.  

Administrators with appropriate permissions can view the holidays associated with their own 

accounts.  

To view the list of holidays:  

1.  Scroll over the Configuration  link at the top of any page. The sub -navigation 

menu displays.  

2.  From the Scheduling link , click Holidays . The Holidays list  page displays.  

  

 

Figure 44.  View Holidays List  

Details displayed include:  

 Name . The name of the holiday. Holidays are listed in chronological rather than 

alphabetical order.  

 Time and Date . The calendar date  and time on which this holiday is to be observed. 

At the listed time o n th e start  date, all schedules will operate according to their 

Holidays  hours, as indicated on the Schedule Details page.  

Administrators with appropriate permissions can:  

 Click a holi day to access the corresponding Edit Holiday page.  

 Click Create New Holiday  to access a blank Edit Holiday page in order to define a new 

holiday for the account.  
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Creating a Holiday  

Administrators with appropriate permissions  can create new holidays.  

To create a holiday:  

1.  Scroll over the Configuration  link at the top of any page.  The sub -navigation 

menu displays.  

2.  From the Scheduling link , click Holidays . The Holidays list page displays.  

3.  Click Create New Holiday . The Edit Holiday page displays.  

 

Figure 45.  Create a Holiday  

4.  Enter a brief, meaningful Name  for the holiday, such as ñMemorial Day.ò 

5.  Click anywhere in the Start  field and type in the date or click the calendar icon  

to open a pop -up calendar and select the date on which this holiday should be 

observed. Do the  same for the End field.

6.  Click Save . The Holidays page displays with the new holiday listed.  
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Managing Holidays  

Administrators with appropriate permissions  can edit or delete a holiday.  

To edit a holiday:  

1.  Scroll over the Configuration  link at the top of any page. The sub -navigation 

menu displays.  

2.  From the Scheduling link , click Holidays . The Holidays list  page displays.  

3.  Click the name of the holiday you want to edit. The corresponding Edit Holiday 

page displays.  

 

Figure 46.  Edit a Holiday  

4.  Update the Name , Start , and End fields  according to the preceding guidelines for 

Creating a Holiday .  

5.  Click Save . You are returned to the Holidays list with the changes reflected.  

 

To delete a holiday:  

1.  Scroll over the Configuration  link at the top of any page. The sub -navigation 

m enu displays.  

2.  From the Scheduling link , click Holidays . The Holidays list  page displays.  

3.  Click the holiday you want to delete. The corresponding Edit Holiday page 

displays.  

4.  Click Delete . A message displays warning that this operation cannot be undone.  

5.  Click OK. You are returned to the Holidays list with the deleted holiday removed 

from the list. Holiday schedules will no longer be observed on this day.
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8.  Devices  

The ACS5000 -A control panel consists of one or more control boards used to manage the 

doors and de vices defined for an account. A control board  is either a Door Board or an Input 

Output (IO) Board. Each control board has a number of input and output points , which are 

actual connections wired to switches, relays and Wiegand readers. In the case of Door 

Boards, the points are grouped into two door nodes  per board, each node containing all of 

the inputs and outputs necessary to control a single door. Door boards can therefore be 

configured to drive two doors (one per node). Or, they can be used to control one door and 

multiple devices, since the input and output points of the second door node can be used to 

drive devices.  

 

NOTE:  

Although it is labeled DOOR BOARD, the ACS5000 -A Door Board can be 
used to drive any type of device that can be wired to close contacts or 
driven by a relay; it does not have to be used to control just a door.  

 

 

NOTE:  

Keep in mind, when configuri ng the input and output points on the 
control boards, that the configuration must match the actual physical 
wiring of the panel. Consult your dealer to ensure that the configuration 
in AparatoÊ matches the actual control panel wiring.  

 

Control boards are  accessible from the System Account only, as is all hardware - related 

information.  

An ACS5000 -A panel installation can comprise up to 15 boards.  This includes the main 

board and up to 14 Door Boards and/or IO Boards.  

With the ACS5000 -A panel, control board s can be used to manage the following devices:  

 Doors, both external and internal.  

 Switch Input Devices, such as a manual switch or any device that can create a 

contact closure.  

 Valid Credential Input Devices, such as a Wiegand card reader.  

 Schedule Control led Devices, such as a light switch trigger.  

 Event Triggered Devices, such as a door forced open event.  
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 Elevators  

 Floors  

 DVRs  

 Cameras  

 Muster Points  

 Keypad Commands  

The Devices tab also allows users to define Antipassback zones and create device profiles in 

order to expedite the creation of multiple similar devices.  
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Managing Multiple Control Panels  

The AparatoÊ appliance offers the option of adding more than one control panel, upgrading 

a control panel through the AparatoÊ interface, and configuring a pan el through the web 

interface.  

For configuration purposes, an ACS5000 -A panel in Client Mode and its attached expansion 

boards is considered a control panel, as is a single HID E/ERW -400 Edge device. ACS5000 -A 

panels are capable of controlling up to 30 rea ders, while the Edge device controls one 

reader.
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Programmable Devices  

The following devices produce messages indicating their live status, which is then shown on 

the Dashboard :  

Switch Input Device : A device with one input point and an optional output that  has the state 

of On or Off. The device can have the following behaviors: Toggle, Latch, Unlatch, Pulse, or 

Follow. A schedule associated with the device causes it to be available for activation via its 

input point during the selected times for the schedul e.  

Schedule Controlled Device : A device whose input is a schedule and that has an optional 

output associated with it. The timer's state is On during the times selected in its schedule; 

otherwise it is Off. The device can have these behaviors: Toggle, Latc h, Unlatch, Pulse, or 

Follow.  

Valid Credential Input Device : A device whose input is a card reader and that has an 

optional output associated with it. A valid credential device has no state, so its behaviors 

are limited to: Toggle, Latch, Unlatch, and Pul se. Valid credential devices have permissions 

associated with them and appear in the group permissions area. Valid credential devices do 

not have Disengage messages because they do not have On or Off states, nor do they have 

schedules.   

Event Triggered De vice : A device whose input is the specific event associated with it from 

the door that the event triggered device is created to watch. An event triggered device can 

have an optional output associated with it. The device can always have these behaviors: 

Toggle, Latch, Unlatch, or Pulse. If an event triggered device is watching for Door Ajar 

events, then it has a state and can have a Follow behavior. If the Follow behavior is 

selected, then the device can have a Disengage message. The schedule associated with  an 

event triggered device defines when it is active because a client might want to respond to 

the event differently during business hours than during non -business hours.  

 

The device types above all allow the following types of Target Output:  

Relay: When this type of output is targeted, the selected relay will obey  the prescribed 

output behavior.  

Schedule: When this type of output is targeted, the selected Group Activated Schedule 

obeys the prescribed output behavior.  

Threat Level: When this type of output  is targeted, the selected Target Threat Level is 

changed to correspond with the prescribed output behavior.  
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Special Options for Devices: Floors and Elevators  

 

In order to create an elevator that provides access to a certain floor, you may want to 

create the floor first.  

To Create a Floor:  

1.  Scroll over  the Configuration link.  The sub -navigation menu displays.  

2.  From the Devices  link , c lick Devices  from the dropdown list. The Device List page 

displays.  

3.  Click Create  New Device .  

4.  From the device type dropdown l ist, select ñFloor.ò 

5.  Enter the name of the floor.  

 

Figure 47.  Create New Floor  

6.  Choose the owner of the floor from the dropdown list.  

7.  If you have created a Device Profile, you may select it from the dropdown list.  

8.  If you wish for the floor to remain unlocked during certain hours, choose a schedule 

during which you would like it to remain open from the Unlock Schedule dropdown 

list. If you wish for the floor to remain locked, choose ñnoneò from the dropdown list. 

9.  You may have the floor ignore Threat Levels or select u nder what Threat Level 

conditions the floor will operate.  
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10.  Assign schedules for when select groups can access the floor by choosing a schedule 

from the dropdown list of next to each group. If you do not want a certain group to 

access that floor, choose ñno access.ò  

11.  If you want other accounts to be able to assign access permissions to this floor, 

choose the schedule during which other groups may assign these permissions from 

the dropdown list.   

12.  Click Save . 

To create an Elevator:  

1.  Scroll over the Configuratio n link. The sub -navigation menu displays.  

2.  From the Devices link , click Devices from the dropdown list. The Device list 

displays.  

3.  Click Create New Device .  

4.  From the device type dropdown list, select ñElevator.ò  

5.  Enter the name of the elevator.  

 

Figure 48.  Create New  Elevator  

6.  Choose the owner of the elevator from the dropdown list.  

7.  If you have created a Device Profile, you may select it from the dropdown list.  
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8.  Under the Control Panel dropdown menu, select the control panel that 

corresponds to your elevator.  

9.  Select th e input.  

10.  Enter (in seconds) the amount of time for the device to pulse when pro vided 

with a valid credential.  

11.  If you wish to require the display of two credentials in order to permit access, 

enable a two - factor credential schedule from the dropdown list.  If you do not 

wish to require two - factor credentials, choose ñnone.ò 

12.  Enter (in seconds) the amount of time allowed before the option to display two 

credentials expires.  

13.  If you wish to enable alarm console  settings, check the ñinclude failed access as 

alar msò checkbox.  You may also combine alarms, provide instruction text, set 

alarm priority, schedule when the alarm will function, and whether or not an 

elevator will function during certain threat levels.  

14.  If you wish to enable antipassback, check the enable  box. You may also enable 

soft reset with a given number of minutes and determine which antipassback 

zones will be primary or alternative.  

15.  You may have the elevator ignore Threat Levels or select under what Threat 

Level conditions the elevator will operate  and if the elevator will require two 

factor credentialing.  

16.  If you want to control access to a particular floor, match the relay to the 

corresponding floor by selecting from the d ropdown list.  

17.  If you wish to apply any Keypad Commands to this elevator, clic k on the  icon 

and select the Keypad Command from the popup window.  

18.  Click Save . 
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Special Options for Devices: Cameras  

AparatoÊ provides Live Video from the dashboard to users with previously defined 

permission. The cameras are configured on the Devices pag e. Users can add a camera or a 

DVR in any order; however, in order for the Dashboard to display Live Video, the Camera 

must be linked to the DVR.  

To create a camera  

1.  Scroll over the Configuration  link. The sub -navigation menu displays.  

2.  From the Devices lin k, click Devices from the dropdown list. The Device list 

displays.  

3.  Click the ñCreate New Deviceò button.  

 

Figure 49.  List of Devices  

4.  Select ñcameraò from the dropdown list and click ñNext.ò The ñEdit Deviceò page 

displays.  

5.  Enter the name of the camera in the field next to Name . 

6.  If you have already installed a DVR driver, select a DVR from the dropdown list. 

For more on installing DVR drivers, see Special Options for Devices: DVRs . 

7.  Click the Select button, and if your DVR supports listing cameras, you may 

choose a ca mera from the available list.  Otherwise, please enter the appropriate 

camera number in the field provided.   

8.  If you wish the photo attached the user profile to display when a card swipe 

occurs, check the Display Photo checkbox.  

9.  In the Devices  field, use th e arrows to move devices from the ñAvailable 

Devicesò box to the ñMonitored Devicesò box in order to choose which devices 

you would like the camera to monitor.  

10.  In the Account Visibility  field, use the arrows to determine which accounts have 

permission to a ccess the camera and Live Video. Use the arrows to move an 

account from ñAvailable Accountsò to ñPermitted Accounts.ò  
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Figure 50.  Create Cameras  

11.  To allow users to view Live Video and the status of the camera from the 

Dashboard , check the box next to ñControl from Browserò under the Live Status  

field.  

12.  Click Save .  

To edit a camera  

1.  Scroll over the Configuration  link. The sub -navigation menu displays.  

2.  From the Devices link,  click Devices from the dropdown list. The Device list 

displays.  

3.  Click on the Camera you wish to  edit. The deviceôs details display.  

4.  Click ñEdit Device.ò The Edit Device page displays.  

5.  When you have finished making changes to the camera, click Save . You are 

returned to the list of Devices.  

To delete a camera  

1.  Scroll over the Configuration  link. The  sub -navigation menu displays.  
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2.  From the Devices link,  click Devices from the dropdown list. The Device list 

displays.  

3.  Click on the camera you wish to delete. The deviceôs details display. 

4.  Click ñDelete.ò A pop-up box appears warning you that this action i s permanent. 

Click OK. You are returned to the list of devices.  
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Special Options for Devices: DVRs  

 

 

NOTE:  

Use of DVRs require a license key.  Without the license key, DVR 
functionality will be disabled.  

 

In order to create a DVR for usage with a camera,  you must first install the DVR driver.  

To view the list of installed drivers  

1.  Scroll over the Configuration  link. The sub -navigation menu displays.  

2.  From the Devices link,  click Devices from the dropdown list. The Device list 

displays.  

3.  Click the DVR Drivers  link. The DVR Drivers page displays.  

4.  Click on the driver whose information you wish to view. The details for the driver 

displays.  

 

Figure 51.  DVR Driver Details  

To install a DVR driver  

1.  Scroll over the Configuration  link. The sub -navigation menu displays.  

2.  From the Devices link,  click Devices from the dropdown list. The Device list 

displays.  

3.  Click the DVR Drivers link. The DVR Drivers page displays.  

4.  Click on the Install New Driver  button on the right.  
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Figure 52.  Install DVR Driver  

5.  Click the Browse  button to locate the DVR dr iver file on your computer. Once 

you have found it, click Add . You are returned to the DVR Drivers  page with the 

newly - installed driver listed.  

To create a DVR  

1.  Scroll over the Configuration  link. The sub -navigation menu displays.  

2.  From the Devices link,  click Devices from the dropdown list. The Device list 

displays.  

3.  Click the Create New Device button.   

4.  Select DVR from the dropdown list and click Next.  The Edit Device  page 

displays.  

 

Figure 53.  Create New DVR  

5.  Enter the name of the DVR in the field next to Name.  

6.  Selec t a driver from the dropdown list. For more information on installing DVR 

drivers, refer to the previous section.  

7.  Enter the Server Name . If you do not know the name of the server, contact your 

network administrator.  
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8.  Select the Time Zone where the DVR will  be installed.  

9.  Enter the Max Video Age  in days to determine the day range of videos logged.  

10.  Enter the number of seconds next to Playback Offset  to specify if there is a lag 

in connection or not.  

11.  If your DVR requires a user name and password to play the vi deo, the Advanced 

Settings  field will become active. Enter the user name and password in the 

respective fields.  

12.  If your DVR requires that you specify the DVR port number, a DVR Port  field will 

appear for you to enter the number. If your DVR does not requir e a specific port, 

this option will not appear.  

13.  Click Save . You are returned to the list of Devices.  

 

To edit a DVR  

1.  Scroll over the Configuration  link. The sub -navigation menu displays.  

2.  From the Devices link,  click Devices from the dropdown list. The Dev ice list 

displays.  

3.  Click on the DVR whose information you wish to edit. The Edit Device page 

displays.  

4.  When you have finished making changes to the DVR, click Save . You are 

returned to the list of devices.  

To uninstall a DVR driver  

1.  Scroll over the Configur ation  link. The sub -navigation menu displays.  

2.  From the Devices link,  click Devices from the dropdown list. The Device list 

displays.  

3.  Click on the DVR Driver you wish to uninstall. The deviceôs details display. 

4.  Click ñUninstall Driverò at the bottom of the page. Click OK at the pop -up 

prompt. When the driver finishes the uninstall process, you are returned to the 

DVR Drivers page.  

To delete a DVR  

1.  Scroll over the Configuration  link.  The sub -navigation menu displays.  

2.  From the Devices link,  click Devices from  the dropdown list. The Device list 

displays.  

3.  Click on the DVR you wish to delete. The deviceôs details display. 

4.  Click ñDeleteò and then click the OK button in the pop -up prompt. You are 

returned to the list of devices.  
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Special Options for Devices: Muster  Points  

The Muster Point feature allows administrators to use the normal antipassback functionality 

to track the presence of users in a facility. Antipassback zones are also used for mustering 

with the addition of a new muster point device type that is a d edicated way to move users 

into a different zone for tracking purposes.  

Muster point devices are a device type that only requires a reader input and a zone 

configuration. Users that present a credential at a reader are moved into the zone. No 

permissions o r other setup are required, as the mustering point does not actually control 

access to any resources. It accepts all credentials tied to a user as valid and shows up in the 

activity log as a valid read access. As with other AparatoÊ antipassback functionality, panel 

boundaries have no effect on this feature.  

To create a muster point:  

1.  Scroll over the Configuration  link. The sub -navigation menu displays.

2.  From the Devices link, click Devices from the dropdown list. The Device List 

page displays.

3.  Click Create N ew Device .

4.  From the device type dropdown list, select Muster Point. Click Next .

 
  NOTE:  

 Antipassback zones need to be pre -established before Muster Points 
can be functional.  

5.  Enter the name of the muster point.

6.  Choose the owner of the muster point from the dropdown list.

7.  Choose the control panel from the dropdown list.

8.  Choose the Input  and Muster Zone  from the dropdown list.

9.  You may have the muster point ignore Threat Levels  or select under what Threat 

Level conditions the muster point will operate.

10.  If you wish to apply any Keypad Commands to the Muster Point, click on the  

icon a nd select the Keypad Command from the popup window.  

11.  Click Save. You are returned to the Device Details page.
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Figure 54.  Create Muster Point  

To edit a muster point:  

1.  Scroll over the Configuration  link. The sub -navigation menu displays.

2.  From the sub -navigation me nu, click Devices from the dropdown list. The Device 

List page displays.

3.  Click on the muster point you wish to edit.  The Device Details page displays.

4.  Click Edit . The Edit Device page displays.

5.  After you have finished making changes, click Save. You are r eturned to the 

Device Details page.

To delete a muster point:  

1.  Scroll over the Configuration  link. The sub -navigation menu displays.

2.  From the Devices link, click Devices from the dropdown list. The Device List 

page displays.

3.  Click on the muster point you wi sh to delete.  The Device Details page displays.

4.  Click Delete . Click OK in the confirmation prompt. You are returned to the 

Device List page.
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Special Options for Devices: Keypad Commands  

The Keypad Command feature allows administrators to define a numeric sequence at a 

keypad to a specific output behavior. This Keypad Command has its own set of permissions 

that can be overseen by the administrator, and the Keypad Command functionality can tie 

to any reader -based device.  

Keypad Command devices are a device t ype that only requires a keypad reader. Users that 

enter a preset numeric sequence will activate the specified keypad command.  Keypad 

command codes are not unique. For example, you could create a keypad command using 

135 to activate a relay. On a different  device, you could set up a keypad command using 

135 again, but at that device, it would activate a schedule.  

To create a keypad command:  

1.  Scroll over the Configuration link. The sub -navigation menu displays.

2.  From the Devices link, click Devices from the dr opdown list. The Device List 

page displays.

3.  Click Create New Device .

4.  From the device type dropdown list, select Keypad Command Device. Click Next.

5.  Enter the name of the keypad command device.

6.  Choose the owner of the keypad command device from the dropdown list.

7.  Choose the control panel from the dropdown list.

8.  Enter the Numeric Sequence for the keypad command device.

9.  Choose the Target Output from the dropdown list.

10.  Choose the Output Behavior  from the dropdown list and any delay if desired.

11.  Choose the Output  from the dropdown list.

12.  Select which groups will have access to this keypad command device in the 

Access Permissions section.

13.  Choose which devices to apply this keypad command to in the Apply On Devices 

section.  Click the icon to call up a popup list of available devices. Click on the 

device and you are returned to the Edit Device page.

14.  Click Save. You are returned to the Device Details page.
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Figure 55.  Create Keypad Command Device  

To edit a keypad command:  

1.  Scroll over the Configuration  link. The sub -navigation me nu displays.

2.  From the sub -navigation menu, click Devices from the dropdown list. The Device 

List page displays.

3.  Click on the keypad command device you wish to edit.  The Device Details page 

displays.

4.  Click Edit . The Edit Device page displays.

5.  After you hav e finished making changes, click Save. You are returned to the 

Device Details page.

To delete a keypad command:  

1.  Scroll over the Configuration  link. The sub -navigation menu displays.

2.  From the Devices link, click Devices from the dropdown list. The Device Li st 

page displays.

3.  Click on the keypad command device you wish to delete.  The Device Details 

page displays.

4.  Click Delete . Click OK in the confirmation prompt. You are returned to the 

Device List page.






















































































































































































































































































































































































































