I - ©. |

OnSite SE/OnSite XE
Administrator’s Manual

Document Number: ENE®OG104

July 6, 2010



Legal Disclaimers

CanadaUnderwriters Laboratories (@L) Compliancy

For CUL Listed applications, the unit shall be installed in accordance with Part 1 of the Canadian Electrical Code.

Documentation Disclaimer ad Restrictions

Information in this document is subject to change without notice and does not represent a commitment on the
part of Brivo Systems, LLC. For the most-tgpdate information, visitwww.brivo.com

This document and the data herein shall not be duplicated, used or disclosed to others for procurement or
manufacturing, except as authorized with the written permission of Brivo Systems, LLC. The information
contained within this document or within the qoduct itself is considered the exclusive property of Brivo
Systems, LLC. All information in this document or within the hardware and software product themselves is
protected by the copyright and/or other intellectual property laws of the United States.

Product Support

All support for this product is provided by the thirdarty dealer. Please contact the dealer who installed the
product with questions and support requests.

© 2007 Brivo Systems, LLC. All rights reserved.

Brivo® is a registered tradmark of Brivo Systems, LLC. Brivo Systems, LLC, 4330 East West Highway, Suite 250,
Bethesda, MD 20814.


http://www.brivo.com/

Page3 Administrator’s Manual

© 2007 Brivo Systems, LLC. All rights reserved. 7/6/2010



Page4 Administrator’s Manual

Table of Contents

1.

LT w0 [T =X (=T o PP 10
System Overview: OnSite SE and ACS5@CHENt MOde..........ccoooiiiiiiiiiiiieee e 11
1O 0 ST (IS =P RPPPRP 13
ACS5006S control panel in CEeNt MOOE...........cooiiiiiii e 14
BrOWSET REQUITEIMENTS. ... ttieeie ittt et e e s e bbb et e e aab et e e e s nbb et e e e e nnbb e e e e enees 15
Main Features Of ONSITE SE.........ooiiii e e e 16
NetWOrk ENVIFONMENL. ... ..o ieetceeee e e ereer e s eeereemm e e ee s eesen i seseeree s amnmsasaeeeeee s eeenes 18
Networking Requirement©nSite SE with multiple ACS5068 panels on a single LAN............cccceeeeee. 19
PaXo (o1 a o Ir= WO 11T a1 a1 1Y FoTo [T0 LoV o = PESEPUPRR 21
ACCESSING ONSITE SE......iii ittt e e e e e e s s s s e e e et e e e ee e st e et e e e eeeeeaaeeeesssaaastaaaseereaeaeaeesesasansnrnnneees 22
D F= =] 1] 4T - 1 o 24
Browsing the DasShDOAId. ..........ccoiiiiiiii et e e e e e e anee 25
Managing the DashbOard..............ooueiei e e 27
o o o 1 ] | N 31
WAL IS @M ACCOUNT2. ...ttt e e e e e e et ee e e e e e e s e s sa et b eteeeeeaaaeesasaannsbenbanaeeeaeeaeesannnnns 32
Defining the Initial System Account AAMINISTFALOL...........cccoeiiiiieiieeeeeeeeee e e e e e e e e e e e e e e e e eeeaaaann 33
To define the initial System Account AdMINISIFALOL:.........uuueiiiieie e 34
TO Set UP the SYSIEM ACCOUNLE.......iiiiiiiiiiie ettt e e e s st e e e s s st e e e e s s sne e e s e annbreeeeeaneees 36
VIeWiNg ACCOUNE DELAIIS.........oiiiiiiiiii et e b e e e e e e e e e 37
Creating TeNANT ACCOUNTS........iiiieiiieiiii e sreees s st e e e e e e e e e et et e e eeeaetaaaae e eae e aaseaeeaaeaaeaaaaetereeesesesensnnnnnnn s 39
Managing Account Contact INfOrMAatIoN............ccuveiiiiiiiiiieriiiie e eneeee e AL
Schedules and HOlAAYS.........oiuuiiieiiiiiiiiiiim i e s rme s s e s s s s s rn s snemm s ea e snnssennssens 43
WhAL 8re SCREIES?........oeiii ettt e e st e e st e e e s e e e e e s nnreee s e 44
What @re HONIAYS?2.......oeeeeeieieiie ettt e s e e e e e e e e e aaaaaeaee e e e e eeaereteeean e as 45
Browsing the SCREUIES LISL.......coiiiiiiiiiieiiiieee et e et e e s snaneeee s 46
VIewing SChedUIE DELAILS...........ooiii ettt e e e st e e e e e bbbeeeeeaas a7
Creating @ SCREAULE..........cco o et s e s e e e e e aeaeaeeeeeeesreranennres 48
MaNAGING SCREAUIES ...ttt e et e e e et b e e e e e ibb e e e eaeees 50
Browsing the HONAAYS LISL.......coiiiiiiiiiiiiiiie ettt bbb e e e e e nee s 51
L1 (== 1] o = T o T > YA 52
Y =Yg =T T o TN T o F= £ SR 53
D LYo =N 54
Managing Multiple Control PANEIS............ooo i 56
Programmable DEVICES. .......coi ittt e e e e e e oottt et e e e e e e e ea s bbb bbbe et reeeeaaaaeeeaaaan 57
Special Options for Devices: FIOors and EIeVAtQLS..........ccuvviieeeiiiiciiiiieiireeceee e e e 58
Special OptioNS fOr DEVICES: CAMEIAS ... ...uiiiiiiiiiiee e iiiee e eitiiee e e sttt e e e s stree e s sssbreeeesasbreeeesssreeeessnnnsd 60
Special OptioNS fOr DEVICES: DVRS ... ..uuiiiiiiiiiaiie ettt ettt e e e e e e e reeee e e e e e e e e annns 62
Viewing Panel and BOard DEtailS..............uuuiiiiiiiiiiiiiiiiiiiee ettt e e e ne e e e e e e e e e e 65
Update and/or Configure a Control PANEL...............uuiiiiiiiiieeei i ee e e ee s ee e e e e e e e e e snnnnes 67
(7o) gl do] I oF= 1[I @ o] 1 o] o - PP PUPTTRPPN 68
PaXe [o1gTo M @Xel 01 o]l =Te =T (o F OO PUPPPRRTN 71
Managing CoNtrol BOAIUS..........uuiiiii et e e sttt e st e e e s s bbb e e e e s snneeeeas 12

© 2007 Brivo Systems, LLC. All rights reserved. 7/6/2010



Table of Contents Page5

10.

11.

12.

BrowSing the DEVICES LISL.......iccciiiiiiiiiiiiii e e et i ittt e e e et e e e e e s e e e e e e eeee e e e s snaantneneeeeeaaaeaeeeesanannns 76

ViIeWiNg DEVICE DELAIIS. ......ccoiiiiiiii ettt e et e e et e e e e s b e e e e s anbreeeean 77
CrEaliNg DEBVICES. ... .. teiiee ettt e ettt et e oo b et e e e e et b et e e e e aane e e e e e e ab b et e e e e anbbe e e e e s annneeeeannnes 79

[ ] = L1 =PSRRI 80

= Vg = Vo Lo T DL TSP PESEPPR 82

7 1 o = 86

WAL IS 8 CAIU2. ..ttt s st e e e e st e e e e et bb e e e sabe e e e e e anbbaeeeeeeanbbeeeesabeeeeeesnnneed 87

Browsing the CarddiiSt ... e e e e s e e e et e e e e e e s s s s e e e e e e e e aaeee e e s e s annnrnreees 88

F Yo (o {1 ol OF= T LS SO O PO PP PPPPPPP PO 90

ManNaging Card FOIMMAIS..........ciiiiiiiiiieei ettt e e e st e e e s st b b e e e e e s aneee e e s anbbeeeeesabbreeeesaanee 93

Y = TaT= Vo L aTe I OF=T o I X=X o 0] 1 01=T ) P 99

= V= Vo Lo = o LR 100

(2= Vo [0 T o TR PP 102
RTAY Lo L= =T = = Vo o =TS 103
L= F= o (o T =T 0 T o] F= 1SR 104
USEIS AN GrOUPS. .cuuuituiiiteiiieuiinneessmm e eenaserassetssrsesmmns s sesssennssessssestsnmmnsssssesssssnssenssssnnsee 113
What are USEIS N0 GIOUPS2.......uueiiieiiiiiiie e ittt e e ettt e e ettt e e e e sbee e e s e st bt e e e e sabbe e e e e e sanee e e e e anbbeeeeeennnees 114
Browsing the GrOUPS LISL.......cciiiieeeiiiiiiiicieeiis i e e e e e e e e et eeeee e s s e s e e e e aeaaaaaaaaeeeeereeesesennnnnnnnnn 115
VIeWiNg Group DELAlS.........oeiiiiiiiiiiie ettt s e e 116
CrEALING 8 GIOUP. .. .uteetiee ittt e e ettt ettt e e sttt e e e e e et e e s s b b et e e e e e et b et e e e s s be e e e s e nbbe e e e e e annbb e e e e e anneeeeaannnnes 118
Creating a Group Enabled SChedUle...........ooo e 119
Y =Yg =TT Vo T 010 oL 120
BrOWSING the USEIS LISL....ciiiiiiiiiiieiiit ettt ettt et e s bbb e e e s abbb e e e e s nneneeas 122
VIEWING USEI DELAIIS.......eeiiiiiiiiiie ettt ettt e e st e e s st e e e e e s anb b e e e e e s sabreeeeaas 124
(O 1T 1] o = T =Y PRSPPI 126
=T =T [T T I 6 LT =T PP PPP P 129
Managing CUSIOM FIEEIS ........cooiiiiiiii et e e e b e e e s et b e e e e e annees 131
31T 1V 0T - PP 136
Browsing the SysStem ACHVILY LOD.......cooiiiiiiiiiiiiiieeee ettt e e e et e e e e e e e e e e e e sannnbeeeeeeees 137
T o 1=t Qo | YT o (S 139
Generating an ACHIVILY REPOIL.....uuu i e e e e e e e e e e et e e e e e ae e e e e e re e e 141
EXPOrtiNg the ACHVILY LOG......iiiiiiieieieieit e e e e e ettt ettt e s e s e e e e aaaaaaaeaaeaaeeeeaesesennnnnnanns 143
Browsing the AAmINIiStrative JOUMNAL...........ooouiiiiiiiiiee e 144
USING DISPIAY FILEIS. ..ceiiiiiiiiiie ittt ettt e s bt e e s et e e e e e nbbe e e e eaeee 145
0T (o [0 11/ o PP 147
Who CanENgage LOCKAOWN?............oouiiiiiiiiieisess s e s e e e e e e e et et e e e eeaeeeae e et s e s e s e eeeeaaaaeaaaaeaaeeeessnnnnes 148
= aTo =T [T g Te l WeTed (o [0 1LY a NPT P P PUPPP 149
DiSeNgaging LOCKAOWN:..........uiiiieiiiiiiie ettt ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e e aannbebbeeeeeas 151
Editing Group Permissions for LOCKAOWN.............uuuiiiiiiiiiiiee e 152
Email NOtIfiCAtiONS..........ocvviiiiiii i e r e e e e e e s e e e s e e r s mmm e rr s eer s e e rrannens 155
What are Email NOtifiCAtIONS2......eeviiieee et e e e e e e e e e e e e s ee e 156
Browsing the NOIfICAtIONS LIST......coiiiiiiiiiiiiii ettt e e e e s eeeeees 157
Creating NOtIfICAtION RUIES ... ...eiiiiiiiiee e r e e e e e e e e e s e s s aeeneeeeees 158
Managing NOIfICAtION RUIES. .........oiiiee ittt e e e e e e e s e s eeeeeesssenennnnrnneeeenees 159
Sample EMail NOTFICAtIONS. .......eiiiiiiiieeie et e e e e eb e ee e 160

© 2007 Brivo Systems, LLC. All rights reserved. 7/6/2010



Page6 Administrator’s Manual

13.

14,

15.

SyStem MaNAQEMENL.........oeuiii i et et r e e e e e s e e eea s eraae et seeeen s eneennaennaanraaaen 163
Browsing the SYSIEM STALUS. ........uiiiiiiiiiii ettt e s e e e e e e s e nnb e e e e e enaeee 164
BroWSINg the SYSIEM LOGS ... .uueeieiiiiiiiieeiiietee ettt ettt e et e e st e e e st e et e e s nnne e e s abbb e e e e e annnneeeas 166
USING SYSIEIM TOOIS. ...ttt ee e e e e e e e e e e e e et eeeeeeaeeeesesaaasaaeeeeeeeaaeeeessssannsnnnneeeees 167
Setting System Date and TiMIE........cccceiiiiiiieie e e e s s s e e e e e e e e e ese e rreeteeeeaessssanraaarrrreaaaeeeaes 169
ConfigUIING the NEIWOTK. ...ttt e s b et e e e e e s annneeeas 170
Configuring NEtWOIrK ROULING........ivviieeee ittt e e st r e e e enn e e e e e snbreeeeeens 172
ConfigUIING the SIMTP SEIVEE....uueeiiiiiiie ettt e e er e e e e e e e e s s e s e traeereeaeesaesannnnnrnsneees 173
IMPOIING USEE DALA........eeiiiieiiiiiiee ettt ettt e e ettt e e s ranee e e s s bbbt e e e s nnbn e e e e s annneeas 174
Backing UP YOUI DAADASE. .......ccciiiiiiiiieiiieiie ettt e e et e s bbbt e e s annnneeeean 176
2T Yol (U & TS T= T - U 178
UPGrading YOUE FirMWATE........cccuuuiiiiieeieeeieeeessiierreeeeeereeeeeeessaaassntraeaeeereaeaeaesessasaasnreseeeeaaaeeessesannnnnns 180
SESSION MANAGEIMENL. ... itiiiiie ittt e st e e s e b et e e e e s b b et e e aar et e e s e anbe e e e e e annbneeeeennees 181
SNIMP AQENE SEINGS. 1.teeeiieiieeeiii it e e e e et e s e e e s e e e e e e e et et s s s araereeeeeeraaasssaansastanaannreeeeeaeaeannns 182
BI=T = LT o o o LU . 183
Changes in System Account AdMINISIrAtOr ACCESS.....ccceiiiurriiieiiiteee ettt e et e s sbre e e e e seeees 184
TeNANT AQMINISTTAIOr ACCESS. .. uiittiiiiiiietteeeeesrert ettt ereeteeaeee e s s sarteeareeeaataeaeeessasanasanareraaaeeeesessnannnns 189
LY o) ¢ 1= Lo T PP 191
L] [0 7S T /USRS 192
AppendiX A: ONSIEXIENAEAEIION.........iuviiiieeiiii et e e e e e srnneeee e 195

© 2007 Brivo Systems, LLC. All rights reserved. 7/6/2010



Table of Contents Page7

Table of Figures

Figure 1.
Figure 2.
Figure 3.
Figure 4.
Figure 5.
Figure 6.
Figure 7.
Figure 8.
Figure 9.

Figure 10.
Figure 11.
Figure 12.
Figure 13.
Figure 14.
Figure 15.
Figure 16.
Figure 17.
Figure 18.
Figure 19.
Figure 20.
Figure 21.
Figure 22.
Figure 23.
Figure 24.
Figure 25.
Figure 26.
Figure 27.
Figure 28.
Figure 29.
Figure 30.
Figure 31.
Figure 32.
Figure 33.
Figure 34.
Figure 35.
Figure 36.
Figure 37.
Figure 38.
Figure 39.
Figure 40.
Figure 41.
Figure 42.
Figure 43.
Figure 44.
Figure 45.
Figure 46.
Figure 47.
Figure 48.
Figure 49.
Figure 50.

(@ ST (=TS PP 13
ACS5006S ClENE IMOUE ...ttt ettt e e e ettt e e e e e e e e e e s s s sabbbbeseeeaeeeeeesaaannnes 14
ONSite SE 0N @ SiNGIE LAN........oiiiiiiii e e 19
OnSite SE with Multiple Panels on Muile LANS...........ooooiiiiiiiiieieeee e e e e 20
ACSS5006S CHENE IMOUE.......eieiiie ittt ettt e st e e e s sb b e e e saaareeeesnnneeeeeas 21
Back of ONSite SE @pPPlianCe........eeiiiiiiiiiiiee ittt e e 22
OnSite SE direct console StatiC IP SEUP..........ccooiiiiiiie e 23
View Dashboard and LiVe STAUS .........uueiiiiiiiiiiieeiiiie et 25
Dashboard Activity List PUISE EVENT ENIY.......ccooiiiiiiiiiiiiiiee e iee e 27
Dashboard Activity List Latch EVENt ENTrY........coooiiiiiiiiiiiiee e 27
Dashboard Activity List Unlatch EVENt ENtY........cuuviiiiiiiieeeee e 28
Dashboard Activity List Door Locked EVeNnt ENtry..........cooooiiiiiiiiiiiieece e escvvnneeee e 28
Dashboard Activity List Door Unlocked EVENt ENtry.........cccoviiiiiiiiiieeniiieecce e 28
Dashboard Activity List: Door Returned to Unlock Schedule..............ooovvviiieeiiiiiiiiiiieeeee. 29
Dashboard DiSplay Filter..........uuu i e e e e e e e e e e e e e e ee e e e e eeeeeesrnne 29
oo I PP PUTTRPPPPPN 33
Define System Account AdMINISITALAL. ..........eiiiiiiiiiii e 34
SELUP SYSIEM ACCOUNL....cuutiiiiiiiiiie ettt e e e e e et e e et e et e e e e e e bbb s e e s aeatanaeeaaes 36
ViIEeW ACCOUNE DELAIIS ......cooiiiiiiii it e e e e e e e 37
Create TENANT ACCOUNL. ... ..ttt ettt e e e e e e e e e et e e eeeeeeaaeeeaeseenebnnnnns 39
View Tenant ACCOUNE DELAIIS. .......coiii it e e e 40
Edit ACCOUNE DLAIIS. ...ttt e e e e e e e s bnnre e e e e e e e e e e e e aaanaes 41
VieW SCheduIes LiSt.......ccooiiiiiiiiiiiiiieees st essirerne e e e e e e e e e e s s sannsneeeneeaeeeeeenen 0 4O
VieW SChedule DetailS.........cccueiiiiiiiiiieiee e e e e e e e e e e s s s s e e e e e e e e e e e a7
Create NEW SCREAULR. .........ue e e e e 48
Edit SCREAUIR.......e e e e e e e e e e e e e e e e s e e s s e nnb et reneeaaaens 50
VIEW HONAAYS LIS, ettt e et e et e e e abbeeae s 51
(O =T 1r=I= T o (o] o F= Y 52
o 1= T o T o = Y P 53
(@3- =T NN [T o T SRR 58
Create NEW ElIBVALOK. .....ciiiiii ettt e e e e e e e e s e e e e e e s e s eeennnennreeeeees 59
LiST OF DBVICES. ...ttt ettt e e e e et bbbt ettt e e e e ee e e e e e sabebbeeeeeeeaeaeaeaseaannnnns 60
(O =T 1L OF: T 4[] €= LR 61
DVR DIIVEE DBIAIIS ...ttt ee e eeee et e e e e e e e e sttt e e e e e e e e e e s e s s asennanneeeeeeeeeeeaseaannnnes 62
INSTAII DVR DIIVEL ... iiiiiiiitt ettt et e e e e bbbt ettt et e e e e e s e aanb bbb e e e e e eeeeaaaaeaeas 62
Create NEW DVR ... ..ttt e et ettt a e s e e e e e s e s e e e eeaeaeeeeeeeennnnnes 63
CoNtrol Panel DELAIIS.........uuuiiieeiiiiii et e e e e e e e s e e e e e e e e e e e e e nne 65
Upgrade ACS500 PANEL.....uuuiiie it re e e e e e e e e e e e e e e e e 67
Configure ACS500@ PANEL.......uuieiiiiii e e e e e e e e e e e 67
WX (o = T o a1 o] I == = PSRRI 68
DeViCes: CONIOl PANEIS.......cooi ittt e e e s e e e e e e e e e eeansenereeeeeeeees 69
Devices: Edit Control Panel DetallS............uuuiiiiiiiiieeei e a e e e ee e 70
YN0 [0 I N TV = T T o PO 71
Define DOOr BOAIA SEINGS. ... ceiiiiiiiiiiei ittt ie ettt ee ettt e et e e e s eeeenaaeeee s 72
Define 10 Board SettiNgS........uuueiiiiiiiiiaiiiiieiiiiiiiee ettt e e e e sssniivneeeaaeaeee e d
ViIEW DEBVICES LIS ..ottt ie e eeee e e e e e e e e e e e e e e e ee e e e e e e ae e ae e as 6
Device Details: Valid Credential DEVICE..........cccuiiiieiiiiiiiieeiee e eeeee e e 177
(@I L=T =Y o] TP 79
CUSIOMIZE LIVE STAIUS MESSATE ...ccitiiieeeeieiie ettt ettt e e e e e e e e e eeeaaaaee s 80
CONTIGUIE @ DIOOK....... i tieiei ettt ettt ettt ettt e e s sttt e e st e e e e s nnbba e e e e s annnneeeas 82

© 2007 Brivo Systems, LLC. All rights reserved. 7/6/2010



Page8

Administrator's Manual

Figure 51.
Figure 52.
Figure 53.
Figure 54.
Figure 55.
Figure 56.
Figure 57.
Figure 58.
Figure 59.
Figure 60.
Figure 61.
Figure 62.
Figure 63.
Figure 64.
Figure 65.
Figure 66.
Figure 67.
Figure 68.
Figure 69.
Figure 70.
Figure 71.
Figure 72.
Figure 73.
Figure 74.
Figure 75.
Figure 76.
Figure 77.
Figure 78.
Figure 79.
Figure 80.
Figure 81.
Figure 82.
Figure 83.
Figure 84.
Figure 85.
Figure 86.
Figure 87.
Figure 88.
Figure 89.
Figure 90.
Figure 91.
Figure 92.
Figure 93.
Figure 94.
Figure 95.
Figure 96.
Figure 97.
Figure 98.
Figure 99.

Figure 100.
Figure 101.
Figure 102.
Figure 103.

VIEWING CArdS LISt ...iiciiiiiiiiiiieii e e e ee s r e e e e e e e st e e e e e e aeeeese s s s s nnnnneeeeeeeaeeeesesannnnnns 88

F Yo (o I LT O 1o RO PPPPPRPPRTR. 90

Ad Card DY VAIUE.......coeiiiiiiiiiei ettt ne e s e e s as 91
VIEW CArd FOMMALS....cciiiiiiiiiiie ettt ie ettt e e ettt e e s st e e s sttt e e e s sabbe e e e e s snbbeeeesssbbeeeaessnbbeeeeesane 93
View Card FOrmMat DEtalS.........c.vuiiiiiiiiiiie et s e e e 94

Create NeW @rd FOIMMAL........ccceiiiiiiiieii et e e e e e e et e e e e e aaee e e e s s e s saaaeeeeeeaaaaeeas 95
Edit Card FOMMIAL.......uueiieiiiiiiiee ettt e e e e e e e e e s e s et re e e e e e e e e e e e e annennbeeeeees 97

(0] 0) VA @%= 1o i o 1 1 4 F- | S PSSR 98

Delete MUIIPIE CArdS.........eeiiiiiiiiiee ettt e et e e et e e e s sbreee s s annreeeeeeaae 100
Cards Buttonon DashDOAIM. ..........cooiiiiiiiiiieiee e e e e e e e e 104
Create Badge TEMPIALE.........uuuiiiiiiiiiee e eeciie et e e e e e e s s s s e e e e e e e e e e s e s s s s rrrrreeaeaeaeeaaaan 104
Template Properties and Background OPLiONS............ccooiiiiiiiiiimieee e eee e 104
(=] (o I e o] o =T 4 [T TP PP PP OPPPPPPP 105
(@ [oT0 LTI @ o o] AP PP PRPRRTRPIIN 106
Standard TEXE ODJECIS . .uuuiiiiiiiie e e e e e e e e e s nnree 107
L LT g o) o TN [0 o PP RREPPRR 108
USEI PROTO PrOPEITIES. ... .veiiieiiitiiiee ettt ettt e e st e e e s sbeeee s s aaneeeeeeeaae 108
I = L1 (o3 1 ' = o =N o o] o PPN 109
Y = L (o L F= Vo [T o] 1= o = 110
€010 =T o (o = PO PP P PP PPPPPN 112
VIEW GIOUPS LISk . eutuiuiiiiiiisi e i e e et eee et r e e s s s e e e e e e e e e e et e e e e e e ta e aeaeseetnnnnn e e e aeeeeas 115
Y= A T o TUT I =3 -V 116
Create NEW GIOUPD. .. .ceii ittt ie e e e e ettt e s s e e s e et e et e e e e e eaaasn s r b r e e e e e enaeeeeas 118
o 1 = BT (o]0 o FO TP PP PPPPPPPPRPPRR 120
VIBW USEI'S LIST...eeiiiiiiiiee ettt e e e e e e ettt et e e e e e s et bbb b e e eeeeeeeaeeas 122
VIEW USEE DELAIIS .....ce ettt e st e e e e e e e e e e s e snt e reeeeaaaeeeenanan 124
Create @ NEW USEL......oeiiiiiiiiie ettt e e e e e e e e et et e teaeeeeeaeeeebabnn e es 126
Select a Card POPUP LiSt.......cooiiiiiiieeeeee st e e e e e e e e e e e e e e e e e 127
Bt @ USBI.. .ttt ettt e e e e e e e e e e et e et e e e e e e e e e e reeaeeas 129
ViIeW CUSTOM FIEIAS LISL....ueueiiiiiiiiiiiiiiee et e e e e e e e e e e s e s anne e e e e eaeeeeeas 131
Create a CUSIOM FId........oo i e e e e e e e e e e e s s reeeeaaeeeas 132
Rename a CUSIOM FIeld........oooiiiiceee e e e e 132
VIEW SYSEM ACHVILY LOG . .. eeeeeiiiiiiiieeiiiieeee ittt et e e s e e e nnnnneeee s 137
Generate ACHIVILY REPOIL......coiiiiiiiii ettt e e et ee e et eeeeaaes 141
ViIEW ACHIVILY REPOIL....eeiiiiiiiiiiee i ee et s e e e e e e e e e et et e e e e eeeeeeaeeenrnnann s 142
EXPOIt ACHVILY LOG.....ciiiiiiiiieeiiieiet s s s s et e e e e e e et e e e e e e e e e e e ae et et s e s e e e e e aeaaaaeeaaaaeeeeesssnennns 143
View AdMINIStrative JOUMN@L...........uuiiiiiiiiiie e e e e e e e e e s e rreeeeeeees 144
12T TP PPPPPTTRIN 145
FILEE DBLAIIS ...t e e et e e e e e e e e e s st b e et et e e e e e e e e e e e e e annnnneees 145
(O3 LT N [T 1 = RS 146
[WoTo3 (o [Ny =T Lo Vo T=To H PO OUPPPPTTPPPPPRR 149

[ Tod (o (0111 o N Tole ] o N TP TP TP TTTOPOPPP 150
ReEIEASE LOCKAOWN. ...ttt ettt et e e e e e e e e e anb bbb e e e e eeaeaaaeeean 151
ACCESS AUINNG LOCKAOWN......cciiiiiiiiiiie ettt e s e e ee e 152
Lockdown functionality for adminiStrators. .............eeeiiiiiiiiiiiiiiiieeee e 153
View Email NOtIfiCAtIONS LiSt........uiiiiiiiiiiiii it e e 157
Create NOtfICAtioN RUIB.........coiiiiie e e e e e e e e ennnes 158
Edit Email NOtification RUIE...........ccceuiiiiiiiieeie e e e e e e e e e e e e e sanreneee e 159
VIBW SYSTEIM SEATUS. ...ceiii ittt e ettt et e e e s et b bbb ettt e et e e e e e e eaannbbsbeeeeeeaaaaaaens 164
View System LOg: APPHCALION.......cooiiiiiiiiie et e e e sbbe e e 166

Enter System COMMEANG........oouiiiiei it e et e s e e e e e ennees 167
Set System Date @nd TIME ...t e et e et e e e e e e e e e e e s e e s anneeeeeeeeas 169

Configure the NETWOTK........coii e r e e e e e e e e eenb e eeeeeaaeas 170

© 2007 Brivo Systems, LLC. All rights reserved. 7/6/2010



Getting Started

Page9

Figure 104.
Figure 105.
Figure 106.
Figure 107.
Figure 108.
Figure 109.
Figure 110.
Figure 111.
Figure 112.
Figure 113.
Figure 114.
Figure 115.
Figure 116.

Configure NetWOrK ROULING.......uuuuieiiiiiiee e e e e e s s s s e e e e e e e e e e e e s s s s rrnreeaaeeeeeas 172
CONTIGUIE SMTP SEIVEL. ... ittt e et e e e ee st e e e e aee e e e e saast ettt e e e e eeaaaaeeesassasnnnarrrreeaaaeaes 173
IMport User Data, SIEP ONE.......coooiiiiiiieieieeie et e e 174
IMport User Data, STEP TWO......ouiiiiiriiiieeiie et e e e e e e s e 175
Backup and Restore the Database.............ccuuvviiiiieeeii e 176
BACKUD SEIVEI SEIINGS ... itiieiee ittt et e e e s annnee s 178
Upgrade SYSIEM FiMMWETE.........cooiiiiiiiieeiitiee ettt e e e e e e e anbee e e s ennbeeas 180
SYSIEM: ACHIVE SESSIONS ....ci i i i it it ittt ee e e e e e s e s e st r e et e e s s s s st aeeereeeaeeeseanssranrenaeeees 181
System: SNMP AQENt SEHINGS.......ccccceiiiiiieiie e s e e e e e s e e e e e e e e e e s e e s e nnnneees 182
Active ACCOUNT DIOEDOWNN LiSt........ciiiiiiiiiiieiiiiiiee ettt et e e abneee e 184
ACHVE ACCOUNL.....ceiiiiieie ettt e e oot eeee e e e e e s e s s b bebbe et e e eeeaaessanntasbeeeeeeeaaaaaeeeans 185
VIEW ACCOUNES LISE...uiiiiiiiiiiiiiie ittt iie sttt ettt ettt e e e s st e e e s sttt e e s esbbeeeeessnbbeeeeeeans 186
Share a Door or Valid Credential DeVICE..........ccoociueiiiiiiiee e 187

© 2007 Brivo Systems, LLC. All rights reserved. 7/6/2010



Pagel0 Administrator’s Manual

1.Getting Started

© 2007 Brivo Systems, LLC. All rights reserved. 7/6/2010



Getting Started Pagell

System Overview: OnSite SE and ACS5@Client Mode

OnSite SE is a standalone access control system designed for applications of up to 300 readers. With the use of
the OnSite SE appliance, it will also span multiple facilities, with thaster server residing at one of those
facilities, as determined by the end user. All OnSite SE appliances are fully breneseaged, and accessible via
the Internet with appropriate network configuration.

OnSite SE’s software application interface is accessible via a web browser, and is divided into eight sections.
When you click on a section link, a corresponding sidebar menu displays, providing access to data maintained in
that section.

|l

TheDashboardsection provides a twdold administrative functiondity for monitoring and controlling
the output behavior of programmable system devices.

TheActivity section provides access to the System Activity log and the Administrative Journal. The
System Activity log tracks accesslated events, such as doors bejropened and closed, and devices
being switched on and off. The Administrative Journal tracks actions performed by Account
Administrators of OnSite SE, such as the creation or deletion of an access schedule.

TheDevicessection lets System Account Adminigttors manage doors and devices associated with the
building.

TheCardssection lets System Account Administrators manage their inventory of access cards.
TheUserssection allows Administrators to manage the set of users to be given access to thetyacili

TheSchedulingsection provides Administrators the ability to manage specific periods of time during
which a device might be accessed or operated.

TheAccountsection permits the creation of the System Account as well as any additional Tenant
Accouns. This section also allows you to define rules for automatically emailing select individuals when
specific security events occur, and to define custom fields for maintaining additional information on
users who have access to a facility.

The Systemsectioncan be accessed by System Account Administrators only, and is used to configure
and monitor system operations.

At the top of each page you will also find:

f
f

AHelp link that transfers you to documentation on Brivo's website.

ALog Outbutton at the end of he section menu bar that allows you to exit OnSite SE in a secure
manner.

A Lockdownicon that allows the user to engage or disengage the Lockdown function, provided the
individual logged in has the privilege to use this function.

" For use d this manual with OnSite Extended Edition (OnSite XE), please refekgpendix A: Onsité€Extended
Editionto see a list of specific differences between OnSite SE and OnSite XE.
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NOTE:

Individuals with access to OnSite SE are referred to as Administrators. Administrato
may have either read/write access to the interface, or reedy. For Administrators

with readonly access, data management options, such@eeate Edit or Delete
buttons, are not \gible.

Individuals with access to a facility who cannot log in to OnSite SE are referred to a
Users.
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OnSite SE

OnSite SE is an access contrapplianceand software interface that is compatible with ACS568@ontrol
panels, as well as other copatible control panels.

4 )

StandardWeb Browsers
Local Administrator Access
ACS OnSite Panel
. 1 CAN Bus

Expanson Pane

ACSOnSite Panel
o
o ‘ + CAN Bus \A‘A‘
b ' (o bad

Expanson Pand

LAN

Figure 1. OnSite SE
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ACS5006S control panel in Client Mode

An ACS50065 panel is in Client Mode when it has been connected to an OnSite SE appliance and therefore
becomes integrated into the SE system.

/

N

Accesontrol ‘/

Appliance

ACS 5000 - S ACS 5000 - S
Client Mode Client Mode

Browser

Figure 2.  ACS50085 Client Mode

A Once an ACS5008 panel has been connected to a

WARNING: ACS5006S firmware changes

OnSite SE appliance, its firmware has replaced anq
can no longer function as an independent panel.

NOTE:

The majority of this document assumes you have a single System
Account. For a description of how OnSite SE operates differently whe
Tenant Accounts are defined, sdenant Accounts

In situations whee only one business occupies a building, security is
managed via a single System Account. If, however, there are multiple
businesses leasing portions of a building, the System Account can be
used to manage buildingvide security, while individual Tenamccounts
are created for each business, enabling them to manage their own
internal security.
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Browser Requirements

You can use any standard Web browser to access the interface. Note that video playback functionality may vary
by DVR type, pleasesg specific DVR driver documentation for more information.

The interface usegookiesto preserve session information. If your browser disallows cookies, the interface will
not function properly.

The interface uses JavaScript™ to validate form data, control navigation and display images. If your browser has
scriptingdisabled, the interface will not function properly.

Some functional elements appear in payp windows. If you have installed software that blocks pap windows,
the interface will not functin properly.
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Main Features of OnSite SE
1 Application runs locally on the OnSite SE access control appliance
Up to 25,000 users
Up to 300 readers/ doors
Supports the ability to add control panels and Edge devices

Supports Digital Video Playback witlupported DVRs

=A =4 =4 =4 -4

Supports a full featured Badging Application.
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2. Network Environment

This section describes the basic operation of the OnSite SE series in an IP network environment.

Network requirements will vary depending on whether you are settipga single ACS5008 control panel, or a
network of ACS5006 control panels managed by an OnSiBE appliance.

First, the network requirements are identified. Next, the steps for accessing OnSite SE are outlined.

© 2007 Brivo Systems, LLC. All rights reserved. 7/6/2010
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Networking Requirements
OnSite SEwith multiple ACS5006S panels on a single LAN
The following network requirements are applicable to a system in which an OnSite SE appliance is managing one

or more ACS50065 control panels on a single LAN (i.e., a single IP subnet or address space),asrsin the
figure below.

10/100
Ethernet
Switch
ACS5000-S
Control
Panels
Figure 3. OnSite SE on a single LAN
Requirements Comment
Ethernet 10/100 Base T LAN CATS5 Cabling with RJ45 Connectors

Most hubs and switches default to auto

Ethernet Hub/Switch set to AutdNegotiate negotiate which is the preferred setting.

A static IP address is required for the OnSite
SE appliance. Consult your local network
administrator for a suitable static IP address
for the appliance.

The AG5000S panels being controlled by thg
OnSite SE appliance may be configured with
IP Addressing- ACS5006S panels either DHCP or a static IP address. Please S
the local network administrator for a preferre
configuration for these settings.

IP Addressing- OnSite SE

The existence of a piy on the LAN is not
relevant to the OnSite SE because it is a We
server; however, outside access to the
appliance may require the end user to be
aware of proxy settings for proper behavior g
his/her browser. Consult your local network
administrator forfurther information about
proxy settings.

Proxy (not required)
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OnSite SE with multiple ACS5008 panels on multiple LANs

The following network requirements are applicable to a system in which an OnSite SE appliance is managing one

or more ACS50065 control panels on multiple.ANs (i.e., typically multiple sites, each with their own
connection to the Internet or a corporate WAN) as shown in the figure below.

OnSite SE e

10/100
Ethernet
Switch

ACS5000-S
Control
Panels

10/100
Ethernet
Switch

Figure 4. OnSite SE with Multiple Panels on Multiple LANs

The following requirements for a mulite OnSite SE network are in addition to the requirements for a single

LAN.

Requirements

Comment

Siteto-site (LANto-LAN) connectivity

The sites where the OnSite SE and ACS5@®
equipment is located must all be able to
connect to a common networking
environment such as the Internet or a
corporate WAN

IP routing

There must be an IP route established
between the sites where the OnSite
equipment is located. This must be
performed by the network administrator for
those sites. Typical approaches include
VPN, public IP addresses, port forwarding,
etc. Contact the network administrator to
determine the proper configuration.
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Adding a Client Mode device

The OnSite SE appliance can support up to as many control panels as necessary for their full cegadeity.
The panels can be a mix of ACS508Q:ontrol panels with up to fourteen expansion boards each and Edge
devices.

In either case, the panels or Edge device must be individually configured with the IP address of the OnSite SE
appliance it will @t data from.

In order to configure a panel or device, you will need the following:

1 A network connection to the panel or device
1 The IP address of the OnSite SE appliance

Refer to the documentation for the ACS OnSite or Edge Device with Brivo-IRlfiy instructions on network
access to those devices.

The IP address of the OnSite SE appliance is available from the System Administrator.
To configure the panel or device to connect to an ACS OnSite panel or Edge device, do the following:

1. Openhttp:// jp-addresscgi-bin/server.cgiin a browser, wherep-addresss the address of the panel or
device you are configuring.

2. Inthe Server IP Address box, enter the IP address of the OnSite SE appliammevhere the panel or
device will retrieve data.

Brivo ACS Server Settings
Fleaze enter the IP address of the Brivo ACS OnSite™ or ACS OnSite SE™ that this panel should connectto.
The panelwill contact the configured server and download firmware, then install that firmware.
Warning: All data is erased from the panel, and it becomes a client of the configured server.
Server P Address
Save

Figure 5.  ACS5006S Client Mode

3. ClickSave

The panel or device will connect to the server and retrieve whatever firmware/settings are necessary.

WARNING:

Do not interrupt the process once startedf you
A make a mistake, let the process finish before

attempting to correct. Interrupting the installation
of new firmware can damage the panel or device
functionality.
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Accessing OnSite SE
This section describes how to connect to the OnSite SE appliance.
In order to access OnSite SE you will need to:

1 Connect a laptop to the OnSite SE appliance

1 Set a static IP address

Alternately, you can use the OnSite SE Console Interface to configure a static IP address. To do this you will
need to:

1 Connect a monitor anckeyboard to the OnSite SE appliance

i Set a static IP address

Connecting to OnSite SE appliance from Laptop:
The OnSite SE will boot with a static IP address of: 169.254.242.207.
You will need to:

1. Connect your laptop to the Ethernet port on the back of thyepliance.

SR i
- = ®°®
— ®®
o WWWy =g ee
N [ | )
Power Keyboard Video Ethernet

Figure 6. Back of OnSite SE appliance

2. Your laptop should default to an appropriate address on this same network (i.e., 169.254.xxx.xxx); if it
does not, please use the manual networking settings tools on your laptop to configure it to an address
on the 169.254.xxx.xxx network).

Log on to your laptop and open a browser to http://169.254.xxx.xxx to access OnSite SE.

4. See theConfiguring the Networfsection for information on how to assign a static IP addrefss the
LAN.

Direct console:

The OnSite SE appliance supports a standard keyboard and monitor to present a basic network configuration
consolebased interface. It is generally necessary to configure a static IP address for the OnSite SE appliance.
The Nework Settings dialog prompts for static address parameters.

NOTE-

o If DHCP is required, please use the initial static IP address for the appliance to
into the main application and select DHCP addressing.
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1. Connect a VGA monitor and keyboard to appropriate ports on the OnSite SE appliance

2. Log in with username‘admin” and no password (for first login) or use the initially configured admin
password.

To set a static IP address for the LAN, sel®dtwork Settingsfrom the main menu.

4. Enter the appropriate IP address information.

Network Settings

IP Address
Netmask
Gateway
Primary DNS

< 0K = <Cancel>

Figure 7. OnSite SE direct console static Betup

5. PressEnterto save settings.
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3. Dashboard

The Dashboard page is the initial system form displayed after logging into the interface. The Dashboard provides
a twofold administrative functionality for monitoring and controlling the output behaviof programmable

system devices. The left side of the Dashboard page displays the Activity list. It is a dynamic system Activity Log
that automatically refreshes periodically with the most recent events in reverse chronological order (i.e., most
recent evat at the top; earliest event at the bottom) and associates these events with a-8tamp and the

name of the device involved. The right side of the Dashboard page displays the Device Status list. It lists system
devices in alphabetical order, along witheir lock/unlock status. For Administrators configured to use it, the

Device Status list also provides corresponding command button mechanisms to control the output behavior of
specific devices.

1 On the Edit Device page, system devicer/stbe configured ér an output behavior of Pulse, Latch or
Unlatch andhave theControl from browseroption checked to be controllable from the Device Status
list on the Dashboard page. System devices configured for an output behavior of Followatre
controllable from theDashboard page.

1 There is d.ive Statusfeature on the Dashboard that allows the user to see the physical position of the
door as open or closed, as well as customized, cetmded messages for programmable devices.
Programmable devices are described ireteection onLive Statusn the chapter onDevices

1 There is aLockdownicon that enables certain Administrators to engage and disengage the function.

1 Users can control which device diss is displayed on the Device Status section of the Dashboard by
creating Display Filters. For more information, see the section@sing Activity Filters
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Browsing the Dashboard

The Dashboard pagerovides a dynamic system activity log that automatically refreshes periodically with the
most recent events (such as when a door is accessed or a device is activated), along with the corresponding
time-stamp and device named//Administrators can viewa// system activity entries displayed on the Dashboard

page.

To view the Dashboard page:

The Dashboard page displays automatically when you first log into the interface. From any other page in the
system, click theDashboardlink to access the Dashboard pag

5 " Logged in: Amy Maines
e omii . Bl ACS OnSite SE™ :
brivo
e AL DO e A
Dashboard Aclivity Devices Cards Usgers Scheduling Account System Lockdown ;
Dashboard Filter: | (none) v
Activity Device Status Hardware Status
Time Event Device Name Status
12:41 pm Device activated by admin: Mary Aetts ph15-2 front bell timer bell imer disengaged
door < doorforced o ke
12:40 pm Device activated by admin: Mary Aetts w22 eventir
elevator call R IV SNEE
12:40 pm Device activated by sdmin: Mary Aetts :;‘o‘fg’""‘ e elevator call button disengaged e
front door -
12:40 pm Device activated by admin: Mary Aetts 'd'oov forced event camera Araishie Live Video
1240 pm Device activated by admin. Mary Aetts elevator call button ph1-1door  Closed/Locked ulse =
ph 151 Open fLocked <
12:40 pm Device activated by admin Mary Aetts ;’°°' forced event AR
4 ks Open f Locked Pue <
1238 pm Device activated by admin. Mary Aetts 500' el wit ph-1-2 Openf Locked <
12:35 pm Device activated by admin: Mary Aetts w22 ?&::9"”' temp senosr sw disengaged
12.35 pm Bonnie Bly g:u‘rsg"’”‘ wi-tdoor  Closed/Locked
Closed Door uniock pending access
12:35 pm Device activated by admin: Mary Aetts daor forced everd wi-2 by activating group Unlock Eay | | Puse
ir unlocker
11:38 am Brenda Brown z:gls‘é'")m w152 Open fLocked Puse
11:31 am Device activated by admin: Mary Aetts w22 \fod. QpsniLocked Pl i
w22 Open/ Locked Puse
11:31 am motion detected Motlon ens or
Swithc
ph 15-2 front
11:30 am Device activated by agmin: Mary Aetts door @
Fatled access: Curtis Commings (Not in ph 15-2 front
31:29 om aliowad scheduie) door <
ph15-2 front
11:23am Brenda Brown door <
ph 152 front
11:23am Mary Aetts door @
11:20 am Door lett ajar wi5-2
1118 am Locked on schedule wis-2
11:18am Locked on schedule floor 6
11:12am Door lett ajar ph-1-2 9
11:12am Door left sjar w2 <
11:12am Door left ajar ph15-1 <3
11:10am 11 timer off Mation 2an$0y
swithc
1110 am Locked on schedule 11 floor 3

Figure 8. View Dashboard and Live Status

Details displayed include:
1 Activity
o Time. The time at which the event occurred.

o Event The type of system activity event. There are three types of events that may be listed.
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i Standard deviceelated events are shown inldck. This includes such occurrences as a
door unlocking according to schedule or a timeriven device turning itself on.

ii. For user access events, such as an authorized user entering a valid PIN, the user’s
name is listed in blue. Clicking on a user namakes you to the corresponding User
Detail page.

iii. Alarms and alert events, such as Door Forced Open or Failed Access Attempt
messages are displayed in red.

o Device The device at which the event occurred. Clicking the device name takes you to the
correspondng Device Details page.

1 Device Status

o Name. The name of the logical device configured for use at your installation. Clicking the
device name takes you to the corresponding Device Details page.

o Status The current output behavior status of the logical degiconfigured for use at your
installation. (The status of devices configured for an output behavior of Follow mélibe
displayed.)

o If appropriate, buttons to control the state of the device will appear as well.
o If applicable, previously created Displ&yiters will be accessible via a dropdown list.
1 Hardware Status
o Name.The name of the control panel, or an indication that the panel has not been configured.

o Panel ID.The unique identifier that separates this panel from all others in the system. Might
be blank if a control panel has been configured, but has not yet been given a physical Panel ID
to be associated with.

o0 Status.The connection status of the panel and its IP address if connected.
o Note: Additional information may appear in the event that aipa requires upgrade or other
circumstances.

All Administrators can:

1 Select a filter from the dropdown list in order to control which device status is displayed on Device
Status section of the Dashboard.

1 View the most recent activity events in the Actiiilst on the Dashboard page.

91 Click a user name in the Activity list on the Dashboard page to access the corresponding User Details
page.

1 Click a device name in the Device Status list on the Dashboard page to access the associated Device
Details page.
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Managing the Dashboard

Practically speaking, the Dashboard page is intended to give Administrators more immediate control over their
installation environment. The Pulse feature provides a standard remote “buzz-through” access on doors for
authorized uses who may have forgotten their credential, entered a PIN incorrectly several times, or attempted
entry outof-schedule. The Latch/Unlatch toggle feature allows Administrators to intentionally latch or unlatch a
programmable device that is configured fordhoutput behavior. The Lock Early/Unlock Early/Follow Schedule
feature allows Administrators to manually override a door locking schedule to allow/disallow access under
certain special circumstances.

Using the Dashboard’s Pulse Feature

The Dashboard’s Pulse feature provides a standard remote “buzz-through” access on doors for authorized users
who may have forgotten their credential, entered a PIN incorrectly several times, or attempted entof-out
schedule. This Pulse feature might also prove useful watboor Ajar alarm.

1. To pulse a device, click theulsebutton associated with it on the Dashboard's Device Status list. The
system displays the Device output pulsed dialog box.

2. ClickOKto acknowledge the dialog. Within a few seconds, an event entry sinildne example shown
below displays at the top of the Dashboard's Activity list.

Time Event Device
10:48 am Device activated by admin: Janet Viera front door

Figure 9. Dashboard Activity List Pulse Event Entry

Using the Dashboard’s Latch/Unlatch Feature

The Dashboard’s Latch/Unlatch toggle feature allows Administrators to intentionally latch or unlatch a
programmable device that is configured for that output behavior.

1. To latch a device, click theatchbutton associated with it on the Dashboard's Device Status list. The
system displays the Device output latched dialog box.

2. ClickOKto aknowledge the dialog. Within a few seconds, an event entry similar to the example shown
below is displayed at the top of the Dashboard's Activity list.

Time Event Device
10:35 am Outnpt Itatched by admin: Lisa Server Room Temp
Dominci Sensor

Figure 10.  Dashboard Activity List Latch Event Entry

3. To unlatch the device, click thenlatch button associatedwith it on the Dashboard's Device Status
list. The system displays the Device output unlatched dialog box.

4. ClickOKto acknowledge the dialog. Within a few seconds an event entry similar to the example shown
below display at the top of the Dashboard's Agty list.
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Figure 11.  Dashboard Activity List Unlatch Event Entry

door timer schedue to allow/disallow access under certain special circumstances. When desired, the
Administrator can then return the door device to its normal lock/unlock schedule.

1.

To lock a doorbeforeits normal scheduled time, click theock Earlybutton associated wi it on the
Dashboard's Device Status list. The system displays the Door locked ahead of schedule dialog box.

ClickOKto acknowledge the dialog. Within a few seconds an event entry similar to the example shown
below display at the top of the Dashboard's#vity list.

Figure 12.  Dashboard Activity List Door Locked Event Entry

To unlock a doorbeforeits normal scheduled time, click th&Jnlock Earlybutton associated with it on
the Dashboard's Device Status list. The system displays the Door unlocked ahead ofigkhdialog
box.

ClickOKto acknowledge the dialog. Within a few seconds an event entry similar to the example shown
below display at the top of the Dashboard's Activity list.

this box to allow this
Administrator to activate devices from the Dashboard.

Figure 13.  Dashboard Activity List Door Unlocked Event Entry

To return a door to its normal lock/unlock schedule, click tR®llow Scheduléutton associated with
it on the Dashboard'Device Status list. The system displays the Door returned to following configured
unlock schedule dialog box.

ClickOK to acknowledge the dialog. Within a few seconds, an event entry similar to the example shown
below display at the top of the DashboardActivity list.
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