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15B15BSystem Overview: OnSite SE and ACS5000-S Client ModeFF

* 

OnSite SE is a standalone access control system designed for applications of up to 300 readers. With the use of 
the OnSite SE appliance, it will also span multiple facilities, with the master server residing at one of those 
facilities, as determined by the end user.  All OnSite SE appliances are fully browser-managed, and accessible via 
the Internet with appropriate network configuration. 

cessible via a web browser, and is divided into eight sections. 
When you click on a section link, a corresponding sidebar menu displays, providing access to data maintained in 
that section. 

¶ The Dashboard section provides a two-fold administrative functionality for monitoring and controlling 
the output behavior of programmable system devices. 

¶ The Activity section provides access to the System Activity log and the Administrative Journal. The 
System Activity log tracks access-related events, such as doors being opened and closed, and devices 
being switched on and off. The Administrative Journal tracks actions performed by Account 
Administrators of OnSite SE, such as the creation or deletion of an access schedule. 

¶ The Devices section lets System Account Administrators manage doors and devices associated with the 
building.  

¶ The Cards section lets System Account Administrators manage their inventory of access cards.  

¶ The Users section allows Administrators to manage the set of users to be given access to the facility.  

¶ The Scheduling section provides Administrators the ability to manage specific periods of time during 
which a device might be accessed or operated.  

¶ The Account section permits the creation of the System Account as well as any additional Tenant 
Accounts. This section also allows you to define rules for automatically emailing select individuals when 
specific security events occur, and to define custom fields for maintaining additional information on 
users who have access to a facility. 

¶ The System section can be accessed by System Account Administrators only, and is used to configure 
and monitor system operations. 

At the top of each page you will also find: 

¶ A Help  

¶ A Log Out button at the end of the section menu bar that allows you to exit OnSite SE in a secure 
manner.  

¶ A Lockdown icon that allows the user to engage or disengage the Lockdown function, provided the 
individual logged in has the privilege to use this function. 

 

                                                 

 

 

 
* For use of this manual with OnSite Extended Edition (OnSite XE), please refer to Appendix A: Onsite Extended 
Edition to see a list of specific differences between OnSite SE and OnSite XE.  
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NOTE: 

Individuals with access to OnSite SE are referred to as Administrators. Administrators 
may have either read/write access to the interface, or read-only. For Administrators 
with read-only access, data management options, such as Create, Edit, or Delete 
buttons, are not visible. 

Individuals with access to a facility who cannot log in to OnSite SE are referred to as 
Users. 
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16B16BOnSite SE 

OnSite SE is an access control appliance and software interface that is compatible with ACS5000-S control 
panels, as well as other compatible control panels.  

 

Optional Remote Access

Local Administrator Access

Internet

Standard Web Browsers

LAN

R ead er

R ead er

CAN Bus

ACS OnSite Panel

Expansion Panel

R ead er

R ead er

CAN Bus

ACS OnSite Panel

Expansion Panel

 

Figure 1. OnSite SE 
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17B17BACS5000-S control panel in Client Mode 

An ACS5000-S panel is in Client Mode when it has been connected to an OnSite SE appliance and therefore 
becomes integrated into the SE system.  

Browser

LAN

ACS 5000 - S
Client Mode

ACS 5000 - S
Client Mode

Access Control
Appliance

 

Figure 2. ACS5000-S Client Mode 

 

WARNING: ACS5000-S firmware changes 

 Once an ACS5000-S panel has been connected to an 
OnSite SE appliance, its firmware has replaced and it 
can no longer function as an independent panel.  

 

 

NOTE:  

The majority of this document assumes you have a single System 
Account. For a description of how OnSite SE operates differently when 
Tenant Accounts are defined, see XXTenant AccountsXX. 

 In situations where only one business occupies a building, security is 
managed via a single System Account. If, however, there are multiple 
businesses leasing portions of a building, the System Account can  be 
used to manage building-wide security, while individual Tenant Accounts 
are created for each business, enabling them to manage their own 
internal security.  
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18B18BBrowser Requirements  

You can use any standard Web browser to access the interface.  Note that video playback functionality may vary 
by DVR type, please see specific DVR driver documentation for more information. 

The interface uses cookies to preserve session information. If your browser disallows cookies, the interface will 
not function properly.  

ol navigation and display images. If your browser has 
scripting disabled, the interface will not function properly.  

Some functional elements appear in pop-up windows. If you have installed software that blocks pop-up windows, 
the interface will not function properly.  
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19B19BMain Features of OnSite SE 

¶ Application runs locally on the OnSite SE access control appliance 

¶ Up to 25,000 users 

¶ Up to 300 readers/ doors 

¶ Supports the ability to add control panels and Edge devices 

¶ Supports Digital Video Playback with supported DVRs 

¶ Supports a full featured Badging Application. 
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2.   1B1BNetwork Environment 

This section describes the basic operation of the OnSite SE series in an IP network environment.  

Network requirements will vary depending on whether you are setting up a single ACS5000-S control panel, or a 
network of ACS5000-S control panels managed by an OnSite-SE appliance. 

First, the network requirements are identified. Next, the steps for accessing OnSite SE are outlined. 
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20B20BNetworking Requirements 
OnSite SE with multiple ACS5000-S panels on a single LAN 

The following network requirements are applicable to a system in which an OnSite SE appliance is managing one 
or more ACS5000-S control panels on a single LAN (i.e., a single IP subnet or address space), as shown in the 
figure below. 
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Figure 3. OnSite SE on a single LAN 

Requirements Comment 

Ethernet 10/100 Base T LAN CAT5 Cabling with RJ45 Connectors 

Ethernet Hub/Switch set to Auto-Negotiate  
Most hubs and switches default to auto-
negotiate, which is the preferred setting.  

 IP Addressing  OnSite SE 

A static IP address is required for the OnSite 
SE appliance. Consult your local network 
administrator for a suitable static IP address 
for the appliance. 

IP Addressing  ACS5000-S panels 

The ACS5000-S panels being controlled by the 
OnSite SE appliance may be configured with 
either DHCP or a static IP address.  Please see 
the local network administrator for a preferred 
configuration for these settings. 

Proxy (not required) 

The existence of a proxy on the LAN is not 
relevant to the OnSite SE because it is a Web 
server; however, outside access to the 
appliance may require the end user to be 
aware of proxy settings for proper behavior of 
his/her browser. Consult your local network 
administrator for further information about 
proxy settings. 
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OnSite SE with multiple ACS5000-S panels on multiple LANs 

The following network requirements are applicable to a system in which an OnSite SE appliance is managing one 
or more ACS5000-S control panels on multiple LANs (i.e., typically multiple sites, each with their own 
connection to the Internet or a corporate WAN) as shown in the figure below. 
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Figure 4. OnSite SE with Multiple Panels on Multiple LANs 

The following requirements for a multi-site OnSite SE network are in addition to the requirements for a single 
LAN. 

 

Requirements Comment 

Site-to-site (LAN-to-LAN) connectivity 

The sites where the OnSite SE and ACS5000-S 
equipment is located must all be able to 
connect to a common networking 
environment such as the Internet or a 
corporate WAN 

IP routing 

There must be an IP route established 
between the sites where the OnSite 
equipment is located.  This must be 
performed by the network administrator for 
those sites.  Typical approaches include 
VPNs, public IP addresses, port forwarding, 
etc.  Contact the network administrator to 
determine the proper configuration. 
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21B21BAdding a Client Mode device 

The OnSite SE appliance can support up to as many control panels as necessary for their full reader capacity.  
The panels can be a mix of ACS5000-S control panels with up to fourteen expansion boards each and Edge 
devices.   
 
In either case, the panels or Edge device must be individually configured with the IP address of the OnSite SE 
appliance it will get data from.   
 
In order to configure a panel or device, you will need the following: 

¶ A network connection to the panel or device  

¶ The IP address of the OnSite SE appliance  

Refer to the documentation for the ACS OnSite or Edge Device with Brivo Plug-In for instructions on network 
access to those devices. 
 
The IP address of the OnSite SE appliance is available from the System Administrator. 
 
To configure the panel or device to connect to an ACS OnSite panel or Edge device, do the following: 
 

1. Open HHHUhttp:// ip-address/cgi-bin/server.cgiUHHH in a browser, where ip-address is the address of the panel or 
device you are configuring.  

2. In the Server IP Address box, enter the IP address of the OnSite SE appliance from where the panel or 
device will retrieve data.  

 

Figure 5. ACS5000-S Client Mode 

3. Click Save.  

The panel or device will connect to the server and retrieve whatever firmware/settings are necessary. 
 
 

 

WARNING: 

Do not interrupt the process once started.  If you 
make a mistake, let the process finish before 
attempting to correct.  Interrupting the installation 
of new firmware can damage the panel or device 
functionality. 

 

http://ip-address/cgi-bin/server.cgi


Page 22   

  
 

  
© 2007 Brivo Systems, LLC. All rights reserved. 7/6/2010 

22B22BAccessing OnSite SE 

This section describes how to connect to the OnSite SE appliance. 

In order to access OnSite SE you will need to: 

¶ Connect a laptop to the OnSite SE appliance 

¶ Set a static IP address 

Alternately, you can use the OnSite SE Console Interface to configure a static IP address.  To do this you will 
need to: 

¶ Connect a monitor and keyboard to the OnSite SE appliance 

¶ Set a static IP address 

Connecting to OnSite SE appliance from Laptop: 

The OnSite SE will boot with a static IP address of: 169.254.242.207.  

You will need to: 

1. Connect your laptop to the Ethernet port on the back of the appliance. 

 

Figure 6. Back of OnSite SE appliance 

2. Your laptop should default to an appropriate address on this same network (i.e., 169.254.xxx.xxx); if it 
does not, please use the manual networking settings tools on your laptop to configure it to an address 
on the 169.254.xxx.xxx network). 

3. Log on to your laptop and open a browser to http://169.254.xxx.xxx to access OnSite SE. 

4. See the XXXConfiguring the NetworkXXX section for information on how to assign a static IP address for the 
LAN. 

 

Direct console: 

The OnSite SE appliance supports a standard keyboard and monitor to present a basic network configuration 
console-based interface. It is generally necessary to configure a static IP address for the OnSite SE appliance.  
The Network Settings dialog prompts for static address parameters. 

 

 
NOTE: 

 If DHCP is required, please use the initial static IP address for the appliance to log 
into the main application and select DHCP addressing. 
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1. Connect a VGA monitor and keyboard to appropriate ports on the OnSite SE appliance 

2. Log in with username 
password. 

3. To set a static IP address for the LAN, select Network Settings from the main menu. 

4. Enter the appropriate IP address information. 

 

Figure 7. OnSite SE direct console static IP setup 

5. Press Enter to save settings. 
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3.  2B2BDashboard 

The Dashboard page is the initial system form displayed after logging into the interface. The Dashboard provides 
a two-fold administrative functionality for monitoring and controlling the output behavior of programmable 
system devices. The left side of the Dashboard page displays the Activity list. It is a dynamic system Activity Log 
that automatically refreshes periodically with the most recent events in reverse chronological order (i.e., most 
recent event at the top; earliest event at the bottom) and associates these events with a time-stamp and the 
name of the device involved. The right side of the Dashboard page displays the Device Status list. It lists system 
devices in alphabetical order, along with their lock/unlock status. For Administrators configured to use it, the 
Device Status list also provides corresponding command button mechanisms to control the output behavior of 
specific devices. 

¶ On the Edit Device page, system devices must be configured for an output behavior of Pulse, Latch or 
Unlatch and have the Control from browser option checked to be controllable from the Device Status 
list on the Dashboard page. System devices configured for an output behavior of Follow are not 
controllable from the Dashboard page. 

¶ There is a Live Status feature on the Dashboard that allows the user to see the physical position of the 
door as open or closed, as well as customized, color-coded messages for programmable devices. 
Programmable devices are described in the section onHHH Live StatusHHH in the chapter on HHHDevicesHHH.  

¶ There is a Lockdown icon that enables certain Administrators to engage and disengage the function. 

¶ Users can control which device status is displayed on the Device Status section of the Dashboard by 
creating Display Filters. For more information, see the section on HHUsing Activity FiltersHH. 
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23B23BBrowsing the Dashboard 

The Dashboard page provides a dynamic system activity log that automatically refreshes periodically with the 
most recent events (such as when a door is accessed or a device is activated), along with the corresponding 
time-stamp and device name. All Administrators can view all system activity entries displayed on the Dashboard 
page. 

To view the Dashboard page: 

The Dashboard page displays automatically when you first log into the interface. From any other page in the 
system, click the Dashboard link to access the Dashboard page. 

 

Figure 8. View Dashboard and Live Status 

Details displayed include: 

¶ Activity 

o Time. The time at which the event occurred. 

o Event. The type of system activity event. There are three types of events that may be listed.  
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i. Standard device-related events are shown in black. This includes such occurrences as a 
door unlocking according to schedule or a timer-driven device turning itself on. 

ii. 
name is listed in blue. Clicking on a user name takes you to the corresponding User 
Detail page.  

iii. Alarms and alert events, such as Door Forced Open or Failed Access Attempt 
messages are displayed in red.  

o Device. The device at which the event occurred. Clicking the device name takes you to the 
corresponding Device Details page. 

¶ Device Status 

o Name. The name of the logical device configured for use at your installation. Clicking the 
device name takes you to the corresponding Device Details page. 

o Status. The current output behavior status of the logical device configured for use at your 
installation. (The status of devices configured for an output behavior of Follow will not be 
displayed.) 

o If appropriate, buttons to control the state of the device will appear as well. 

o If applicable, previously created Display Filters will be accessible via a dropdown list. 

¶ Hardware Status 

o Name. The name of the control panel, or an indication that the panel has not been configured. 

o Panel ID. The unique identifier that separates this panel from all others in the system.  Might 
be blank if a control panel has been configured, but has not yet been given a physical Panel ID 
to be associated with. 

o Status. The connection status of the panel and its IP address if connected. 

o Note: Additional information may appear in the event that a panel requires upgrade or other 
circumstances. 

All Administrators can: 

¶ Select a filter from the dropdown list in order to control which device status is displayed on Device 
Status section of the Dashboard. 

¶ View the most recent activity events in the Activity list on the Dashboard page. 

¶ Click a user name in the Activity list on the Dashboard page to access the corresponding User Details 
page. 

¶ Click a device name in the Device Status list on the Dashboard page to access the associated Device 
Details page. 
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24B24BManaging the Dashboard 

Practically speaking, the Dashboard page is intended to give Administrators more immediate control over their 
-

authorized users who may have forgotten their credential, entered a PIN incorrectly several times, or attempted 
entry out-of-schedule. The Latch/Unlatch toggle feature allows Administrators to intentionally latch or unlatch a 
programmable device that is configured for that output behavior. The Lock Early/Unlock Early/Follow Schedule 
feature allows Administrators to manually override a door locking schedule to allow/disallow access under 
certain special circumstances. 

 

-
who may have forgotten their credential, entered a PIN incorrectly several times, or attempted entry out-of-
schedule. This Pulse feature might also prove useful with a Door Ajar alarm. 

1. To pulse a device, click the Pulse button associated with it on the Dashboard's Device Status list. The 
system displays the Device output pulsed dialog box. 

2. Click OK to acknowledge the dialog. Within a few seconds, an event entry similar to the example shown 
below displays at the top of the Dashboard's Activity list. 

 

Figure 9. Dashboard Activity List  Pulse Event Entry 

 

latch or unlatch a 
programmable device that is configured for that output behavior. 

1. To latch a device, click the Latch button associated with it on the Dashboard's Device Status list. The 
system displays the Device output latched dialog box. 

2. Click OK to acknowledge the dialog. Within a few seconds, an event entry similar to the example shown 
below is displayed at the top of the Dashboard's Activity list. 

 

Figure 10. Dashboard Activity List  Latch Event Entry 

3. To unlatch the device, click the Unlatch button associated with it on the Dashboard's Device Status 
list. The system displays the Device output unlatched dialog box. 

4. Click OK to acknowledge the dialog. Within a few seconds an event entry similar to the example shown 
below display at the top of the Dashboard's Activity list. 
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Figure 11. Dashboard Activity List  Unlatch Event Entry 

 

door timer schedule to allow/disallow access under certain special circumstances. When desired, the 
Administrator can then return the door device to its normal lock/unlock schedule. 

1. To lock a door before its normal scheduled time, click the Lock Early button associated with it on the 
Dashboard's Device Status list. The system displays the Door locked ahead of schedule dialog box. 

2. Click OK to acknowledge the dialog. Within a few seconds an event entry similar to the example shown 
below display at the top of the Dashboard's Activity list. 

 

Figure 12. Dashboard Activity List  Door Locked Event Entry 

3. To unlock a door before its normal scheduled time, click the Unlock Early button associated with it on 
the Dashboard's Device Status list. The system displays the Door unlocked ahead of schedule dialog 
box. 

4. Click OK to acknowledge the dialog. Within a few seconds an event entry similar to the example shown 
below display at the top of the Dashboard's Activity list. 

5.  this box to allow this 
Administrator to activate devices from the Dashboard. 

 

Figure 13. Dashboard Activity List  Door Unlocked Event Entry 

6. To return a door to its normal lock/unlock schedule, click the Follow Schedule button associated with 
it on the Dashboard's Device Status list. The system displays the Door returned to following configured 
unlock schedule dialog box. 

7. Click OK to acknowledge the dialog. Within a few seconds, an event entry similar to the example shown 
below display at the top of the Dashboard's Activity list. 
























































































































































































































































































































