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ACS WebService Overview  

ACS WebService is a software application, accessed via the Internet that enables an 

organization to manage its access control system (ACS) account. The ACS WebService 

int erface is divided into eleven sections. When you click on a section name, a set of 

corresponding tabs is displayed. Click the tabs to access the ACS WebService pages, in 

order to view and maintain your account data.  

The Home  section provides access to Tec hnical Support contact information and Release 

Notes.  

The Activity  section provides access to the Activity Log, Activity Report and an In/Out 

Report that shows when individual doors were accessed and by whom.  

The Users/Groups  section lets you view and ma nage the users who have access 

privileges to your premises.  

The Cards  section lets you view and manage your card inventory.  

The Sites/Doors  section lets you view and manage the individual sites defined for your 

account, as well as their associated doors and devices. This section also allows you 

to configure the control panel(s) associated with each site in your account.  

The DVRs section provides the configuration tools for defining a Digital Video Recorder 

(DVR) and Closed Circuit Television (CCTV) camer as for integration with your ACS 

WebService account.  

The Schedules  section lets you view and manage schedules, which are used to define 

your usersô access privileges and to control device operations.  

The Notifications  section lets you view and define rule s for determining who within your 

organization will receive emails when certain events occur.  

The Reports  section let you generate customized user reports.  

The Account  section lets you view and manage account -specific information, such as 

company contact information, the type of access your Administrators have to ACS 

WebService, and time zone preferences.  

The Lockdown  section enables you to override regular access privileges in an emergency 

situation.  

At the top of each page is a set of three buttons:  

The Help  button provides access to support documentation.  

The Journal  button provides quick access to a log of Administrator activities.  

The Log Out  button allows you to exit ACS WebService in a secure manner.  
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Browser Requirements  

If you are using eithe r the BioscryptÊ fingerprint registration or Digital Video Recorder 

functionalities, you must use Internet Explorer 5.0 or higher as your Web browser. If you 

are not using either of these features, you can use any standard Web browser to access 

ACS WebServ ice.  

ACS WebService uses cookies  to preserve session information. If your browser disallows 

cookies, the interface will not function properly.  

ACS WebService uses JavaScriptÊ to validate form data, control navigation and display 

images. If your browser ha s scripting  disabled, the interface will not function properly.  

Some functional elements require the FlashÊ Player, version 5.0 or higher. If FlashÊ is not 

detected in your browser, you will be prompted to download it.  

The Digital Video Recorder function ality uses ActiveX Controls. These will be downloaded by 

Internet Explorer during the installation process.  

Some functional elements appear in popup windows. If you have installed software that 

blocks popup windows, the interface will not function properly .  
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ACS WebService Support  

The Home section of ACS WebService provides access to a variety of support options, 

including contact information for your Brivo dealer and access to online assistance.  

Welcome  

The Welcome page displays when you first log in to A CS WebService.  

 

Figure 1.      View Welcome Page  

This page displays basic information related to the account and to you, as an Administrator, 

including:  

Account Name . The name assigned to the account when it was first created.  

Account Number . The financial number assign ed to the account.  

Administrator ID . The ID you used to log in to ACS WebService for the current session.  

Status . Your Administrator status: Master, Senior, or Assistant.  

Time Zone . The time zone used to track all events maintained for the account through 

ACS WebService.  

Dealer . The dealer associated with the account.  

 

This page also provides shortcut links to some of the more common ACS WebService 

features.  

Contact Us  

When you click the Contact Us  tab, the Help Center popup window opens. On the left side o f 

this window is a set of links to ACS WebService support documentation. On the right side is 

contact information for the dealer who owns the account.  

The menu bar at the top of this page also provides a link to a copy of this document ( Admin 

Manual ) as we ll as direct links to a set of frequently asked questions ( FAQ) and a Glossary  

of terms. The FAQ, Glossary and a section on Troubleshooting can all be found in the ACS 
WebS ervice Support  chapter starting on page 263  at the back of this document,  
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Figure 2.      View Dealer Contact Information  

Release Notes  

Click the Release Notes  tab to access information for the most recent ACS WebService 

release. The Release Notes display as PDF documents in a pop up window.  

 

Figure 3.      Access Release Notes  
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What is an Account?  

An account  is essentially a ñspan of control.ò It is a group of affiliated control panels all 

under the management of a single Master Administrator.  

An account might be a small building  with a single control panel. Or it might be a large 

building with multiple control panels, controlling access to several exterior as well as 

interiors doors. Or it might be multiple buildings, located in different cities or even different 

countries. In ea ch one of these situations, however, the account has one and only one 

Master Administrator.  
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Managing Company Information  

The Company Information page displays the name and address of your company. Typically, 

this information will be entered at the time th e account is created. The Master Administrator 

and all  Senior Administrators can edit company information at any time.  

To edit company information:  

1.  Go to the Account  section. The Administrators directory displays.  

2.  Click the Company Info  tab. The Company Information page displays.  

3.  Click Edit Company Info  near the top of the page. The Edit Company Information 

page displays.  

 

Figure 4.      Edit Company Information  

4.  Update the desired fields. All of the fields on this page may be edited. Company 

Name , Street 1 , City , State /Province , ZIP/Postal Code , and Phone  are required 

fields. Street 2 , Ext. , Fax, and Industry  are optional.  

5.  Click Save . You are returned to the Company Information page with the updates 

displayed.  

 

NOTE:  

The Company Information page can be accessed directly from almost 
any ACS WebService page by clicking the Account name link at the 
bottom of the page.  

 



Page 20  Administratorôs Manual 

© 2007 Brivo Systems, LLC. All rights reserved.  6/24/2010  

Managing Passwords and Secret Questions  

Administrators can access and manage an account throu gh the ACS WebService interface. 

Each Administrator manages his or her own password. Administrators who forget their 

passwords m ay use the self - serve password reset feature or, if the soft lockout feature is 

enabled, merely wait for the timeout period to e xpire before attempting to log in again.  

 

NOTE:  

The soft lockout feature allows for the resetting of the lockout that 
occurs after an administrator has failed to enter the correct password 
and locked the account as a result.  The soft lockout can be set 
anywhere from 1 to 999 minutes.  After thi s time has elapsed, the 
administrator may again attempt to enter the correct password rather 
than having to call Technical Support.  

 

The administrator w ill be require d to correctly answer a secret question before receiving an 

email with a new randomly gen erated password. Like passwords, secret questions are 

maintained by each individual Administrator.  

 

NOTE:  

If you have not established a secret question and answer and have 
forgotten your password, you will be required to contact Technical 
Support for further assistance.  

 

To change your password:  

 

 
NOTE:  

The password must contain a minimum of 2 of th e following: lower 
case, upper case, digit, or non -alphanumeric characters.  

 

1.  Go to the Account  section. The Administrators directory displays.  

2.  Click the Password  tab. The Change Password page displays. You can change one or 

both items on this page.  
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Figure 5.      Change Password  

3.  To change your password, enter a new password in both the New Password  and 

Confirm New Password  fields.  

4.  Enter your current password in the Current Password  field, the password you used 

to log in to the current session.  

5.  Click Save . If you cha nged your password you will need to use the new password 

the next time you log in to your account. If you ever forget your password, you may 

use the self - serve password reset or you will need to be able to answer your secret 

question before Technical Suppo rt will assign you a new one.  

To change a secret answer and question:  

1.  Go to the Account  section.  The administrator directory displays.  

2.  Click on the Secret Question  link.  The secret question and answer page displays.  

3.  Enter a new secret question and/or ans wer as desired.  The secret question can be 

anything that is meaningful to you and can be used for identification purposes, such 

as ñWhat was the name of my first pet?ò Do not create a question involving readily 

available information, such as ñWhen is my birthday?ò 

4.  Enter your current password to confirm your identity.  

5.  Click Save . 
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Figure 6.      Changing Secret Question and Answer  

To use the self -serve password reset:  

1.  At the login screen, click on the Forgot your password  link.  

2.  Enter the Administrator ID and click the Submit  button.  An email will be sent to the 

email address registered to the Administrator ID provided.  Please check the email 

and follow the instructions.  

 

NOTE:  

The email will contain a link.  This link is only valid for 4 hours.  If the 
link is not used  during that time, the process will have to be restarted 
from the beginning.  

 

3.  When you click on the link, you will be returned to the Reset Password page.  Please 

reenter the Administrator ID and click the Submit  button.  

4.  The secret question will appear al ong with a field for the secret answer.  Fill in the 

secret answer and click the Submit  button.  

5.  An email will be sent to the email address on file for your Administrator ID with 

further instructions.  

6.  Use the Click Here  link to return to the login page.  En ter your Administrator ID and 

the temporary password provided in the second email.  You will then be instructed 

to enter a new permanent password.  

7.  Enter your Administrator ID and your new permanent password to complete the 

login process.  
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Managing Time Zon e Display  

There are two ways to display time in ACS WebService: Site Time and My Time.  

Site Time  

When you set your account to use Site Time, time stamps throughout your account reflect 

each siteôs time zone. For example, in this excerpt from the Activity Log, time for the Maple 

Street Branch is recorded as Eastern Daylight Time (EDT), while time for the Seattle Office 

is recorded as Pacific Daylight Time (PDT).  

 

My Time  

The My Time option allows you specify a single time zone to be used for all time sta mps in 

your account. For example, if you set My Time to Eastern Daylight Time (EDT), all events in 

the Activity Log will be recorded as such.  

 
NOTE:  

The Time Zone setting is Administrator -specific; each Administrator 
may set his or her own time zone preference.  

  

 

To set your time zone and display mode:  

1.  Go to the Account  section. The Administrators directory displays.  

2.  Click the Interface  ta b. The Time Zone page displays.  

 

Figure 7.      Set Time Zone  

3.  On the My Time Zone  dropdown list, click your time zone.  

4.  In the Show Activity Log Events in field, click either My Time or Site Time.  
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5.  Click Save . Activity Log events will begin displaying in the specified m ode.  
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Managing Account Settings  

The Account Settings screen allows for an administrator to enable or disable certain tools in 

an account, including user activation , self - serve password reset, and soft lockout for 

antipassback.  

1.  Click on the Account tab.  

2.  Click on Account Settings  in the sub -navigation menu. The Account Settings page 

displays.  

3.  If you would like all users to be created as suspended , check the Create Users as 

suspended  box.  

 
NOTE:  

By default, new users are created as activated . In order to 
creat e users as suspended , the box must be checked.  

 

4.  To enable the self - serve password reset option on the account, check the Enable 

self - serve password reset  box.  

5.  To enable soft  lockout for self - serve password reset , check the Enable soft lockout  

box.  Choose  the soft lockout timeout period (default is 3 minutes) by filling in the 

box.  

6.  Once finished, click Save . 

 

 

 

 

Figure 8.      Account Settings  
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3.   Control Panels  
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What are Control Panels?  

 

NOTE:  

Unless otherwise noted, the term ñcontrol panelò in this document 
refers exclusively to ACS5000 panels. While the general procedures 
for managing earlier versions of  control panels may be similar, you 
should refer to the documentation for your spec ific ACS product for 
instructions on creating, editing and deleting control panels.  

 

A control panel  is a complete system of chassis, control boards, power supplies, and 

associated interconnected wiring referred to be a common Control Panel ID number. Thi s 

includes the Main Board and up to 14 additional control boards (Door Boards and/or Input 

Output Boards). While each control panel can have a maximum of only 15 control boards 

(including the Main Board), an account can manage multiple control panels.  

A control board  is either a Door Board or an Input Output Board (I/O Board). Each control 

board has a number of input and output points , which are actual connections wired to 

switches, relays and Wiegand readers. In the case of Door Boards, the points are gro uped 

into two door nodes  per board, each node containing all of the inputs and outputs necessary 

to control a single door. Door boards can therefore be configured to drive two doors (one 

per node). Or, they can be used to control one door and multiple devi ces, since the input 

and output points of the second door node can be used to drive devices such as elevators.  

 

NOTE:  

Although it is labeled DOOR BOARD, the ACS5000 Door Board can be 
used to drive any type of device that can be wired to close contacts or  
driven by a relay; it does not have to be used to control just a door.  

 

 

NOTE:  

Keep in mind, when configuring the control board input and output 
points in ACS WebService, that the configuration must match the 
actual physical wiring of the panel. Consult  your dealer to ensure that 
the configuration in ACS WebService matches the actual control panel 
wiring.  
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Browsing the Control Panel Directory  

The Control Panels directory is a list of all control panels currently associated with your 

account. Control panels are listed in alphabetical order.  

To view the list of control panels for your account:  

1.  Go to the Sites/Doors  section. The Site Directory displays.  

2.  Click the Control Panels  tab. The Control Panels directory displays.  

 

Figure 9.      View Control Panels Directory  

Your Administrator permissions determine which sites you can view on this page.  

The Master Administrator and all  Senior Administrators can view all control panels 

associated with the account.  

Assistant Administrators can view only those control panels f or which they have 

assigned permissions.  

 

For all viewable control panels, you will see:  

The Control Panel Name  

The date on which the most recent message was generated by the panel. This Last 

Contact  date indicates when all the control panels for the acc ount last 

communicated.  

The Control Panel ID  number  

The Model  type  

The Firmware  version  
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Viewing Control Panel Details  

The Control Panel detail page displays a list of information associated with a specific control 

panel. You can the detail page for any  site viewable to you on the Control Panels directory 

page.  

To view the details for a specific control panel:  

1.  Go to the Sites/Doors  section. The Site Directory displays.  

2.  Click the Control Panels  tab. The Control Panels directory displays.  

3.  Click the contr ol panel you wish to view. The associated detail page displays.  

 

Figure 10.      View Control Panel Details  

This page provides links to other pages that enable you to manage the control panel, 

including:  

Edit Control Panel  

Add Board  

Add Elevator  

Configure Antipassback  

View Relationships  

 

Beneath these links, the control panel details are displayed, including:  

A Control Panel Name , assigned when the control panel was first created or last updated 

by an Administrator.  

The Control Panel ID  number, found on the inside door o f the control panel chassis.  

The control panel Model , indicating the version (ACS3000, ACS4000, or ACS5000). For 

ACS5000 models, this field will also indicate the type of control panel: Ethernet, GSM 

or CDMA.  

The version of control panel Firmware  installed  on the control panel.  

A Note  field that displays miscellaneous information related to the functioning of the 

control panel, such as where the panel is located.  
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On the bottom half of the page, all control boards and elevators associated with the control 

panel are listed. The information displayed for each board includes:  

A Board  name that is comprised of the board type and the board number, and which 

serves as a link to the Board detail page.  

The assigned Board # . Each of the up to 15 circuit boards in a c ontrol panel has a 

unique Board #. Board #1 is always the Main Board. The other boards may be either 

Door Boards or I/O Boards.  

 

 

WARNING: Board #  

The Board # must match the address configured on each board in 
the system.  

 

A brief description of the boar dôs physical Location . 

A trashcan icon associated with each board listed, if your permissions allow you to delete 

control boards.  

  

The information shown for each elevator associated with the control panel includes:  

A brief, descriptive Elevator  name, whic h serves as a link to the Elevator detail page.  

The Wiegand Reader  configured for the elevator.  

A trashcan icon associated with each board listed, if your permissions allow you to delete 

elevators.  
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Creating a Control Panel  

The Master Administrator and al l Senior Administrators have permission to manage control 

panel - related data.  

To create a control panel:  

1.  Go to the Sites/Doors  section. The Site Directory displays.  

2.  Click the New Control Panel  tab. The New Control Panel page displays.  

 

Figure 11.      Create a Control  Panel  

3.  Enter a brief, descriptive name in the Control Panel Name  field, such as ñ12 Pine 

Streetò or ñMain Reactor.ò  

4.  Enter the Control Panel ID  number  found on the inside door of the control chassis, 

the one containing the Main Board. You will receive an e rror message if you enter 

an invalid ID number.  

5.  In the Note  field, enter any miscellaneous information related to the functioning of 

the control panel, such as when the battery was last changed or the most recent 

service date.  

6.  Click Save . You are taken to  the Control Panel detail page.  
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Managing Control Panels  

Once a control panel is added to an account, you can change its name but not its ID 

number. You can also associate control boards and elevators with it. For more information 

see Managing Control Panels  on page 33  and Managing Elevators  on page 99 . 

To edit a control panel:  

1.  Go to the Sites/Doors  section. The Si te Directory displays.  

2.  Click the Control Panels  tab. The Control Panels directory displays.  

3.  Click the control panel you want to edit. The Control Panel detail page displays.  

4.  Click Edit Control Panel . The Edit Control Panel page displays.  

 

Figure 12.      Edit a Control  Panel  

5.  Update the information in the Control Panel Name  and Notes  field as desired.  

6.  Click Save . You are returned to the Control Panels directory.  

 

 

WARNING: Deleting Control Panels  

To have a control panel deleted from your account, you must contact 
Techn ical Support.  
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Managing Control Boards  

Configuring a control panel involves managing the control boards associated with it, 

including Door Boards and Input Output (I/O) Boards.  

To add a control board to a control panel:  

1.  Go to the Sites/Doors  section. T he Site Directory displays.  

2.  Click the Control Panels  tab. The Control Panels directory displays.  

3.  Click the control panel to which you wish to add a control board. The Control Panel 

detail page displays.  

4.  Click Add Board . The Add Board page displays.   

 

Figure 13.      Add a Control Board to a Control Panel  

5.  From the dropdown list, click the appropriate Board Type . 

6.  In the Board #  field, assign a number to this board. The dropdown list includes all 

valid board numbers (2 -15) not currently in use.  

 

NOTE:  

When a control panel is first created, one Door Control Board is 
automatically associated with it and assigned Board #1. This is the 
Main Board for the system, and it cannot be deleted.  

 

7.  In the Location  field, enter a brief description of the boar dôs location, such as ñHQ 

3 rd  floor utility closet.ò 

8.  Click Next . Depending on the type of board being added, either the Door Control 

Board detail page or the I/O Board detail page displays.  

 

To configure a Door Board:  

1.  If you are not already on the Door C ontrol Board detail page:  

2.  Go to the Sites/Doors  section. The Site Directory displays.  

3.  Click the  Control Panels  tab. The Control Panels directory displays.  
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4.  Click the control panel for which you wish to configure a Door Board. The Control 

Panel detail page displays.  
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5.  Click the Door Board you wish to configure. The Door Control Board detail page 

displays.  

 

Figure 14.      Configure a Door Control Board  

6.  The Board Type  and Board #  fields cannot be edited on this page, but the Location  

field can be.  

7.  All Door Boards contain two  nodes, each of which can be used to control either one 

door or one door and multiple devices. On this page, these two nodes are identified 

as DOOR 1 and DOOR 2, and for each there is a set of i nput and output points  that 

corresponds to a block of terminal s on the actual Door Board.   All of the labels 

match the text silk -screened on the board.  

 

NOTE:  

A Door Board node does not have to be used to control a door; it can 
be used to control any number of devices. However, the following 
terminal blocks cannot be used by any other device if the node is to 
be used for a door: REX, DOOR CONTACT, and READER.  
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8.  For each I/O point, there is a set of fields used to define the operation of the 

associated terminals.  

9.  In the Label  field a default label for the I/O Point d isplays. To change the label, 

enter a short, descriptive value, such as ñLoading Dock Door Lock.ò 

10.  In the EOL Supervision field, click Yes or No to indicate if the input point is wired for 

end -of - line supervision. EOL supervision is not relevant for output points ( DOOR 

LOCK RELAY, AUX RELAY 1 , and AUX RELAY 2 ) or for the  READER point.  

11.  In the Normal State  field, click NC to indicate that the I/O Point is normally closed, 

or NO to indicate that it is normally open. As with EOL Supervision, this field is not 

re levant for output points.  

12.  Click Save . You are returned to the Control Panel detail page with the new Door 

Board listed in alphabetical order with the other control boards.  

 

To configure an Input Output (I/O) Board:  

1.  If you are not already on the Door Cont rol Board detail page:  

2.  Go to the Sites/Doors  section. The Site Directory displays.  

3.  Click the  Control Panels  tab. The Control Panels directory displays.  

4.  Click the control panel for which you wish to configure an I/O Board. The Control 

Panel detail page dis plays.  

5.  Click the I/O Board you wish to configure. The I/O Board detail page displays.  
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Figure 15.      Configure  an I/O Board  

6.  The Location  field can be edited on this page, but not the Board Type  and Board #  

fields.  

7.  You can define up to eight inputs and eight outputs f or each I/O Board. I/O points 

can be reused by devices, and some devices use multiple points; therefore, the 

number of devices controlled by an I/O Board is undefined.  

8.  For each input device ( INPUT1 - INPUT8 ):  

9.  In the Label  field a default label displays. To c hange the label, enter a short, 

descriptive value, such as ñComputer Room Fan.ò  

10.  In the EOL Supervision  field, click Yes or No to indicate if the input device is wired 

for end -of - line supervision.  

11.  In the Normal State  field, click NC to indicate that the I/ O Point is normally closed, 

or NO to indicate that it is normally open.  

12.  For each output device ( OUTPUT1-OUTPUT8), accept the default Label  or enter a 

new short, descriptive value for the device.  

13.  Click Save . You are returned to the Control Panel detail pag e with the new I/O 

Board listed in alphabetical order.  
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To delete a control board:  

1.  Go to the Sites/Doors  section. The Site Directory displays.  

2.  Click the Control Panels  tab. The Control Panels directory displays.  

3.  Click the control panel for which you wish t o delete a control board. The Control 

Panel detail page displays.  

4.  If your Administrator permissions allow you to delete control boards, you will see a 

trashcan icon  associated with each Door Board and I/O Board listed on this page. 

Click the trashcan assoc iated with the board you wish to delete.  

5.  Click OK in the confirmation prompt. You are returned to the Control Panel detail 

page, and the deleted board is no longer listed.  
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Configuring Antipassback  

Antipassback controls allow administrators to determine whe ther or not individual users are 

permitted to enter or exit a particular door. With these controls come the following options: 

Hard Antipassback, Soft Antipassback, Antipassback Reset Interval and Antipassback Reset 

Time.  

Hard Antipassback  

Hard Antipassbac k controls keep individuals from using their card to enter the premises if 

they are already inside, or exiting if they are already outside. With Hard Antipassback 

implemented, once a user presents his credential, ACS WebService  recognizes his entry 

and wi ll not allow the user re -enter unless he or she first exits.  

Soft Antipassback  

Soft Antipassback design allows administrators to specify controls for both individuals and 

groups:  

The Antipassback Reset Interval  offers the ability to determine a time inte rval prevents a 

user who enters or exits from doing so again before a period of time elapses. After elapsed 

interval, the user is free to enter or exit.  

The Antipassback Reset Time  refers to the option where a groupôs status as inside or 

outside the Antip assback Zone is automatically reset to being outside at a specific time of 

day, with the ability to enter the time on a 24 -hour clock with minute -by -minute detail.  

Important Antipassback Considerations:  

The panelôs firmware must be at least version 5.0.9 in order to configure Antipassback 

settings.  

Antipassback is not configurable with Edge devices.  

The maximum number of doors that can be configured for Antipassback is 30, as long as 

one door is configured as an entrance and one is an exit.  

Administrators cannot delete a door once it has been configured for Antipassback. To do so, 

the administrator must first unconfigure Antipassback and then delete the door.  

If an individual enters a door without showing his credential, he will not be able to exit when 

he presents his credential. Similarly, individuals who exit a door without presenting a 

credential will not be allowed to reenter until the Antipassback Reset Interval has elapsed.  

If you wish for only one individual to have immunity to Antipassback control s, create a 

group with only one user ðthe user you wish to have immunity. Then check the box 

ñImmunity to Antipassback.ò 

Groups who are immune to Antipassback controls do not follow the same Antipassback 

controls as those who are not immune. These users are  free to enter or exit a door even if 

the Antipassback Reset Interval has not elapsed.  
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Managing Antipassback Controls  

To configure controls for Antipassback Reset Interval:  

1.  Go to the Sites/Doors  section. The Site Directory displays.  

2.  Click the Control Pa nels  tab. The Control Panels directory displays.  

3.  Click the control panel for which you wish to configure Antipassback Reset Interval. 

The page displays the panel details and control boards.   

 

 

Figure 16.      Antipassback Reset Interval  

4.  Click the ñConfigure Antipassbackò tab. The Antipassback page displays with 

information regarding the panelôs sites, doors, boards, nodes, and alternate readers, 

and allows you to choose whether you would like to configure the door as an ingress 

or egress.  

5.  Enter the number of minutes from  0 to 240 for the Antipassback Reset Interval.  

6.  Select whether from the drop down list whether you wish to configure Antipassback 

controls for the door as an ingress, egress, or neither.  

7.  If you would like the door to be controlled by two readers, you may configure 

Antipassback controls for an alternate reader by selecting a board from the 

Alternate Reader dropdown list.  

8.  Click Save . You are returned to the panel details page.  

 

To configure Antipassback Reset Time:  

1.  Go to the Users/Groups  section. The user d irectory displays.  

2.  Click the Group Directory  tab. The group directory displays.  

3.  Click the group for which you wish to configure the Antipassback Reset Time. The 

page displays the group details.   
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4.  Click ñEdit Group Privilegesò at the bottom of the group details list. The ñEdit 

Privilegesò page displays. 

5.  If you would like the group to remain immune from the Antipassback Reset Time, 

check the ñImmune to Antipassbackò box underneath the ñEdit Privilegesò title. If 

you would like for only a particular user to re main immune from Antipassback 

controls, you may create a group containing just that particular user.  

 

Figure 17.      Antipassback Reset Time  

6.  Enter a time that you would like the Antipassback controls to be reset.  

7.  Click Save . You are returned to the group details page.  




































































































































































































































































































































































































































































































