control

Online Access Control

September 7, 2006

Release Notes

ACS Online Release 7.1.0

Overview: Release 7.1.0 of the ACS Online application offers enhanced access
control and customized reporting capabilities. Increased security is provided via two
new functions: Group Activated Schedules and Two-Factor Credentials. Group
Activated Schedules let you link a schedule to a specific group of users, so that until
a member of that group accesses a door or device it remains locked to all other
users who also use that schedule. With Two-Factor Credentials, you can require that
a user provide both a security card and a PIN to gain access to a door or device.
Finally, the new reporting functionality allows you to specify exactly what user
properties you want to view and for what subset of users.

Closely related to First-Person-In
is the concept of Supervisor-on-
Site. Here, the Administrator
defines a group of supervisors
who must be present at a
location before any devices at
that site can be used. Again, only
when a member of the specified
group presents a valid credential
does the schedule controlling
access to the devices become
active. This functionality is ideally
suited for retail and warehouse
environments where a supervisor
is required to be on site for
insurance reasons.

Group Activated Schedules

Brivo ACS Online has always allowed you to control access to a door or device by
schedule, but now you can add group affiliation to that access relationship as well.
By allowing you to link a schedule to a specific group of users, Brivo has enabled two
new functionalities: First-Person-In and Supervisor-on-Site.

With First-Person-In, the Administrator assigns a specific group of users to be the
enabling group for a schedule. Only when a member of that group presents a valid
credential does the schedule become active. Until the schedule is activated in this
way, there is no access to any door with which the schedule is associated.
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Two-Factor Credentials

Brivo has always supported the use of either security cards or keypad readers, but
with this new release of ACS Online both types of credentials may be assigned to an
individual user for added security.

The Administrator simply creates a schedule that indicates when both types of
credentials are required and then links that schedule to the desired doors and/or
programmable devices. When the schedule is active, users will need to present both
a card and a valid PIN to gain access. When the schedule is inactive the traditional
one-factor credential is all that is required.
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With the introduction of these two new access control features, the ACS Online
application provides one of the highest levels of facility security currently on the
market.

Customized Reporting
As an enhancement to Brivo’s already strong reporting capabilities, this new release

now lets you generate customized user reports. You select not only which users to
include in the report, but which properties as well.
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